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visibility period

(©) Experimental test scenarios
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Category

Snapshot Scheme

Filtering Scheme

Algorithm

Classic LS RAIM

ARAIM

RRAIM

AIME

ERAIM

CRAIM

SSKF-RAIM

KIPL

PF-RAIM

Input data

GNSS Code

GNSS Code
M

GNSS Code,
Time-Differenced
Carrier Phase

GNSS Code

GNSS Code, INS

(GNSS Code, Carrier
Phase

GNSS Code
(optional: Carrier
Phase, INS)

GNSS Code
(optional: Carrier
Phase, INS)

GNSS Code
(optional: INS)

FDE method

1C-test, w-test

MHSS

test

X-test, rate
detection method,
w-test

-test, w-test

x-test, extended
w-test

MHSS

N/A

likelihood ratio test

Advantages

Low computational
burden

Suitable for
multi-constellation,
can detect and
identify multi-fault

Can ensuring the
integrity of ARAIM
in the ISM reception
interval

Strong detection
capability for SGEs

Can detect and
identify multi-fault

System availability is
very high

Can detect and
identify multi-fault

Error probability
distribution is
modeled as Student’s
tdistribution, high
availability

Can escape the
limitation of the
Gaussian noise
assumption

Disadvantages

Single-constellation
only; no multi-fault
detection and
identification
capability

High computational
burden when the
‘maximum number
of faults is large

Performance is
limited by the length
of coasting time

Performance is
strongly correlated
with the length of
the time window

INS measurements
must be required

Need to consider the
ambiguity of whole
cycles

Multiple parallel
filters are ofien
required, high
computational

burden

No ability to detect
and identify fault

Performance is
limited by the
number of particles,
high computational
burden

Ref.

[21-23,26,28]

[30-34]

30, 39]

[52,53]

[54,55]

(57,581

[17,60-63]

[69,71,72]

20,75, 76, 80-83]
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Category of improvemei

Improve computational efficiency

Optimize Py, and Py allocation

Optimization error model

Introducing carrier phase

Overview of the approach

Since satellites in the same orbital plane
are subject to similar disturbing force,
using the orbital plane as a unit instead
of satellites in MHSS can effectively
reduce the number of subsets

A feedback structure with probability
Accumulation scheme is proposed to
synchronize hypothesis testing and
error bounding so s to avoid
redundant subset computation

By solving for the subset error
covariance matrices upper bounds, it
avoids the need to compute each subset
one by one

Propose a fault grouping strategy to
merge a larger number of double fault
subsets into a constellation fault subset.

“The problem is transformed into an
optimization problem under
constraints, and a search algorithm for
the optimal configuration is provided
based on sequential quadratic
programming

Solving optimal allocation
configurations using dynamic particle
swarm optimization algorithm

Assign larger Py directly to fault
hypotheses with suboptimal satellite
geometry

‘The non-Gaussian and correlation
components of the measurement errors
are taken into account, and the
position-domain Gaussian
overbounding method is used to model
the PE.

Comment

Since measurement errors are not only
related to the orbital plane, they can
affect the FDE capability

Reduced computation time by nearly
40% and was able to increase system
availability somewhat

Reduce computation by more than 95%

Reduce computation by more than 90%

Availability is effectively improved, at
some computational cost

Availability is effectively improved, but
computationally expensive

Availability is improved with little or no
computational cost

Availability is improved

References

[41]

(42]

[43]

[44]

[45]

[46]

(471

(48]

Caleulation of residual tropospheric
delay variance using the general
extreme value (GEV) analysis method
for accurate caleulation of pseudo-range
variance parameters in the ISM.

Estimating receiver noise variance
using least square variance component
estimation (LS-VCE) method

Applying ARAIM algorithm in
single-epoch precise point positioning
based on real-time kinematic networks

(PPP-RTK) framework

Availability is improved

Availability is improved, but results in
increased Py,

PL reach meter and even sub-meter
level, with significant increase in
availability

(49

(501

(511
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Catego Advantages Disadvantages L model ataset type Ref
k-means Real measurement [119]
High interpretability;
‘Traditional clustering or support small-scale data; Poor generalization HDBSCAN Real measurement (120,121]
single classification fast training speed; ability
real-time FDE ability 0CSVM Simulation, add (221
simulated faults
TDNN Combination of (123
- —_— simulated and real data
b.lfg}f O handle e Poor interpretability;
Reconstruction models Sbiis can handlc require large-scale data; Autoencoder Simulation, add [106]
. situations that have not -~ N
based on deep learning ) low training speed; poor simulated faults
been encountered during Ny
= real-time performance
the training process
GAN, RNN Real measurement, add [124]

simulated faults
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Category

Advantages

Disadvantages

Dataset type and

labeling

Traditional pattern
recognition

High interpretability;
support small-scale data;
fast training speed;
real-time FDE ability

Poor generalization
ability; reliance on
artificially designed
normative features

SVM

RE

SEL

Real measurement,
UrbanLoco open source
dataset, labeling based
on fisheye camera

Real measurement,
labeling inferred from
actual pseudo-range
error and fault threshold

Real measurement, open
dataset from Chemnitz
University of
Technology, labeling
inferred from actual
pseudo-range error

Real measurement,
labeling based on fisheye
camera and 3D map

[101]

(102

(103)

[105]

‘Traditional neural
network

Fast training speed,
especially for RBENN
algorithm; real-time
FDE ability

Poor generalization
ability; poor
interpretability; medium
data scale requirement

MLP

NE-NN, PNN

PNN

Real measurement, open
source dataset, labeling
based on fisheye camera

Simulation, dynamically
sampling the position
error distribution and

get labels

Simulation, add
simulated fault and
obtain labels

[107)

(108, 109]

(110]

Deep learning

Support continuous
learning high
generalization ability;
can automatically extract
higher-order features
from data

Very poor
interpretability; require
large-scale data; low
training speed; poor
real-time performance

LSTM

Hopfield network

DSN, Siamese neural
network

LSTM, continual
learning

Real measurement,
labeling based on 3D
map

Real measurement, add
simulated faults and
obtain label

Real measurement,
labeling based on fisheye
camera

Real measurement,
labeling based on fisheye
camera

Real measurement,

UrbanNav open source

dataset, labeling based
on 3D map

{111

(2]

(113

(115, 116]

(117, 118)
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ypes

Kalman filter (KF)

Extended Kalman filter (EKF)

Principles

Predicts the value of the next epoch
based on the existing observations

Nonlinear observation equation and
state of the system

Advantages
Real time update state estimation;
Dynamic adjustment of parameters to

adapt to system variation

Simple algorithm implementation

ortcomings

Linear system model only;
Sensitive to initial state

Covariance tends to diverge under high
nonlinearity;
Accuracy depends too much on initial
error

Unscented Kalman filter (UKF)

Particle filter (PF)

Complementary filter (CF)

Uses a selected set of minimum sample
points to approximate the true model
probability distribution

Use weighted random samples to
statistically calculate the posterior
probability

‘Weighted average of different sensor
data

Accurately capture the statistical
characteristics of nonlinear functions

Applicable to nonlinear and non
Gaussian problems

Balance short-term noise and
long-term drift

Higher computational complexity;
Highly sensitive to noise, and the
generation of sigma points may
introduce additional noise

Particle degradation

High requirements for rationality of
weight factor
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Representative algorithm Features

Direct method “Triple vector attitude determination (TRIAD) [91] Simple and fast, without prior conditions for baseline
length, low accuracy

Least square method Attitude matrix (attitude angle) least squares method; Good accuracy, high computational efficiency, and
constraint least squares method good precision in static positioning
Optimal estimation method Quaternion estimation method [92]; rotation matrix ‘The calculation accuracy is good, but the time cost is

method (93] high
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Measurement basis Measurement basis Features Applicable scenarios

Single antenna Derive the direction and angle of Lower aceuracy, simple layout Spacecraft system
acceleration from the signal strength

Single Baseline Failed to obtain full attitude angle Small-sized aircraft

Reflect the change in attitude angle by the

Multiple Ant
ultiple Antennas change in the position of the baseline vector

Multiple Baselines Measure complete attitude angles Large-sized aircraft
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Description method Features Usage scenarios

Euler Angles Intuitively reflect the direction angles; have singularity GNSS measurement systems
issues
Quaternions No singularity issues; have more parameters; not INS measurement systems
intuitive
Direction Cosines Meet orthogonality constraint conditions; complex GNSS measurement systems; INS measurement

construction; large computational load systems; Optical Measurement System
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Algorithm Principles Algorithm features

Moddified-LAMBDA [80] Introducing symmetric permutation and adopting Improved computational efficiency without affecting
greedy search strategy during covariance the success rate of fixing ambiguity
decomposition
Constrained-LAMBDA (81] Adjust the search space using constraint conditions Improve the success rate of fuzzy search or enhance

search efficiency
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Based on observation domain

Based on positioning domain

Based on the fuzzy domain

Typical algorithm
Combinatorial Solution for Broad-Narrow Lane

Configuration [21]

‘Three-carrier Ambiguity Resolution (TCAR) [69, 70]

Ambiguity function method (AFM) (71]

Least-squares ambiguity decorrelation adjustment
(LAMBDA) [72]

Features

Improving stability while enhancing resolution, but
the large wavelength variation is not conducive to
real-time processing

Incrementally fixing the variables allows for a rapid
resolution of ambiguities, which enhances the
real-time performance

Insensitive to cycle slips, yet the search time is
prolonged and there s the issue of multiple peak values

Strong applicability, determination can be made with
short time series
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Category

Advantage Disadvantage

RAIM based on error probability distribution model

RAIM based on set representation

ML-RAIM

Mathematical expression is clear, IR and Py, can be
estimated analytically

Commonly used Gaussian models have limitations, it
is often difficult to establish and validate error
probability distribution models in complex scenarios

Avoiding the difficult task of modeling error
probability distributions, the set of state estimation
errors that can be characterized

Performance is limited by the accuracy of determining
the measurement and process error uncertainty
intervals

Better cope with non-linear systems, non-Gaussian
noise environment, support for integrity monitoring in
complex scenarios

Dependence on reliable datasets, poor generalization
ability, insufficient research on the error bounding
module
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Category

Characteristic

Dataset type and
labeling

Quantifying the effect of
undetected faults on PE

Direct predicting PL based on
ML algorithm

Based on probabilistic
regression ML algorithm

Based on Gaussian
distribution; search for the
‘minimum detectable fault

variance expansion factor and
fault deviation value,
respectively

no need to predetermine the
type of probability distribution
model

predicting the probability
distribution of PE; need to
predetermine the type of the
probability distribution model

NE-NN

DT, NN

CRF

Bayesian -LSTM

NGBoost

Simulation, dynamically
sampling the position error
distribution and get labels

Real measurement, labeling
based on RTK high-precision
positioning results

132 land-vehicle challenging
urban kinematic GNSS
datasets

Simulation, the actual PE is
known

Simulation, the actual PE is
known

[109)

[125)

[126)

1127)

[128)
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Direction finding Direction finding Direction finding Direction finding Equipment
algorithms sensitivity accuracy speed complexity
Amplitude comparisonethod Low Low Fast Low
Phase comparisonethod Relatively high Relatively high Relatively fast Relatively high
Spatial spectrum High High Slow High

estimationethod






OPS/images/fphy-13-1533951/math_18.gif





OPS/images/fphy-12-1487384/fphy-12-1487384-t004.jpg
Identification Classifiers

Advantages

Disadvantages

DT Simple idea, easy to understand, small amount of calculation, Fixed threshold value, greatly influenced by human factors,
low complexity, real-time identification cascade structure, with more levels leading to poorer
identification accuracy
sVM Small sample size required, easy to handle nonlinear and Reduced identification efficiency when the sample size is large,
high-dimensional problems, can avoid local minimum problems | supports binary classification but is not good at solving
‘multi-class classification problems.
NN Can solve any complex high-dimensional nonlinear problems, | Requires a large number of training samples; high

good identification performance

computational complexity, and poor real-time performance.
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Interference detection algorithms = Advantages Disadvantages

Time-domain Detection Simple implementation, intuitive principle, good Lack of frequency information, inability to handle
real-time performance, sensitive to impulsive signals, non-stationary interference, susceptibility to noise
no prior information required

Frequency-domain Detection Determination of interference frequency points, strong | High computational complexity, transient response
noise suppression capability suitable for analyzing lag, and high requirements for synchronization
simple non-stationary interference signals

‘Time-Frequency Detection Suitable for detecting complex non-stationary High computational load, cross-term issues with some
interferences, capable of analyzing the local ‘methods, difficulty in interpreting time-frequency
time-frequency characteristics of interferences graphs, and high sensitivity to parameters
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ype of platform

Ground-based

Air-based

Space-based

Funct

Establishing fixed or mobile radio
monitoring stations on the ground to
achieve surveillance of various signals
in the electromagnetic spectrum

Radio monitoring systems installed on
aircraft such as airplanes, drones, and
airships

Relying on artificial Earth satellites to
conduct global electromagnetic
spectrum monitoring activities from
orbit

Characteriza

Low cost, strong opera ability, easy
‘maintenance, high data quality, and
flexible equipment configuration
Limited coverage range, susceptible to
obstructions, poor mobility, and strong
dependence on ground infrastructure

Strong mobility, wide coverage range,
high efficiency, strong adaptability, and
high positioning accuracy

High cost, poor continuous surveillance
capability,low survive ability, complex
deployment and retrieval, and strict
limitations on the weight and size of
‘monitoring equipment

Global coverage, high real-time
performance, sustainable and stable
operation, and high strategic value
High cost, complex technology, limited
resources, and weak survive ability

Typical monitoring system

‘The U.S. National RF monitoring.
Network and the European Space
Agency's ground-based GNSS receiver
network

‘The U.S. EP-3E ARIES I electronic
reconnaissance aircraft, the Russian
Tu-214R reconnaissance aircraft, and
the Russian Luch/Blits series of satellites

‘The USS. Space-Based Space
Surveillance (SBSS) system, the Russian
Luch/Blits series of satellites, and the
US. HawkEye 360
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Location Interference incidents

1990 Persian Gulf | In the Gulf War, the US, Iraq and other adversaries
electronic countermeasure

1999 Yugoslavia | In the Kosovo War, the two sides send out
jamming signals to reduce navigation accuracy or
to mislead the enemy

2011 Iran Iranian forces have beamed a decoy signal to
capture a US RQ-170 Sentinel drone

2017 | TheBlackSea | The GPS systems of ships operating in the Black
Sea were attacked with spoofing and jamming, and
the ship was located at an airport several miles
away

2020 | PointReyes | GPScrop circles in Point Reyes are deliberately
GPS spoofed
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