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The widespread adoption of Medical Internet of Things (MloT) devices,
particularly portable electrocardiogram (ECG) monitors, has accelerated since
the COVID-19 pandemic, revolutionizing remote patient monitoring and
healthcare delivery. However, this rapid integration has introduced significant
cybersecurity challenges, especially in securing communication within the MloT
ecosystem. To address these concerns, this study presents a systematic security
analysis of three popular portable ECG devices: the Beurer BM 95, KardiaMobile
6L, and OMRON Complete. The investigation begins with a structured literature
review to develop a catalog of threats and a threat model specific to the devices’
ecosystem. Guided by this threat model, controlled experiments were conducted
to perform penetration testing and security assessments. Our findings reveal
multiple security weaknesses and vulnerabilities in the Bluetooth Low Energy
(BLE) implementations on these devices, exposing them to potential exploitation
and attacks. Additionally, simulated attacks on paired smartphones enabled the
recovery of sensitive user and patient data, highlighting further risks within the
ecosystem. By uncovering these vulnerabilities, this research highlights the
urgent need for stronger security measures in MloT devices. Addressing these
issues proactively is essential to enhance device resilience and protect against
emerging threats in connected healthcare environments.

medical loT, ECG, threat modeling, vulnerability analysis, penetration testing,
security analysis

1 Introduction

Medical devices play a crucial role in enabling people to live more independent and
healthier lives for extended periods. These devices are integral to the global and
United Kingdom health and care systems, contributing significantly to the diagnosis,
prevention, monitoring, treatment, and alleviation of diseases (Department of Health and
Social Care, 2023). Since the COVID-19 pandemic, there has been a significant adoption in
the use of Medical Internet of Things (MIoT) devices such as ventilators, infusion pumps,
pacemakers, CPAP (Continuous Positive Airway Pressure) machines, blood pressure and
electrocardiogram (ECG) monitors etc., for remote health monitoring and diagnosis of
patients. The use of remote and ambulatory monitoring among healthcare practitioners and
patients for long-term, continuous monitoring and diagnosis of cardiac diseases has since
surged (Turnbull et al.,, 2024). In particular, the prevalence and popularity of portable
cardiovascular health devices, including those capable of accurately recording single and
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six-lead electrocardiograms (ECG) (Garikapati et al., 2022; Sana
et al,, 2020). These MIoT devices are generally affordable, portable,
provide low power consumption and requirements, low cost, and
provide relatively reasonable diagnostic accuracy (Turnbull et al.,
2024), making them essential in medical diagnostics and the
detection of heart conditions (Perez-Tirador et al., 2025) such as
Atrial Fibrillation, Bradycardia, Tachycardia and Sinus rhythm with
premature ventricular contractions (PVCs). These devices are
mostly portable and capable of recording and transmitting
patient data over short distances to other peripheral companion
devices such as smartphones using protocols such as Zigbee,
Bluetooth, and Z-Wave or over the internet via Wi-Fi to
clinicians for analysis, review, diagnosis, or early disease
detection and prevention.

Medical Internet of Things (MIoT) devices, as part of the
broader IoT ecosystem, inherit common cybersecurity challenges
such as device, data, and network vulnerabilities (Grispos et al.,
2024; Andrea et al, 2015). Unlike smartphones and computers,
MIoT devices are often resource-constrained, lacking interfaces and
processing power for regular firmware updates (Hassija et al., 2019).
This makes them susceptible to long-term security risks, especially
since updates may require regulatory recertification, a process that
varies by region and can be lengthy (Clery, 2018; Department for
digital culture media and sport, 2021). Security flaws in medical
devices have led to serious consequences, including injuries,
misdiagnoses, and fatalities (ICIJ, 2018; Amoore, 2002; Fukami
et al, 2020). High-profile recalls, such as the 2017 pacemaker
incident involving nearly half a million devices, underscore the
risks of poor cybersecurity (Hern, 2017). Moreover, implantable and
network-integrated devices like insulin pumps and hospital
telemetry systems are particularly vulnerable and attractive
targets for cyberattacks (Thomasian and Adashi, 2021; Das
et al,, 2021).

Advanced medical technologies enhance patient care but also
expand the attack surface. Cyber incidents like the WannaCry
ransomware attack and the 2024 Synnovis breach demonstrate
how compromised devices can disrupt hospital operations and
endanger lives (Chase et al., 2022; Synnovis, 2024). Investigating
MIoT-related incidents is often reactive and complex due to
fragmented digital evidence, lack of forensic readiness, and
architectural intricacies (Lutta et al., 2021). While resources like
the MITRE-USFDA Playbook offer incident response guidance,
they fall short in supporting daily risk management (Chase et al.,
2022). Therefore, a proactive strategy involves threat modeling and
penetration testing to identify vulnerabilities before exploitation
(Jahankhani et al., 2022; Rimoli et al., 2023).

In this paper, we present a proactive approach by conducting a
comprehensive and systematic security analysis of portable
electrocardiogram (ECG) devices, a type of MIoT, in threat
modeling scenarios. The aim is to identify potential threats and
security vulnerabilities within the core MIoT architecture. By
implementing this approach, we aim to highlight the importance
of early detection and mitigation of risks, leading to more robust
defence strategies against emerging threats that MIoT devices could
introduce. This, in turn, helps improve risk management, develop
robust countermeasures, foster enhanced security, privacy, and
trust, and ensure the reliability and resilience of the MIoT system
against cyber attacks.
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The remainder of this paper is organised as follows: In Section 2,
we present related works. Section 3 outlines the methodology, which
includes the systematic literature review, threat modeling and attack
categorization. Section 4 details the security analysis and penetration
testing. Section 5 presents the vulnerability analysis and discussion
of results, including key findings. In section 6, we conclude and
identify future research agendas.

2 Related works

Recent studies have conducted systematic security analysis and
penetration testing on several IoT systems and ecosystems and
discovered several security vulnerabilities affecting the IoT
landscape (Fomichev et al., 2018; Rak et al.,, 2022; Ficco et al,
2024; Salzillo et al, 2020). Moreover (Meneghello et al., 2019)
highlighted that in various protocol implementations, such as
ZigBee and BLE, convenience often takes precedence over
security. The security flaws found in IoT devices, and their
communication protocols are just a small part of a broader
problem. IoT ecosystems, including low-cost home automation
systems, are complex and decentralized. Their security depends
not only on individual devices but also on the overall configuration
of the entire infrastructure they are built upon (Rak et al,, 2022).

Other studies have been focused more on postmortem analysis
of several medical and MIoT devices in an attempt to recover
evidence of forensic value (Grispos et al, 2024; Schmitt and
Butterfield, 2024; Liu et al., 2023; Paratz et al., 2022). These
analyses and investigations are useful in determining a timeline
of events or recovering evidential data of interest post-incident
(Ellouze et al, 2017). proposed a system for post-mortem
analysis of lethal attack scenarios targeting cardiac implantable
medical devices. Although the study proposed a formal technique
for potential evidence reconstruction of forensic evidence in
potential attack scenarios, they did not conduct a security
analysis on any cardiac implantable medical devices to assist
security analysts in identifying vulnerabilities.

Several studies have conducted penetration testing on medical
devices, including insulin pumps (Li et al., 2011) and implantable
devices and pacemakers (Halperin et al., 2008; Marin et al., 2016; Hei
et al,, 2010; Pycroft and Aziz, 2018). However, these studies did not
adopt a systematic approach in the security analysis of the devices
that can be adopted or followed to reproduce the testing on similar
devices. Moreover, none of these studies conducted a security
analysis of ECG devices (Perez-Tirador et al., 2025). analyzed the
security of wearable electrocardiogram (ECG) monitoring devices
against electromagnetic (EM) and power side-channel attacks. Their
study showed that the success rate of the attacks varied under certain
conditions and proposed mitigation. However, the study was also
limited to a single threat model attack scenario.

In the study by Silva-Trujillo et al. (2023), threat modeling and
network traffic analysis were performed on smartwatches by
conducting passive attacks during the pairing process with
companion smartphones. The findings indicated that all the
smartwatches had exploitable vulnerabilities, mainly due to
insecure Bluetooth Low Energy (BLE) protocol implementations.
Although smartwatches record vital signals similar to ECGs, they are
not classed as medical devices. Moreover, the study was limited to a
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single threat model attack scenario. In the study by (Vakhter et al.,
2022), they proposed a threat model and risk assessment framework
for wireless biomedical devices. The study illustrated how threat
modeling can be carried out or adopted by security experts, but they
did not demonstrate a real-world use case of their model. Using
STRIDE threat modeling (Khan et al., 2017), spoofing attacks were
performed on an ECG device in the study by Cilleruelo et al. (2021).

2.1 Research gap, goals and contributions

Despite the related studies, there remains a gap in conducting a
systematic security analysis and assessment based on multiple
scenarios of MIoT ecosystems, particularly portable ECG devices.
This analysis is essential for guiding penetration testers and security
analysts during the assessment of these systems. This paper
concentrates on the security analysis of portable ECG device
ecosystems through threat modeling techniques. This work
makes the following contributions:

o Perform a systematic literature review (SLR) to identify and
classify threats and attack vectors that compromise the
confidentiality, integrity, and availability of user data and
MIoT device functionality;

o Collect from the SLR all threats that MIoT devices can be
affected by, including ECG devices;

o Present a threat model for vulnerability analysis and assess
potential security threats within portable ECG ecosystems;

Plan and perform security analysis and penetration testing on
selected portable ECG devices based on identified threats;
Present a detailed discussion of identified vulnerabilities and

associated attack vectors;
« Propose countermeasures and recommendations to enhance
data protection and device security.

A systematic security analysis involves scrutinising the vulnerability
of the system, including software,
communication links, and companion devices. For our study, we

of various components
selected three popular portable electrocardiogram (ECG) devices with
reasonable diagnostic accuracy: the KardiaMobile 6L six-lead ECG
monitor, Omron and the Beurer M95 single-lead portable ECG
devices. These portable ECG devices were chosen for this experiment
because of their vital role in capturing rapid and precise heart activity
and enabling remote patient monitoring. They are crucial in medical
diagnostics and the detection of heart conditions such as atrial
fibrillation, bradycardia, tachycardia, and rhythm  with
premature ventricular contractions (PVCs) (Turnbull et al, 2024).

sinus

Moreover, security risk assessment evaluation of telemedicine
systems, such as portable ECG devices, already possesses numerous
security vulnerabilities, ranging from attacks on personal and
confidential data stored in the cloud to attacks on individual medical
devices in close proximity to the user or patient (Kim et al., 2020).

In this study, we perform a systematic literature review, threat
modeling using attack trees and penetration testing (Rimoli et al.,
2023) to evaluate the security of these devices in scenarios where an
attacker has access to the components and architecture of the device
system. We execute possible attacks from the identified potential
attack categories and report our findings.
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3 Methodology

This chapter outlines the methodology adopted for conducting
the security analysis of portable ECG devices. Similar to the
methodology used in the systematic threat analysis of Unmanned
Aerial Vehicles (UAVs) (Ficco et al., 2024), our proposed approach
is based on four consecutive phases as shown in Figure 1: (i) A
systematic literature review to build a threat catalogue related to
MIoT systems; (ii) a system modeling phase, resulting in a semi-
formal description of the MIoT system under analysis; (iii) A threat
modeling phase, resulting in the categorization and visualization of
the attack categories and potential attacks to portable ECG systems;
(iv) A security analysis and penetration testing phase, in which
attack planning and execution is performed.

3.1 MloT system threats and threat models:
systematic literature review

To achieve the objective of building a threat catalogue related to
MIoT devices, we conducted a systematic literature review (SLR)
under the guidance published by Kitchenham and Charters
(Kitchenham and Kitchenham, 2007). The SLR relies on a three-
phase process: Planning, Conducting, and Reporting. The planning
phase requires formulating a research question to define the scope of
reviewing the most relevant studies and answering the research
question (Akinbi, MacDermott, and Ismael, 2022). The research
questions to consider are as follows:

RQ1. What security threats affect MIoT systems, particularly the
portable ECG device system?

RQ2. What are the methodologies to be used for producing a
threat model related to MIoT systems?

3.1.1 Search strings and databases

There are several publications on the security of MIoT devices
and ECG devices over the years; therefore, for this reason, we
performed searches on digital libraries specified to obtain the
primary studies. These criteria are necessary to get the most
relevant and up-to-date resources for this research. The online
digital libraries consulted include IEEE Xplore, Science Direct,
ACM Digital Library, Google Scholar and Springer Link. The
following search string and keywords were used for initiating the
search on each online library with the Boolean operators AND/OR
used as filters for the searches: (“security” OR “threats”) AND
(“medical devices” OR “medical IoT” OR “medical internet of
things”) AND (“threat modeling”) AND (“medical devices” OR
“medical IoT” OR “medical internet of things”). To obtain up-to-
date academic sources relevant to answering the research questions,
we considered publications from 1 January 2020 up to 27 January
2025; to produce the primary studies for the SLR.

3.1.2 Search inclusion and exclusion criteria

Some of the literature retrieved from the search results was
found to be irrelevant and outside the scope of this study. To address
this, we applied the method of inclusion and exclusion criteria, as
outlined in the SLR guidelines, to filter out the irrelevant papers.
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FIGURE 1
Systematic security analysis methodology (Ficco et al., 2024).

TABLE 1 Summary of SLR inclusion and exclusion criteria.

Inclusion criteria Exclusion criteria

The paper is related to MIoT systems
threats and security issues

The paper is not related to MIoT device
threats and security issues

The paper is related to threat modeling
for MIoT systems

The paper is not related to threat
modeling for MIoT systems

The paper must be peer-reviewed Papers that are not peer-reviewed

The paper must be written in English = Papers not written in English and

duplicates of published papers

The paper must be published in a
conference proceeding or a journal

Grey literature (white papers, editorial
comments, book reviews, government
documents and blog posts)

Table 1 outlines the inclusion and exclusion criteria used for the
selection to address the research question.

3.1.3 Selection of results
The the digital yielded
574 publications using specific search strings and keywords.

initial search across libraries
Inclusion and exclusion criteria were applied to refine these
results, resulting in the elimination of 452 publications and a
reduction in the count to 57. Further filtering based on titles and
abstracts excluded an additional 13 publications, leaving 44 papers.
After thoroughly reading these 44 publications, reapplying the
inclusion and exclusion criteria led to the removal of 10 more,
resulting in a final total of 34 papers. Figure 2 shows the PRISMA
flow diagram, including the number of publications selected and
excluded at each stage of the selection process.

3.1.4 Results

The selected 34 publications were thoroughly reviewed, and
the data extraction process is summarized in Table 2. These papers
were classified to address RQ1, which aims to identify security
threats to MIoT systems and RQ2, which aims to identify threat
modeling methodologies used in the literature to enumerate the
threats affecting MIoT systems. Most of the selected papers
discussed threats and security issues related to MIoT systems
and architectures, while a few specifically described security
threats associated with ECG devices and their systems. We
chose to extract threat attributes from the selected papers
separately. As portable ECG devices are a type of MIoT device,
threat attributes from the selected papers are common and
closely aligned.

Frontiers in The Internet of Things

From the SLR results, 26 of the selected papers were either
surveys describing security issues or outlining the most common
threats affecting MIoT systems. A very limited number of papers
focused on specific security threats related to ECG devices and their
systems. Some of the selected papers provided an overview of MIoT
architectures and listed the threats impacting the entire MIoT
system, with a focus on compromised security requirements such
as Confidentiality, Integrity, and Availability (CIA). Others adopted
an attack-centric approach, detailing security threats and explaining
how these threats can be executed through specific attacks.
Consequently, the SLR identified 48 distinct threats associated
with MIoT systems, encompassing device sensors, network
communication, internal and cloud data storage, and companion
devices that interact within the system. Of these 48 threats, 36 are
specifically related to ECG device components and systems. We
were able to map and align the threat attributes from these papers to
create a comprehensive threat catalogue for portable ECG device
systems in Section 3.3.

8 of the selected papers use a threat modeling approach based on
a high-level description of MIoT and enumerating all the threats
affecting the overall MIoT system. Previous works (Vakhter et al.,
2022), described a high-level description of the primary phases of the
threat modeling process that include capturing information about
the system’s operational environment and infrastructure, security
boundaries and components, identifying assets, scenarios and
attackers in order to identify threats.

The next section describes the semi-formal description of the
MIoT system under analysis, in this case the portable ECG device
system. We also present the threat catalog, the data model we rely
on, and the attack categorization resulting from the SLR.

3.2 Portable ECG device ecosystem

The portable ECG device ecosystem helps users and patients in
monitoring their heart health remotely, outside a clinical setting.
Using built-in sensors, the device measures the electrical activity of
the heart through skin contact or fingers and displays the data as an
electrocardiogram (ECG or EKG) on a connected device like a
smartphone or directly on the device itself (Bansal and Rajnish,
2018). Some integrated devices can also measure Blood Pressure
level, Glucose level, Heart rate, Electrocardiogram (ECG),
Electroencephalogram (EEG), Electromyography (EMG), Pulse
Breathing rate, and patient’s profile
2020). The

rate, Temperature,

(Swayamsiddha and Mohanty, measurements
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FIGURE 2

PRISMA flow diagram of the identified process for the selected 34 publications.

TABLE 2 Data extraction results.

Data extraction attribute Number of

papers

Publications

The paper is about MIoT system threats and 26
security issues

Elhoseny et al., 2021; Kumar et al., 2023; Somasundaram and Thirugnanam, 2021; Kamalov et al.,
2023; Bhuiyan et al.,, 2021; Thomasian and Adashi, 2021; Hasan et al., 2022; Hassija et al., 2021;
Ghubaish et al., 2021; Papaioannou et al., 2022; Sadhu et al., 2022; Ray, Dash, and Kumar 2020;
Malhotra et al., 2021; Parihar et al., 2024; Jangid, Dubey, and Chandavarkar, 2020; Perez-Tirador
et al., 2025; El-Moneim et al. (2024), Rani et al., 2024; Chen et al., 2020; S. Khan et al., 2021;

Karimian, Woodard, and Forte, 2020; Cilleruelo et al., 2021; Rajawat et al., 2022;
Hernadndez-Alvarez et al., 2022; Affia et al., 2023; Newaz et al., 2021

The paper is about threat modeling for MIoT 8
systems

Vakhter et al., 2022; Salayma, 2024; Alzahrani, Ahmad, and Ansari, 2022; Kwarteng and Cebe,
2023; Malamas et al., 2021

collected from the device are transmitted using Bluetooth or
Bluetooth Low Energy (BLE), which are the most commonly
used communication standards, to a smartphone where an app is
installed to enable further data processing, aggregation, distributed
storage, and display. The patient-related data can also be sent to a
central cloud server for storage or directly to healthcare
professionals and hospitals for continuous monitoring and
analysis of the patient’s physical condition (Newaz et al., 2020).
The Semi-formal description of the portable ECG device ecosystem
is shown in Figure 3.

3.3 Threat catalog and attack categorization

From the data extraction attributes in Section 3.1.3 of the SLR,
we identified 48 distinct threats described in the selected papers.
Many of these threats associated with ECG devices closely align with
those related to MIoT devices. Consequently, we mapped and

Frontiers in The Internet of Things

consolidated these threats into a single catalogue of 36 threats
pertinent to portable ECG device ecosystems. Each threat was
classified into an attack category based on its description and
impact. Through this categorization, we identified five unique
attack categories relevant to portable ECG device ecosystems.
Table 3 presents a description of each attack category and its
impact on the Confidentiality (C), Integrity (I) and Availability
(A) of the ECG device’s ecosystem.

3.4 Threat modeling

Threat modeling is a systematic approach to identifying and
documenting potential threats to the device and its ecosystem.
Several existing threat modeling frameworks including STRIDE,
PASTA, DREAD, LINDDUN, CVSS, Attack Trees, Persona non
Grata (PnG), Security Cards, Hybrid Threat Modeling Method
(hTMM), Quantitative Threat Modeling Method (QTMM), Trike,
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FIGURE 3

Semi-formal description of the portable ECG device ecosystem.

TABLE 3 Attack categorization of portable ECG device ecosystem threat catalog.

Threat
category

Component

Attack scope

Companion device
attacks

Smartphone, network
extract or modify ECG data

Gain root access to the mobile device to

Confidentiality (C),
integrity (I) and
availability (A)

Data breach, compromised data G 1
integrity, and potential misuse of
medical information

Wireless network Network DosS attacks disrupt communication; Service disruption, data interception, CLA
attacks eavesdropping and MITM attacks compromised confidentiality and
intercept and alter data integrity
Cloud/server-side Could storage and data = Breach ECG data storage via SQL Large-scale data theft, account C 1
attacks injection; exploit misconfigured cloud compromise, and unauthorized access to
infrastructure sensitive data
Software/firmware Device sensor, Extract hardcoded credentials; Unauthorized access, device G 1
exploitation hardware, firmware compromise OTA server to modify malfunction, introduction of

firmware

Device, network,
firmware

Side channel
attacks

Power analysis and acoustic/

information

VAST, and OCTAVE, are well summarized in (Shevchenko et al.,
2018). However, threat modeling has three widely known
approaches, asset-centric, attack (er)-centric, and system-centric
(also named software-centric) (Khalil et al., 2024). Asset-centric
threat modeling, sometimes referred to as risk assessment methods,
requires knowledge of the assets within the ecosystem which is best
suited with system developers. Attacker-centric threat modeling on
the other hand, focuses on the attack categories that an attacker
might use to compromise the ecosystem. It explores various attack
paths and vulnerabilities, emphasizing how an attacker might
achieve specific goals. This approach is considered more security-
centric than other threat modeling approaches. Finally, the system-
centric threat modeling approach maps out the entire system in
diagrams and examines threats through each of the system’s
components.

DREAD, Trike, OCTAVE, and PASTA are well-known asset-
centric threat modeling approaches (Nweke and Stephen, 2020).
Attack Trees (Schneier, 1999) and Attack graphs (Potteiger et al.,
2016) are attack (er)-centric approaches that combine the adversary
model (knowledge, access, specificity, and resources) and the attack
model (frequency, reproducibility, discoverability, functional level,
asset techniques, and premise) (Khalil et al., 2024). One widely used

Frontiers in The Internet of Things

Electromagnetic leakage reveal sensitive

vulnerabilities or malicious code

Leakage of cryptographic keys, privacy = C, I
violations, and compromised
confidentiality of operations

approach for threat modeling in information systems is STRIDE
(Khan et al, 2017), is categorized as both attack (er)-centric
(Ucedavélez and Morana, 2015), and system-centric (Hajri¢ et al.,
2020; Potteiger et al., 2016). STRIDE is effective in modeling security
vulnerabilities in cyber-physical systems (CPS) as mentioned.
However, it does not predict attack surfaces or prioritize threat
modeling findings compared to Attack Trees (Mishra and Bagade,
2022; Kwarteng and Cebe, 2023). Attack trees offer a structured
method for identifying threats at every system component, while
STRIDE can be used to understand the entire system architecture
and its components.

Attack Trees provide the benefit of identifying attribute
knowledge needed for attacks, and they facilitate taking a
modular approach to the attack challenge (Dewri et al, 2007;
Straub, 2020). By breaking down the system into its components,
Attack Trees facilitate the visualization of potential attack vectors
and understanding of how different threats can compromise the
system’s security and data privacy.

In this paper, we utilized STRIDE to understand the threat
boundaries from the components of a portable ECG device and
then used Attack trees to depict potential attacks on the ECG
device, illustrating various paths an attacker might take to exploit
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vulnerabilities. Each node in the tree represents a potential attack,
starting from the root (the main goal) and branching out into sub-goals
and specific attack methods. This hierarchical structure allows for a
clear visualization of how different attacks can be executed, the
relationships between various threats, and the potential impact on
the device’s security and data privacy. At each level or branch of the
attack tree, various vulnerabilities exist. Some of these vulnerabilities
need to be combined to result in a breach, while others are capable of
causing breaches independently (Vitkus et al., 2020). This threat model
ensures a comprehensive threat identification process, enabling us to
pinpoint vulnerabilities and prioritize mitigation strategies effectively.

3.4.1 ECG device ecosystem threat model using
attack trees

From the threat catalogue we presented as a result of the SLR in
Section 3.1, we present Figure 4, which shows the attack tree for
portable ECG devices.

The attack tree diagram outlines various methods to
compromise the security and data privacy of a portable ECG
device. The attack tree is divided into five main categories, each
representing different attack vectors. Table 1 provides a summary of
the analysis of each attack vector and the implications of each one on
the security and data privacy of the portable ECG device.

4 Security analysis and
penetration testing

To systematically conduct a security analysis and penetration
testing of the ECG device ecosystem, we conducted similar
penetration tests based on our threat modeling technique in (Rak
et al,, 2022; Qiao et al., 2021; Ficco et al., 2024) and outlined in Section
3.3. In the subsequent sections, we present a detailed account of the
experiment setup, including an outline of the discovered weaknesses,
open issues and the steps involved in executing the attacks.

4.1 Ethical considerations

To generate data and simulate real-world usage, 30-s ECG
recordings from several volunteers were gathered using each
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ECG device used in our experiments. The ethics protocol
followed for the study was approved by the Research Ethics
Committee ~ of  Manchester =~ Metropolitan  University,
United Kingdom (REF No: 2025-72690-56619, 16th of January
2025). The participant in the data collection gave their written
informed consent before enrolling in the study. The ECG
recordings and measurements were anonymised to protect
privacy, prevent any infringement and stored securely on the
University-recommended OneDrive cloud storage.

4.2 Experiment setup and preparation

In general, an IoT ecosystem comprises numerous devices,
infrastructures, services, applications, and interfaces to other
applications or services (Li et al., 2019). Once we performed the
attacks for each threat modeling attack category, we explored each
ECG device to establish the ecosystem and environment to identify
locations of potential artefacts (Salem and Hamarsheh, 2024). For
the experiments, we analyzed three portable ECG devices: the Kardia
Mobile 6L six-lead ECG monitor, Beurer BM 95 Upper Arm Blood
Pressure Monitor with ECG Function and the OMRON Complete
blood pressure and ECG monitor. Both devices feature Bluetooth
Low Energy (BLE) connectivity to sync ECG readings with
companion apps on a smartphone. We used a Google Pixel 8a
running Android 14 as the companion smartphone, paired with
each ECG device. The smartphone acts as the BLE central device,
initiating outgoing connection requests to the ECG peripheral
devices via the installed companion apps, and processes and
stores the ECG recording data provided by the devices. A
summary of the hardware specifications of all portable ECG
devices in this study is presented in Table 4.

The tools used for this experiment were installed on a
workstation running Windows 11, supplemented with Android
rooting and BLE traffic capture capabilities. The setup included
Wireshark v 4.0.10, a network protocol analyzer used to capture and
inspect BLE traffic; Android Debug Bridge (ADB) v 1.0.41 for device
communication and file system access; Magisk v 28.1 (Wu, 2025), a
rooting tool to gain privileged access to the Android device; and
Shamiko v 1.2.1 (LSPosed, 2025), a Magisk module used to hide root
status from security-sensitive mobile applications. Additionally,
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TABLE 4 Summary of portable ECG devices.
ECG device

Beurer BM 95 Upper Arm Blood Pressure Monitor with ECG Function =~ BM 95

Model

10.3389/friot.2025.1712430

Connectivity Companion app

Sync via BLE Beurer HealthManager Pro v1.15.1 Android app

AliveCor Kardia Mobile 6L six-lead ECG monitor

OMRON Complete blood pressure and ECG monitor

Mobile 6-Lead EKG

HEM-7530T-E3

Sync via BLE Kardia by AliveCor v4.45.0 Android app

Sync via BLE Omron Connect v7.23.1 Android app

Magnet Axiom Process v8.9.1, and Autopsy v 4.2.1.0 were used for
forensic acquisition and analysis of mobile app data and
system artefacts.

The mobile applications associated with the ECG devices:
Kardia, Beurer HealthManager, and OMRON Connect, were
downloaded and installed on a Google Pixel 8a running Android
14. The smartphone was rooted using Magisk to enable full access to
internal storage and app data directories. Shamiko was activated to
bypass root detection mechanisms implemented by the ECG apps.
Each ECG device was paired with the smartphone via BLE. The
smartphone acted as the central device, initiating connections and
receiving ECG data from the peripheral ECG devices. BLE traffic was
captured as PCAP files using an nRF52840 Dongle in conjunction
with nRF Connect for Desktop v.4.04 and Wireshark, allowing
inspection of BLE GATT (Generic Attribute Profile) operations
and service characteristics exchanged during device communication.
To identify the BLE MAC addresses of the ECG devices, a scan was
initiated using the nRF Connect tool. Once identified, the MAC
addresses were used to filter traffic in Wireshark. The BLE pairing
process and data transmission sessions were recorded and analyzed
to identify potential vulnerabilities or artefacts.

Privileged access to the Android file system was achieved via
ADB shell commands. App-specific directories located under/data/
data/<app_package_name>/were explored to extract databases, BLE
logs, and cached ECG readings. Tools including DB Browser for
SQLite v 3.12.2 (Sqlitebrowser, 2016), and Realm Studio v 15.2.1,
were used to parse and analyze SQLite and Realm databases,
respectively. To ensure no conflicting processes interfered with
BLE traffic capture, unnecessary services were terminated. The
wireless adapter was toggled between managed and monitor
modes to facilitate traffic analysis when necessary. Finally,
forensic imaging of the smartphone was performed using Magnet
Axiom Process to preserve the state of the device and its data for
further offline analysis. All findings were documented, and the
experiment was repeated several times across the three ECG
devices to ensure accuracy, validity,
reproducibility. A summary of the tools and usage is shown
in Table 5.

consistency  and

4.3 Scope and limitations

The research examined three out of five attack categories from
our threat modeling analysis: companion/mobile device attacks,
wireless network attacks, and software/firmware exploitation.
These categories were selected based on feasibility, ethical
boundaries, and the availability of tools suitable for consumer-
grade testing environments. We conducted firmware extraction
on physical ECG devices, passive wireless attacks, and mobile
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device rooting to simulate realistic adversarial scenarios and
generate data for vulnerability and forensic analysis.

However, side-channel attacks and cloud/server-side attacks
were omitted due to limitations in tooling and ethical concerns,
particularly regarding the handling of sensitive cloud-hosted data on
third-party infrastructure. While these exclusions were necessary,
they significantly constrain the generalizability of our findings. The
potential impact of these untested categories is high, especially in
integrated healthcare ecosystems where devices interface with cloud
platforms, hospital networks, and third-party analytics services.
Their omission means that the current research does not fully
capture the systemic vulnerabilities that could arise in a real-
world deployment. The use of consumer-grade tools and devices
reflects realistic attacker capabilities, especially those of non-state
actors or opportunistic adversaries. Future research would aim to
incorporate side-channel and cloud/server-side attack vectors. This
would require access to clinical-grade hardware, ethical clearance for
cloud data analysis, and collaboration with healthcare providers to
simulate realistic deployment environments.

5 Results and discussion
5.1 Firmware extraction and analysis

In our experiments, we were limited to examining the internal
device components of both the Beurer BM 95 and the OMRON
Complete blood pressure and ECG monitor devices. After inspecting
the circuit board and the component markings, we identified the
memory chip for both devices as the SST26VF032B, a 32 Mb
23-3.6 V Serial Quad I/O (SQI) Flash memory. Using a
CH341A programmer, we connected it to the chip and extracted
the stored device firmware, which we saved as a. bin file. Upon
inspection, we found that the data was encrypted using OpenPGP
encryption. Unfortunately, we were unable to decrypt the recovered
data without knowledge of the encryption key.

5.2 Passive attack: network traffic analysis

In our experiments, we captured BLE network traffic between all
three portable ECG devices (Kardia 6L, Beurer BM 95 and Omron
ECG devices) that used BLE communication to synchronise ECG
recording measurements with the Android smartphone using
two methods.

Method 1: On the Google Pixel 8a, the BLE communication logs
are stored in the file path/data/misc/bluetooth/logs/btsnoop_hci.log.
The method we employed was to enable Bluetooth HCI (Host
Controller Interface) snoop log on the smartphone and use ADB
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TABLE 5 Summary of tools and usage.

10.3389/friot.2025.1712430

Name Purpose Type
nRF52840 Dongle Bluetooth Low Energy (BLE) sniffer Hardware
CH341A Programmer v1.34 Tool used for programming and reading EEPROMs and SPI memory flash Hardware
Android Debug Bridge (ADB) v 1.0.41 Access the Android file system to extract app data and logs Software
Magisk v 28.1 Rooting tool for privileged access to the Android OS and file system Software
Shamiko v 1.2.1 Hides root status from ECG mobile apps Software
Magnet Axiom Process Commercial forensic suite for mobile device acquisition and analysis Software
Realm Studio v 15.2.1 Realm Databases used by mobile apps Software
DB Browser for SQLite SQLite database analyzer Software
Wireshark v 4.0.10 Network protocol analyzer used to capture and inspect data packets Software
M vtsnoop_hcilog = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR 0 m0RBRe+TFETEQQaE
(WTApply a display filter ... <Ctrt- <]+
Interface. ~ | Device All advertising devices -~ Key Legacy Passkey Value Adv Hop ) Help Defaults Log
No. Time Source PHY Protocol  Length Delta time (ps end to start) SN NESN More Data  Event counter  Info
752 2025-02-20 13:54:09.672 host HCI_CMD Sent LE Set Extended Scan Enable
753 2025-02-20 13:54:09.675 controller HCI_EVT Rcvd Command Complete (LE Set Extended Scan Enable)
754 2025-02-20 13:54:09.676 host HCI_CMD Sent LE Read Peer Resolvable Address
755 2025-02-20 13:54:09.677 controller HCI_EVT Rcvd Command Complete (LE Read Peer Resolvable Address)
756 2025-02-20 13:54:09.678 host HCI_CMD Sent LE Remove Device From White List
09.679 controller HCT_EVT Revd Command Complete (LE Remove Device From White List)
©09.680 host HCI_CMD Sent LE Set Extended Advertising Enable
09.683 controller HCI_EVT Revd Command Complete (LE Set Extended Advertising Enable)
09.683 host HCI_CMD Sent LE Set Extended Scan Enable
©09.686 controller HCI_EVT Revd Command Complete (LE Set Extended Scan Enable)
762 2025-02-20 13:54:09.687 host HCI_CMD Sent LE Read Remote Features
63 2025-02-20 13:54:09,688 controller HCI EVT Revd Command Status (LE Read Remote Features)
764 2025-02-20 13:54:09.804 £3:2f:d2:61:¢9:14 (KardiabL (914) ATT Rcvd Exchange MTU Request, Client Rx MTU: 247
765 2025-02-20 13:54:09.810 c0:1c:6a:84:49:bf (Pixel 8a) ATT Sent Exchange MTU Response, Server Rx MTU: 517
= 766 2025-02-20 13:54:09.818 host | HCI_CMD Sent LE Start Encryption
= 767 2025-02-20 13:54:09.820 controller HCI_EVT Rcvd Command Status (LE Start Encryption)
768 2025-02-20 13:54:09.852 £3:2f:d2:61:¢9:14 (Kardiabl (914) SMP Rcvd Security Request: AuthReq: Bonding
69 2025-02-20 13:54:09.868 cO:1c: :49:bF (Pixel 83) ATT Sent Read Request, Handle: ©x8826 (Unknown)
776 2025-02-20 13:54:09.908 controller HCI_EVT Revd LE Meta (LE Data Length Change)
771 2025-02-20 13:54:10.000 £3:2f:d2:61:¢9:14 (Kardiabl (914) L2caP Rcvd Connection Parameter Update Request
772 2025-02-20 13:54:10.001 controller HCI_EVT Revd Number of Completed Packets

Orid 1€ Masn /1€ Dand Damasn Fans.

Frame 766: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
Bluetooth
Bluetooth HCI H4
Bluetooth HCI Command - LE Start Encryption
> Command Opcode: LE Start Encryption (0x2019)
Parameter Total Length: 28
Connection Handle: 0x0041
Random Number: caedd7asfes0far6
Encrypted Diversifier: 0x16c9
Long Term Key: 15bdf6cfcb138401461a5alaf1af8902

<vovw

[Command-Pending Delta: 1.799]
[Response in frame: 782]
[Command-Response Delta: 521.99]

FIGURE 5

) 0119 20 1c 41 @0 ca e4 97 a5 fe 50 fd 6 9 16
15 bd 6 cf cb 13 84 @1 46 1a 5a la 1 af 89 02

AliveCor (Kardia and Omron ECG devices) encrypted BLE communication analysis.

to retrieve the log file stored on the smartphone’s file system. An
HCI snoop log is a comprehensive record of all interactions between
an Android device’s operating system and its Bluetooth hardware
controller. It captures low-level details such as commands issued,
events received, and the data linked to those events (Silva-Trujillo
et al.,, 2023).

Method 1 analysis: From our analysis of the btsnoop_hci.log file
using Wireshark, we discovered that each device managed BLE
communication using different BLE pairing methods for privacy
and security. The Kardia 6L and Omron devices appeared to utilise
the Long Term Key (LTK), a secret key shared and stored by both
connected devices. This key, generated during the pairing process, is
used to create a unique keystream for encrypting and decrypting
data transmitted over the network. In Figure 5, we can see the initial
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MTU requests between the devices in packets 764 and 765, followed
by the pairing and use of encryption in packets 766 and 767,
respectively. The “Sent LE Start Encryption” is a command used
in Bluetooth Low Energy (BLE) to initiate encryption on a
connection. When a device sends the LE Start Encryption
command, it includes the Long Term Key (LTK), Encrypted
Diversifier (EDIV), and Random Number (Rand) to the peer
device (Hlapisi, 2023). These elements are used to generate the
session key for encryption. We can also see the ECG device and
smartphone begin the pairing/bonding in packet 768. Hence, the
network communication appeared encrypted from our analysis and
is not vulnerable to MITM attacks.

However, the Beurer BM 95 device appeared to use the Just
Works BLE association model, which is susceptible to MITM
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2 ©® R QewEzxzg s =Eqaqi
(W ]bratt
Interface Vv | Device All advertising devices Key Legacy Value Adv Hop Help Defaults Lo
No. Time Source PHY Protocol  Length Delta time (s end to start) SN NESN More Data  Event counter  Info

1953 2025-02-25 00:32:22.902 TexasIns_81:66:0a (BMOS
1955 2025-02-25 00:32:22.930 TexasIns_81:66:0a (BMOS
1956 2025-62-25 00:32:22.931 TexasIns_81:66:0a (BMIS
1957 2025-02-25 00:32:22.932 TexasIns_81:66:0a (BM9S
6:0a (BMIS
bf (Pixel 8a)
0a (BM9S
8a (BM9S
Ba (BMIS

ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT

:32:23.293 TexasIns_8
1964 2025-62-25 00:32:23.321 TexasIns_81:66:0a (BMIS
1965 2025-02-25 00:32:23.321 TexasIns_81:66:0a (BMIS

Handle:
Handle:
Handle:

Revd Handle Value Notification,
Revd Handle Value Notification,
Rcvd Handle Value Notification,
Rcvd Handle Value Notification, Handle: €x0015 (Unknown: Intc
Rcvd Handle Value Notification, Handle: 0x0015 (Unknown: Inte
Sent Write Request, Handle: 0x0018 (Unknown: Heart Rate Meast
Revd Write Response, Handle: @x0018 (Unknown: Heart Rate Meas
Rcvd Handle Value Notification, Handle: @x8015 (Unknown: Inte
Rcvd Handle Value Notification, Handle: @x8@15 (Unknown: Inte
Rcvd Handle Value Notification, Handle: @x0015 (Unknown: Inte
Rcvd Handle Value Notification, Handle: @x0015 (Unknown: Inte

0x0015 (Unknown: Inte
0x0015 (Unknown: Inte
©0x0015 (Unknown: Inte

1966 2025-02-25 00:32:23.322 TexasIns_81:66:0a (BMIS ATT

Rcvd Handle Value Notification, Handle: 0x@@15 (Unknown: Inte

1967 2025-02-25 00:32:23.350 TexasIns_81:66:0a (BMIS
ramac

ATT

atT

1068 9078 07 IE 0B-17:92 1 TavarTnr 21:86-0n

Rcvd Handle Value Notification, Handle: ©x0015 (Unknown: Inte

Brvid Hamdln Valin Haki£iratinn  Handln: OuOOE lnbnam: Tads

[Source: TexasIns_81:66:0a (50:51:29:81:66:0a)]
[Destination: c0:1c:6a:84:49:bf (cO:1c:6a:84:49:bf)]
> Bluetooth HCI H4
> Bluetooth HCI ACL Packet
v Bluetooth L2CAP Protocol
Length: 23
CID: Attribute Protocol (0x0004)
Bluetooth Attribute Protocol
v Opcode: Handle Value Notification (@x1b)
- Authentication Signature: False

.@.. .... = Command: False
..01 1011 = Method: Handle Value Notification (Ox1b)
v Handle: @x15 (Unknown: Intermediate Cuff Pressure)
[Service UUID: Unknown (6xa06@)]
[UUID: Intermediate Cuff Pressure (6x2a36)]
v Flags: @x06, Pulse Rate, Timestamp, Unit: mmtg
000. - Reserved: 0x
- Measurement Status: False
User ID: False
Pulse Rate: True
Timestamp: True
. ..0 = Unit: mmHg (0x@)
Systolic [maHg]: 772
Diastolic [mmHg]: 1028
Arterial Pressure [mmHg]: 1058
> Timestamp

FIGURE 6
Unencrypted BLE communication sent from Beurer BM95 ECG device.

attacks. From the analysis, all BLE communication, including ECG
recording measurements and blood pressure measurements sent
from the Beuer 95 device, were not encrypted. Filtering the Attribute
Protocol (ATT) from the log file in Wireshark, we can see the
attributes and values that include blood pressure and heart rate
measurements sent over the BLE network communication, as shown
and highlighted in packet 1966 in Figure 6.

Method 2: It is possible to read and decode a BLE
communication using dedicated hardware such by intercepting
BLE network traffic (Cope et al,, 2017). In our experiment, we
set up the nRF52840 Dongle supported by the nRF Connect for
Desktop v4.04 and configured Wireshark to capture and analyse
BLE network traffic. The network capture was saved as . pcapng files
and included BLE communication during the synchronisation of the
ECG readings from all devices to the smartphone.

Method 2 analysis: From our analysis, the Kardia and Omron
ECG devices appear to implement the BLE Security Mode 1, Security
Level 2 involves encryption with unauthenticated pairing using Just
Works due to a lack of I/O input and low computational power on
the ECG devices. Although this BLE pairing method provides no
Man-in-the-Middle protection (Padgette and Scarfone, 2011), the
Security Level 2 implementation provides secure communication
and encryption of the connection using the keys exchanged during
pairing with the generation of a secret symmetric key, also known as
the Long Term Key (LTK) for encryption (Lacava et al., 2022) as
shown in Figure 7. After pairing, the LTK is stored in both devices,
allowing for secure reconnection without repeating the pairing
process, as described in our Method 1 analysis. An LL_ENC_
REQ packet (Link Layer Encryption Request) opcode is used to
initiate the encryption process between the ECG device and the
smartphone. This is then followed by the LL_START_ENC_REQ
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packet (Link Layer Start Encryption Request), which signals that the
devices should begin using the encryption keys for their
communication, as shown in Figure 8. This step ensures that all
subsequent data packets are encrypted, providing security for the
data being transmitted. However, in specific scenarios, it is possible
to decrypt an encrypted BLE traffic session with the knowledge of
the LTK from a network capture that includes the pairing and
bonding packets using BLE cracking tools such as Crackle
(Ryan, 2025).

Our analysis of the BLE network communication between the
Beurer ECG device and the Android smartphone similarly showed that
no secure pairing or bonding association is implemented. The device
adopts Security Mode 1, Security Level 1 BLE implementation. An
analysis of the network traffic revealed that ECG and blood pressure
measurements are transmitted unencrypted over the network and can
be interpreted. Moreover, more sophisticated Man-in-the-Middle
(MITM) attacks and Secure Simple Pairing Attacks can be
conducted in specific scenarios to inject malicious readings since
there is no secure pairing method implemented between both
devices (Cdsar et al, 2022; Padgette and Scarfone, 2011). For
example, as shown in Figure 9, we can see from the packet capture
in Frame 4,606, that the ATT protocol attributes and notifications sent
between the Beurer ECG device and smartphone include details of the
user’s blood pressure measurements, status and user ID.

In Figure 10, we can also see from the packet capture, the opcode
write request in Frame 4,637 that is used by the GATT (Generic
Attribute Profile) from the ECG device to write ECG recordings
(heart rate measurement) to the smartphone and the subsequent
acknowledgement response in Frame 4,640 both sent in plaintext.

Through our analysis, we showed that the BLE implementation
mechanisms of the portable ECG devices varied, including known
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M Kardia_3.pcapng - (=)
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ TRE QesEF T [EaqaiE
N]Apply 2 display filter ... <Ctri/>
Interface v | Device All advertising devices - Key Legacy Passkey Value Adv Hop Help Defaults Lo
No. Time Source PHY Protocol  Length Delta time (ps end to start) SN NESN More Data  Event counter Info
1757 2025-03-03 18:42:03.617 78:71:7c:d2:7f:00 LE 1M LE LL 12 149s @ SCAN_REQ
1758 2025-03-03 18 LE 1M LE LL 30 151ps @ SCAN_RSP
1759 2025-03-03 18 LE 1M LE LL 24 301ps @ ADV_IND
1760 2025-03-03 18, LE 1M LE LL 24 498us © ADV_IND
1761 2025-03-03 18: LE 1M LE LL 24 102177ps © ADV_IND
1762 2025-03-03 18:42:03.722 £3:21 Ho LE 1M LE LL 24 498ps @ ADV_IND
1763 2025-03-03 18:42:03.722 3:2f:d2:61:c9:14 LE 1M LE LL 24 498us © ADV_IND
. 1764 2025-03-03 18:42:03.723 78:71:7c:d2:7f:00 LE 1M LE LL 34 158ps @ CONNECT_IND
1765 2025-83-83 18 ©83.763 Master_Bx506573e5 LE 1M LE LL 6 39354ps e e False @ Control Opcode: LL_VERSION_IND
1766 2025-03-03 18 ©03.763 Slave_0x506573e5 LE 1M ATT 7 150us e 1 True @ Rcvd Exchange MTU Request, Client Rx MTU: 247
1767 2025-03-03 18 03.811 Master_0x506573e5 LE 1M LE LL 6 48337ps ] ] False 1 Control Opcode: LL_VERSION_IND
1768 2025-03-03 18 03.812 Slave_0x506573e5 LE 1M ATT 7 150ps ] 1 True 1 Revd Exchange MTU Request, Client Rx MTU: 247
1769 2025-03-03 18 03.812 Master_0x506573e5 LE 1M LE LL 9 150us 1 & False 1 Empty PDU
©03.812 Slave_0x506573e5 LE 1M LE LL 6 150us ;3 1] True 1 Control Opcode: LL_VERSION_IND
©83.812 Master_0x506573e5 LE 1M LE LL @ 150us ] 2] False 1 Empty PDU
©83.860 Master_0x506573e5 LE 1M LE LL @ 47597ps 2] 2] True 2 Empty PDU
03.860 Slave Bx506573e5 TE M B 6 150y ) it True 2 Rc:d—Sewr-ityRewest:—AuﬂlRW'
U3.86T Master_Ox506573e5 TE I TE T T 15005 T T True Tontrol Upcode: LL_FEATURE_REQ
1775 2025-03-03 18 ©03.909 Master_Bx506573e5 LE 1M LE LL 9 48090us 3 1 True 3 Control Opcode: LL_FEATURE_REQ
1776 2025-03-03 18 03.909 Slave_8x506573e5 LE 1M LE LL 9 149us 1 ] True 3 Control Opcode: LL_LENGTH_REQ
1777 2025-03-03 18:42:03.909 Master_0x506573e5 LE 1M ATT 7 151ps ] ] True 3 Sent Exchange MTU Response, Server Rx MTU: 517
> Frame 1773: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) on interface COM7-4.8, id @ 000 07 19 00 ©3 be 2a 06 @a 01 01 3d 02 00 dd 54 15 o =T
> nRF Sniffer for Bluetooth LE 2 11 e5 73 65 50 16 06 02 00 06 00 @b 01 44 1b a2 seP D
> Bluetooth Low Energy Link Layer
> Bluetooth L2CAP Protocol
v Bluetooth Security Manager Protocol
Opcode: Security Request (@x@b)
~I AuthReq: @x@1, Bonding Flags: Bonding
000 . = Reserved: Ox@
. = Keypress Flag: False
. = Secure Connection Flag: False
. = MITM Flag: False
.e1 = Bonding Flags: Bonding (@x1)
FIGURE 7
Secure BLE pairing between Kardia ECG device and Android smartphone.
M xardia_3.pcapng - o 53
AR 0 BB ResEZFIEEaaalr
(WTApely 2 display filter ... <ctr -]+
Interface v | Device All advertising devices Key Legacy Passkey Value Adv Hop Help Defaults Log
No. Time Source PHY Protocol  Length Delta time (ps end to start) SN NESN More Data  Event counter  Info
1817 2025-03-03 18:42:04.794 Master_0x506573e5 LE 1M LE LL © 29688us 1 p 3 False 21 Empty PDU
1818 2025-03-03 18.42.04,794 Slave _0x506573e5. LE 1M LE LI 21514 1 I’} False. 21 _Empty PDU
—» 1819 2025-03-03 18:42:04.824 Master_0x506573e5 LE 1M Y Y 23 29689us -] -] False 22 Control Opcode: LL_ENC_REQ
1820 2025-03-03 04.824 Slave_0x506573e5 LE 1M LE LL @ 150us ] : | False 22 Empty PDU
1821 2025-03-03 04.854 Master_0x506573e5 LE 1M LE LL © 29507us 1 1 False 23 Empty PDU
1822 2025-03-03 04.854 Slave_0x506573e5 LE 1M LE LL 13 149s 1 ] False 23 Control Opcode: LL_ENC_RSP
1823 2025-03-03 04,884 Master_0x506573e5 LE 1M LE LL 0 29587us ] ] False 24 Empty PDU
1824 2025-03-03 04.884 Slave_0x506573e5 LE 1M LE LL @ 150us 1] 1 False 24 Empty PDU
1825 2025-03-03 04.914 Master_0x506573e5 LE 1M LE LL © 29690us 1 1 False 25 Empty PDU
<~ 1826 2025-03-03 ©04.914 Slave_0x506573e5 LE 1M LESLL 1151ps H ] False 25 Control Opcode: LL_START_ENC_RE(
1827 2025-03-03 04,944 Master_0x506573e5 LE 1M LE LL 5 29682us ) ) False 26 Encrypted packet decrypted incorrectly (bad MIC)
1828 2025-03-03 84.944 Slave_Bx506573e5 LE 1M LE LL @ 150us 12 1 False 26 Empty PDU
1829 2025-03-03 04.974 Master_8x506573e5 LE 1M LE LL @ 29650us 1 1 False 27 Empty PDU
1830 2025-03-03 84.974 Slave_@x506573e5 LE 1M LE LL 5 150us 1 e False 27 Encrypted packet decrypted incorrectly (bad MIC)
1831 2025-03-03 05.004 Master_8x506573e5 LE 1M LE LL 13 29650us [] [] False 28 Encrypted packet decrypted incorrectly (bad MIC)
1832 2025-03-03 85.004 Slave_0x506573e5 LE 1M LELE @ 151pus 2] 1 False 28 Empty PDU
1833 2025-03-03 ©05.034 Master_0x506573e5 LE 1M LE LL © 29587us 1 x False 29 Empty PDU
1834 2025-03-03 ©05.934 Slave_0x506573e5 LE 1M LELL 9 150us 1 ] False 29 Encrypted packet decrypted incorrectly (bad MIC)
1835 2025-03-03 05.064 Master_0x506573e5 LE 1M LE LL 15 29618us. ° 0 False 30 Encrypted packet decrypted incorrectly (bad MIC)
1836 2025-03-03 05.064 Slave_0x506573e5 LE 1M g5 Y @ 150us ] 1 False 30 Empty PDU
1837 2025-03-03 18:42:05.094 Master_0x506573e5 LE 1M LE LL @ 29571us 1 ;! False 31 Empty PDU
FIGURE 8

Secure BLE communication between Kardia ECG device and the Android smartphone.

weaknesses and potential attacks. We were also able to determine the
BLE version for each device by analyzing the LMP version
information within the HCI logs in Wireshark. Table 6 provides
a summary of BLE features of the analyzed devices and open issues,
including identified vulnerabilities (CVEs), Common Vulnerability
Scoring (CVSS)  score, attacks and

System potential

countermeasures.

5.2.1 Key findings

This section provides comprehensive details about the identified
vulnerabilities, related
countermeasures from our network traffic analysis of the portable
ECG devices.

potential  attacks, impact and
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5.2.1.1 Offline brute-force attack on legacy pairing

The legacy pairing method used in the initial BLE
(versions 4.0 and 4.1) was found to be
offline brute-force attacks (Cisar et al., 2022;
This implies that attackers could potentially
this by
systematically guessing the pairing code. Both the Buerer
BM95 and Omron ECG devices utilise BLE 4.0 and 4.1,
respectively, and also use the legacy just-works pairing mode,
where the passkey is fixed at 0. Therefore, an offline brute-force

specifications
vulnerable to
Ryan, 2013).
weakness access

exploit to gain unauthorized

attack may not be necessary. In BLE Just Works legacy pairing,
which falls under security mode 1 level 1 used by the Buerer
BM95 device, no passkey is involved as there is no authentication
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Al 2@ =7RE QewE S eaai
(W]bratt >]
Interface v | Device All advertising devices  Key Legacy Passkey Value Adv Hop > Help Defaults Log
No. Time Source PHY Protocol  Length Delta time (ps end to start) SN NESN More Data  Event counter Info
4592 2025-03-03 11:10:33.683 Slave_0xaf9a9d64 LE 1M ATT 5 151us 1 L False 142 Revd Write Response, Handle: 0x@018 (Unknown: Heart Rate Meas
4594 2025-03-03 1: 33.713 Slave_0xaf9a9d64 LE 1M ATT 27 150ps L] . § True 143 Revd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4596 2025-03-03 11:10:33.714 Slave_0xaf9a9d64 LE 1M ATT 27 150ps 1 L True 143 Revd Handle Value Notification, Handle: ©x0015 (Unknown: Inte
4598 2025-03-03 1 33.715 Slave_0xaf9a9d64 LE 1M ATT 27 150ps L] 1 False 143 Revd Handle Value Notification, Handle: ©x0015 (Unknown: Inte
4600 2025-03-03 1 33.743 Slave_0xaf9a9d64 LE 1M ATT 27 151ps 1 o True 144 Revd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4602 2025-03-03 11:10:33.744 Slave_0xaf9a9d64 LE 1M ATT 27 151ps L] 1 True 144 Revd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4604 2025-03-03 1 33.745 Slave_0xaf9a9d64 LE 1M ATT 27 150ps 1 o False 144 Revd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4606 2025-03-03 11:10:33.773 Slave_@xaf9ad9d64 LE 1M ATT 27 150ps ] 1 True 145 Revd Handle Value Notification, Handle: ©x0015 (Unknown: Inte
4608 2025-03-03 33.774 Slave_0xaf9a9d64 LE 1M ATT 27 150ps 2 o False 145 Revd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4610 2025-03-03 33.803 Slave_0xaf9a9d64 LE 1M ATT 27 151ps @ 1 True 146 Rcvd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4612 2025-03-03 :33.804 Slave_@xaf9a9d64 LE 1M ATT 27 150ps 4 @ True 146 Rcvd Handle Value Notification, Handle: ©x@015 (Unknown: Inte
4614 2025-03-03 33.805 Slave Oxaf9a9d64 LE 1M ATT 27 151us ] & False 146 Rcvd Handle Value Notification. Handle: ©x@015 (Unknown: Inte
> Frame 46@6: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface COM7-4.0, id @ 000 @7 2e 00 03 b3 92 06 @a ©1 18 35 91 00 08 88 3e  -.-- BT TR
> nRF Sniffer for Bluetooth LE 9010 81 64 9d 9a af 16 1b 17 0@ 84 @@ 1b 15 @0 18 04 d
\v Bluetooth Low Energy Link Layer 0020 92 06 00 00 00 00 00 00 ©0 00 00 00 00 00 00 00 - - - -
Access Address: @xaf9added iy 0 60 70 b1 32
[Master Address: 74:d8:9:
[Slave Address: TexasIns_81
> Data Header
[L2CAP Index: 95]
Connection Parameters
CRC: @x@f8dac
> Bluetooth L2CAP Protocol
|v Bluetooth Attribute Protocol
v Opcode: Handle Value Notification (@x1b)
o. . = Authentication Signature: False
.8.. .... = Command: False
..81 1011 = Method: Handle Value Notification (@xlb)
v Handle: @x8015 (Unknown: Intermediate Cuff Pressure)
[Service UUID: Unknown (@xa@ee)]
[UUID: Intermediate Cuff Pressure (0x2a36)]
> Flags: Ox18, Measurement Status, User ID, Unit: mmHg
Systolic [mmHg): 516
Diastolic [mmHg): 6
Arterial Pressure [mmHg]: @
User 1ID: @x00
> Flags: 0x@000, Pulse_Rate Range Detection: Pulse rate is within the range
FIGURE 9
Blood Pressure health data sent unencrypted over BLE communication.
M veurerpcapng = o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR 20 mENRBQesEFIE[EaaqlE
(W]btatt -
Interface v | Device All advertising devices -~ Key Legacy Passkey Value 3 Adv Hop Help Defaults Log
No. Time Source PHY Protocol  Length Delta time = SN NESN More Data  Event cot Info J—
4618 2025-03-03 11:10:33.834 Slave_bxaf9a9d64 LE 1M ATT 27 151ps @ 1 True 147 Revd Handle Value Notification, Handle: @x@@15 (Unknown: Intermediate Cuff Pressure) I
4620 2025-03-03 11: 3.835 Slave_@xaf9a9d64 LE 1M ATT 27 151ps . @ False 147 Rcvd Handle Value Notification, Handle: @x@015 (Unknown: Intermediate Cuff Pressure)
4622 2025-03-03 11:10:33.863 Slave_Bxaf9a9d64 LE 1M ATT 27 151ps [ 1 True 148 Rcvd Handle Value Notification, Handle: @x@@15 (Unknown: Intermediate Cuff Pressure)
4624 2025-03-03 11:10:33.864 Slave_@xaf9a9d64 LE 1M ATT 27 151ps s e False 148 Rcvd Handle Value Notification, Handle: @x@@15 (Unknown: Intermediate Cuff Pressure)
4636 2025-03-03 11:10:34,103 Master LE 1M AL 27.29692us Q 9 False 156 Sent Mrite Reauest, Handle; ©0x0018 (Unknown; Heart Rate
4637 2025-03-03 11:10:34.133 Master_0xaf9a9d64 LE 1M ATT 27 29703us e ] False 157 Sent Write Request, Handle: @x@018 (Unknown: Heart Rate Measurement)
4640 2025-03-03 11: 4.163 Slave_Bxaf9a9d64 LE 1M ATT 5 151ps 2 e True 158 Rcvd Write Response, Handle: @x8018 (Unknown: Heart Rate Measurement)
67 TITT07 34168 STave_t TET AT T7TSTis 1] T Talse TS8 Revd Handle Value Notification, Handle: UXOOTS (Unknown: Tuff Pressure)
4644 2025-03-03 11: 4.193 Slave_bxaf9a9d64 LE 1M ATT 27 151ps 1 ] True 159 Rcvd Handle Value Notification, Handle: ©x@@15 (Unknown: Intermediate Cuff Pressure)
4646 2025-03-03 11: 4.194 Slave_@xaf9a9d64 LE 1M ATT 27 151ps ] 1 True 159 Rcvd Handle Value Notification, Handle: 0x0015 (Unknown: Intermediate Cuff Pressure)
4648 2025-03-03 11:10:34.195 Slave_bxaf9a9d64 LE 1M ATT 27 151ps ; § o False 159 Revd Handle Value Notification, Handle: @x@@15 (Unknown: Intermediate Cuff Pressure)
4650 2025-03-03 11:10:34.223 Slave @xaf9a9d6d LE 1M ATT 27 151us [ 1 True 160 Rcvd Handle Value Notification. Handle: @x@@15 (Unknown: Intermediate Cuff Pressure)
> Frame 4637: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface (OM7-4.0, id @ 0000 @7 2e 00 03 d2 92 @6 @a ©3 @9 26 9d 0@ 63 05 44 & -cD
> nRF Sniffer for Bluetooth LE 0010 81 64 9d 9a af 02 1b 17 00 04 00 12 18 00 00 04 )
v Bluetooth Low Energy Link Layer 0020 92 02 00 00 00 00 00 00 ©0 00 OO 00 00 00 00 @0 ... ... ...
0030 00 00 al 8d 12

Access Address: @xaf9added
[Master Address: 74:d8:93:17:6¢:3a (74:d8:93:17:6c:3a)]
[Slave Address: TexasIns_81:66:0a (50:51:29:81:66:0a)]

> Data Headen
[L2CAP Index: 106]

CRC: @x85b148
Bluetooth L2CAP Protocol

[ Bluetooth Attribute Protocol
v Opcode: Write Request (€x12)
... .... = Authentication Signature: False
K - Command: False
..01 8010 = Method: Write Request (8x12)
v Handle: 0x0018 (Unknown: Heart Rate Measurement)
[Service UUID: Unknown (@xa0@e)]
[UUID: Heart Rate Measurement (@x2a37)]
v Flags: 0xe
000, .. Reserved: x0
RR Interval: False
Energy Expended: False
Sensor Support: False
Sensor Contact: False
Value is UINT16: False
FIGURE 10

Heart rate measurements health data sent unencrypted over BLE communication.
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TABLE 6 Summary of vulnerabilities and open issues.

BLE Pairing Security Level Security BLE Vulnerability Threats and attacks  Related countermeasures
pairing association  mode description version (CVE)
methods model
Beurer BM LE Just Works 1 1 No Security (No 4.0 CVE-2023-24023 Medium | MITM Attacks, Replay Attacks, = Implement Security Level 4, which uses
95 Upper Arm Legacy Encryption and No CVE-2019-9506 High Eavesdropping on plaintext, LE Secure Connections with Elliptic
Blood Pressure Pairing Authentication) Identity Tracking Curve Diffie-Hellman for key exchange
Monitor with ECG Possible Attacks affecting
Function version 4.0- Offline brute force
attack, KNOB attacks,
BlueMirror (Cisar et al., 2022;
Claverie and Esteves 2021)
attacks, BLESA spoofing
AliveCor Kardia LE Just Works 1 2 Unauthenticated 4.2 CVE-2019-9506 High MITM Attacks, Replay Attacks, = -Implement Security Mode 1, Level 4,
Mobile 6L six-lead Legacy pairing with Eavesdropping on encrypted which uses LE Secure Connections with
ECG monitor Pairing encryption data Elliptic Curve Diffie-Hellman for key
Possible Attacks affecting BLE | exchange
version 4.0: KNOB attacks, -Implement version BLE 5.1 (Cisar
BlueMirror Attack (Cisar et al., | et al., 2022)
2022; Claverie and Esteves,
2021)
OMRON Complete | LE Just Works 1 2 Unauthenticated 4.1 CVE-2019-9506 High MITM Attacks, Replay Attacks, = Implement Security Level 4, which uses
blood pressure and | Legacy pairing with Eavesdropping on encrypted LE Secure Connections with Elliptic
ECG monitor Pairing encryption data Curve Diffie-Hellman for key exchange
Possible Attacks affecting
version 4.1- Offline brute force
attack, KNOB attacks
(Antonioli, Tippenhauer, and
Rasmussen, 2020), BlueMirror
(Cisar et al., 2022; Claverie and
Esteves, 2021)
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or encryption. Consequently, an attacker can eavesdrop during
the pairing process and compromise the LTK for security mode
1 level 2, used by the Omron ECG device used by the Omron
ECG device.

CVE-2023-24023: Bluetooth BR/EDR devices with Secure
Simple Pairing and Secure Connections pairing in Bluetooth
Core Specification 4.2 through 5.4.

Impact: This vulnerability allows certain man-in-the-middle
attacks that force a short key length and might lead to the
discovery of the encryption key and live injection attacks on the
ECG devices.

Related Countermeasures- The only alternative for BLE versions
4.0 and 4.1 is using the Out-of-Band (OOB) pairing mode (Cisar et al,,
2022; Renesas Electronics Corporation, 2025), to exchange pairing
information securely. It is advisable to implement versions 4.2 or at
least Security Level 4, which uses LE Secure Connections with Elliptic
Curve Diffie-Hellman for key exchange. However, updating BLE
versions is impossible on hardware devices, since they depend on
the adapter integrated into the device’s motherboard.

5.2.1.2 Key negotiation of bluetooth (KNOB) attacks

The Key Negotiation of Bluetooth (KNOB) attack exploits a
vulnerability in the Bluetooth specification that allows attackers to
manipulate the LTK encryption key and session key (SK)
negotiation process. This attack can force devices to use
encryption keys with only 1 byte of entropy, making them easy
to brute-force ass described in the work by (Antonioli et al., 2020).

CVE-2019-9506: This vulnerability affects BLE Legacy Security
(Bluetooth 4.0 and 4.1). The threats posed by the KNOB attack.

Impact: This vulnerability can cause significant disruptions in
environments where BLE is a crucial component of several IoT
applications (Lacava et al, 2022), including the portable ECG
devices tested in our experiments.

Related Countermeasures- One effective countermeasure is to
increase the minimum key length used during the encryption key
negotiation process. By ensuring that the keys have higher entropy,
the difficulty of brute-forcing the keys is significantly increased
(Antonioli et al, 2020). Implementing stronger authentication
protocols that do not rely solely on the negotiated key can
provide an additional layer of security.

5.2.1.3 Blue mirror attacks

BlueMirror attacks exploit vulnerabilities in Bluetooth Low
Energy (BLE) devices by mirroring legitimate device responses to
trick the system into accepting unauthorized commands (Claverie
and Esteves, 2021).

Impact: This can lead to unauthorized access and control over
the device.

Related Countermeasures- Implementing strong authentication
mechanisms, such as pairing with secure keys and using BLE Secure
Connections, can mitigate BlueMirror attacks. Regular firmware
updates and security patches also help in addressing known
vulnerabilities.

5.2.1.4 MITM and eavesdropping attacks

MITM and eavesdropping attacks occur when an attacker
intercepts and potentially alters the communication between two
BLE devices.
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Impact: This can lead to data breaches, unauthorized access, and
manipulation of transmitted data. The portable ECG devices in our
analysis all implement Justworks, which does not provide any
protection against MITM attacks.

Related Countermeasures- Using BLE’s built-in encryption and
authentication features, such as LE Secure Connections, can prevent
these attacks. Additionally, implementing mutual authentication
and regularly updating device firmware can enhance security.
Moreover, the LE secure connection pairing association models,
including Numeric Comparison, Passkey Entry and out-of-band
(OOB), all protect against MITM and eavesdropping attacks.

5.2.1.5 Replay attacks

Replay attacks involve capturing and retransmitting valid data
packets to trick the BLE device into performing
unauthorized actions.

Impact: This can lead to repeated execution of commands or
unauthorized access.

Related Countermeasures- Implementing LE Secure association
pairing uses nonces (randomly generated numbers used only once)
and timestamps in BLE communication ensures that each data
packet is unique and time-sensitive. This prevents attackers from
successfully replaying captured packets. During this LE Secure
association pairing between the portable ECG devices and
smartphone, the devices select a freshly generated random
number in order to prevent replay attacks.

5.3 Smartphone app analysis

The analysis described below is aimed at showing user data that
can be recovered or exploited if an attacker is able to gain root access
using malware on the user’s smartphone paired with the portable
ECG device. This demonstrates attacks against paired devices within
the ECG device ecosystem as described in Sections 3.2, 3.3.

Kardia app analysis: The Kardia app is a mobile application that
converts ECG recordings and measurements from the Kardia ECG
device and presents the analysed data to the user on a GUI on the
smartphone. In our experiment, we downloaded, installed, and
configured the Kardia app v4.45.0 Android app (current version
at the time of writing) on the Google Pixel 8a smartphone running
Android 14. Once the ECG device has been paired, the ECG
recordings are transferred via BLE communication and synced
with the mobile app in real time. The Kardia app would not run
on the rooted Android device and required the use of Shamiko v
1.2.1 (LSPosed, 2025), a module compatible with Magisk, to conceal
the Android device’s rooted status from the app to enable it to run
successfully.

The Kardia app stores several artefacts of forensic interest in two
(2) locations on the Android file system. The common_data.db is an
SQLite database containing records of ECG measurements and the
paired ECG device, it in the data/data/
com.alivecor.aliveecg/databases directory. From our findings, only

and is located
2 out of these 10 tables contain information of forensic interest,
namely, ekg and paired_device. The ekg table contains information
associated with each ECG result, indicating whether it is normal or
abnormal. The table also stores the time and date for each recording

associated with a user, the serial number of the paired ECG device,
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TABLE 7 Summary of app-level risks on rooted Android devices.

Portable ECG android app

10.3389/friot.2025.1712430

Runs on a rooted android smartphone

Risk severity

Kardia app v4.45.0 No Low/High (if bypassed)
Omron Connect v7.23.1 Yes High
Beurer HealthManager Pro v1.15.1 Yes High

the date of the recording and the measurement of the user’s heart
beats per minute (BPM). The/data/data/com/
alivecor.aliveecg/files/ecgs ~ directory incudes proprietary. atc
extension files that can be parsed to visualize each six-lead ECG

rate in

waveforms of the user stored within the app.

Omron Connect app analysis: The Omron Connect app runs on
the rooted smartphone with no issues and stores generated ECG
images in the/data/data/com.omoronhealthcare.Omronconnect/files/
ecgs directory on the Android file system. The Omoron ECG device
software is powered by Alivcor, the same device manufacturer as the
Kardia ECG device. Therefore, ECG images are stored as. atc file
formats and can be parsed to visualize the stored ECG waveforms.

Beurer Health Manager Pro app analysis: The Beurer health
manager app runs on the rooted smartphone with no issues and
stores artef acts in the/data/data/com.beurer.healthmanager/files on
the Android file system. The most crucial evidential data of forensic
interest are stored in Realm open-source object database
management system files (Realm, 2025). In our experiments, the
realm database files for each ECG recording are stored using a
unique hex-encoded user-id (e.g., user-b4bf2alf-7d08-43d7-8b59-
eb51e1b40c22. realm) file name.

5.3.1 Key findings

This section provides the key findings, including the security
weaknesses, impact and related countermeasures from our
smartphone app analysis on the rooted Android smartphone. A
summary of each app-level risk is presented in Table 7.

o Security weaknesses and impact: If an attacker gains root access
to a smartphone paired with portable ECG devices, they can
exploit vulnerabilities in health apps to extract sensitive user
data. The Kardia app, although designed to block rooted
devices, can be bypassed using modules like Shamiko,
exposing ECG results, timestamps, heart rate, and device
serial numbers. The Omron Connect and Beurer Health
Manager Pro apps run without root restrictions, allowing

to ECG waveform files and Realm databases

identifiable health These
vulnerabilities pose serious risks to user privacy, enabling

access

containing user records.
unauthorized profiling and data misuse.

o Recommended countermeasures: Developers should integrate
multi-layered root detection mechanisms to prevent app
execution on compromised devices and reduce the risk of
unauthorized data access. All health-related data, including
databases and proprietary files, should be encrypted using
robust algorithms like AES. Encryption keys must be securely
stored using Android Keystore to prevent extraction by
malicious actors.
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6 Conclusion and future work

This paper provides a systematic security assessment of three
widely used portable ECG devices, focusing on identifying
vulnerabilities within their IoT ecosystems. Using structured
threat assessment methods, including attack tree analysis and
penetration testing, we identified exploitable flaws in Bluetooth
Low Energy (BLE) protocols and Android-based companion
apps. The known vulnerabilities identified are under the
identifiers CVE-2023-24023 and CVE-2019-9506 with CVSS
scores of medium and high, respectively. Exploiting these
vulnerabilities could have significant consequences, potentially
altering the behavior of the ECG devices and the manipulation of
patient data in nefarious ways. Table 6 summarises the
identified the
countermeasures. Table 7 summarized the app-level risks on

vulnerabilities ~ we and respective
rooted Android devices and user data that can be accessed if
exploited. The results from this study highlight the urgent need
for stronger security implementation to protect sensitive medical
data and ensure reliable device operation. Although security
vulnerabilities were found across all three devices, the Beurer
BM95 presents a significantly higher risk compared to the
KardiaMobile 6L and Omron Connect ECG devices. This is
primarily due to its transmission of user data over the
network without encryption, making it more susceptible to
interception. Additionally, two known CVE vulnerabilities
were identified in the Beurer BM95, whereas the other devices
each had only one.

While the study offers valuable insights, it does not cover the
entire threat landscape as outlined in the scope and limitations.
Notably, side-channel and cloud/server-side attacks were excluded
due to ethical and technical constraints. These areas are crucial in
real-world healthcare deployments where devices interact with
cloud services and hospital networks. Future research will aim to
include these attack vectors, which will require clinical-grade
hardware, ethical approval, and collaboration with healthcare
providers to simulate realistic environments. Furthermore, future
research agendas will also explore the application of emerging
artificial
intelligence, for threat detection and anomaly detection within

technologies, including machine learning and

MIoT ecosystems.
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