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The digital transformation of state functions has produced a profound paradox: 
technologies that enhance welfare provision simultaneously enable unprecedented 
surveillance and control. While optimistic accounts celebrate e-government 
and Digital-Era Governance for increasing efficiency and citizen engagement, 
critical scholarship warns of surveillance capitalism and digital authoritarianism. 
This article introduces the Cyberfare State as a new theoretical framework that 
transcends the utopia–dystopia binary, conceptualising digital governance as 
the dialectical unity of welfare and warfare functions in cyberspace. Drawing on 
historical welfare-state and warfare-state models, the analysis distinguishes two 
ideal-typical configurations: the smart total-control Cyberfare State, characteristic 
of authoritarian regimes, which fuses state and corporate power to maximise 
surveillance and offensive capability; and the cooperating Cyberfare State, viable 
only under rule-of-law constraints, which requires sustained, rights-compliant 
collaboration among state, private-sector, and individual actors. The cooperating 
model’s viability hinges on systemic cybersecurity education and the integration 
of citizens as active co-producers of national resilience, yet persistent educational 
deficits and reliance on sporadic awareness campaigns leave individuals as the 
weakest link. Failure to implement comprehensive reform risks irreversible societal 
harm and strategic disadvantage against authoritarian rivals. The Cyberfare State 
framework thus offers a roadmap for transatlantic democracies to navigate hybrid 
threats while preserving democratic values.
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1 Introduction

The idea that cyberspace and its associated systems can be utilized in the functioning of 
the state, thereby making its various subsystems more effective, is not a new concept. In his 
1996 article, “Welfare vs. Cyberfare,” published in the Journal of Children and Poverty, Gregory 
M. Kaladjian undertook to outline the necessity of reforming the welfare state. In the study, 
he argued for the use of electronic systems in social administration, which, in his view, would 
have made the existing social structure more transparent and equitable, thus rendering the 
system’s operation more effective (Kaladjian, 1996).

Kaladjian recognized, in an early stage of cyberspace’s development, its capacity to enhance 
the efficiency of state administration, state subsystems, and state functions, though he focused 
solely on one area: social administration and the renewal of its long-problematic system. 
However, his words at the time—likely due to the social sensitivity of the focused area and the 
early phase of cyberspace’s development—did not result in significant change. Today, however, 
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the entire system of public administration has, in one way or another, 
appeared in cyberspace; the activities of economic actors are 
unimaginable without the opportunities offered by the virtual space, 
and people spend a large portion of their daily lives in this 
environment. This, however, has not simply resulted in the reform of 
the welfare state but has effects that extend far beyond it. This process 
has created a completely transformed socio-economic environment 
that has also affected all state functions. It has fundamentally disrupted 
the entirety of the social totality, a transformation described in their 
own ways by the great social theories of the 20th century (Lukács, 
1971; Habermas, 1984; Castells, 1996), including every one of its 
sub-complexes: the economy, law, public administration, and the 
armed defense sectors, where the digitalization of defense and the 
integration of cyber capabilities are fundamentally reshaping the 
nature and operation of armed forces (Egloff and Shires, 2021; Bhatia 
and Pallvi, 2025).

A characteristic of this “evolution” is that it has not only adopted, 
modified, and selected features of the welfare state according to the 
power ambitions of various actors but, due to the transformation of 
the geopolitical environment and the security problems posed by 
technological development, some states have also reverted to features 
of the warfare state. In the case of the warfare state, it must be 
emphasized that this is not a “bad state” opposing a “good state”—the 
welfare state—but rather a stage (or stages) of state development that 
has also appeared in the states of the transatlantic region. Its 
significance lies in the rationalization of state functions (operational, 
organizational, functional) and the centralization of defense and 
security actors that emerge as a response to impulses affecting the 
state, particularly social or external impacts on security (Sparrow, 
2011). In his study, Porter (1994) explained in relation to the state 
development of the United States that this conception of the state was 
necessary for the creation of a strong federal state, as external—or civil 
war—threats always necessitated the rethinking, and in some cases, 
the rationalization of the state’s operation. However, it cannot be 
ignored that this state conception, in the pre-1945 international legal 
environment, favored the escalation of international conflicts if the 
rule of law frameworks could not be strengthened or peaceful 
operation guaranteed.

Contemporary literature analyzing the impact of digitalization on 
the state largely proceeds along two often separate lines of inquiry. 
One optimistic stream, through concepts like the “digital state” and 
“e-government,” celebrates the opportunities offered by technology. 
The central theoretical framework of this discourse is the “Digital-Era 
Governance” (DEG) model, which posits that data science and 
artificial intelligence enable a fundamental structural transformation 
in public services (Dunleavy and Margetts, 2023). Numerous 
empirical studies support this view, demonstrating that digital 
transformation—under appropriate conditions—increases 
governmental efficiency, improves service quality, and enhances 
transparency (Yang et al., 2024; Doran et al., 2023; Dhaoui, 2021). 
Accordingly, a significant portion of research focuses on the conditions 
and processes for successful implementation. Comprehensive 
literature reviews systematize the drivers and outcomes of digitally-
induced change (Haug et al., 2023), while other quantitative analyses 
examine organizational and cultural barriers, as well as the key role of 
managerial activities in the process (Tangi et al., 2021). The literature 
identifies organizational “flexibility” (Gong et al., 2020) and the 
conscious management of human factors (Di Giulio and Vecchi, 2021) 

as fundamental prerequisites for a successful transformation. This 
optimistic narrative also extends to the promise of expanding citizen 
engagement, although critical voices point out that the expansion of 
formal participation opportunities does not necessarily translate into 
an increase in actual influence (Kovács-Szépvölgyi et al., 2025). 
However, even within this discourse, concerns have emerged that 
digitalization may paradoxically contribute to the retrenchment of 
public sector capacity (Collington, 2021).

Parallel to this optimistic discourse, a powerful critical literature 
focuses on the dark side of technology: the expansion of power and 
control functions. The cornerstone of this debate is Shoshana Zuboff ’s 
concept of “surveillance capitalism,” which argues that the digital 
economy is built on a new logic of accumulation that transforms 
human experience into behavioral data for profit-oriented exploitation 
(Zuboff, 2015). This corporate logic is complemented by literature 
examining the role of the state, analyzing the spread of “digital 
authoritarianism.” Authors like Larry Diamond warn that technology 
could become an instrument of “postmodern totalitarianism” 
(Diamond, 2019), while more recent analyses examine how 
digitalization is reshaping the nature and human rights consequences 
of authoritarian regimes, and how states are building “digital iron 
curtains” along the doctrine of “internet sovereignty” (Dragu and 
Lupu, 2021; Schlumberger et al., 2023; Gosztonyi, 2025). The latest 
research focuses on specific mechanisms such as “digital repression” 
against social movements (Earl et al., 2022), the governmental role of 
platforms (Törnberg, 2023), digital identity as a tool of surveillance 
(Masiero, 2023), and the inseparable fusion of corporate and state 
surveillance (Alshamy et al., 2024).

Although the two presented literary streams—the optimistic 
administrative and the critical political-economic—have largely 
developed in parallel, the most recent research increasingly recognizes 
the inseparability of the two domains. Concepts such as the “dialectics 
of surveillance and recognition” highlight that digital identity is 
simultaneously a tool for accessing welfare services (welfare) and an 
instrument of total surveillance (warfare) (Weitzberg et al., 2021). The 
“care-control dialectic” examines how care and discipline are 
intertwined in digital welfare systems (Pors and Schou, 2021; van 
Toorn et al., 2024). Other approaches, such as “digital biopolitics” or 
“platform governance,” also analyze the blurring of boundaries 
between civilian and military functions (Zimmermann et al., 2022; 
Coveri et al., 2025). While these works take important steps toward 
synthesis, as literature analyses confirm, a comprehensive, widely 
accepted theoretical model that can systematically address the welfare–
warfare dialectic is still emerging (Hjelholt, 2024).

This study aims to fill this gap in the literature by introducing the 
concept of the Cyberfare State. This model moves beyond the 
simplistic dichotomy of “digital utopia” versus “digital dystopia” and 
offers an analytical framework that examines the dialectical unity of 
the two faces of governance—welfare and warfare (Weitzberg et al., 
2021). The added value of the concept lies not only in establishing the 
fact of this fusion but also in enabling an analysis of how, and in what 
institutional and political context, these processes occur. It examines 
how platforms become governmental actors (Törnberg, 2023) and 
how the blurring of civil-military boundaries (Acton, 2020) 
fundamentally defines the digital nature of a given state. Subsequently, 
based on this theoretical framework, the study analyzes in detail the 
impact of cyberspace on the state and then presents the potential 
developmental directions for 21st-century statehood that arise from 
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it. Our aim is to create a comprehensive picture through which we can 
provide more nuanced answers to the complex challenges of state 
functioning in the digital age.

2 Methodology and analytical 
framework

2.1 Research approach and objectives

This study is a theory-building work, the primary objective of 
which is to introduce and develop a new, synthesizing analytical 
framework: the concept of the “Cyberfare State.” The research is not 
based on empirical data collection but on a qualitative synthesis of the 
existing literature in political science, public administration, and 
security studies. The approach stems from the recognition that 
existing theoretical frameworks (e.g., models of the welfare state or the 
warfare state) are in themselves insufficient to understand statehood 
in the digital age. The study aims to identify the limitations of these 
models in the digital context and to propose a new, integrated 
conceptual framework that allows for a more nuanced understanding.

2.2 Analytical framework and 
methodological steps

The process of theory-building consists of three logical steps. First, 
the study deconstructs two dominant but often contrasted models of 
20th-century statehood: the concepts of the welfare state and the 
warfare state, drawing on their classical and contemporary literature 
(e.g., Kaladjian, 1996; Porter, 1994). Second, it identifies the literary 
and theoretical gap that arises from the lack of analysis concerning the 
intertwining and dialectical relationship of these two models in the 
digital age. The contemporary literature review presented in the 
introduction confirms that although the recognition of this 
phenomenon has begun, a comprehensive, synthesizing model is still 
missing. Third, in the spirit of synthesis and model-building, the study 
introduces and constructs the concept of the “Cyberfare State,” which 
is intended to describe the inseparable unity of these two seemingly 
opposing functions in the digital environment.

2.3 Key concepts

This study departs from the dialectic of two state models that have 
been central to 20th-century political thought. The welfare state is 
understood as the model in which the primary objective is to modify 
market forces along the ideal of social justice, provide services to 
citizens, manage social risks, and improve the quality of life. In 
contrast, the warfare state denotes a stage of state development that, 
in response to an external or internal security threat, subordinates all 
relevant state capabilities, functions, and powers to overcoming the 
security challenge, resulting in a powerful centralization of state 
operations and defense-security actors.

In the context of the digital age, these two models acquire new 
meaning. Welfare functions utilize technology to increase the 
efficiency and accessibility of services, while the logic of the warfare 
state applies digital tools to build total surveillance, social control, and 

centralized influence. The central thesis of this study is that these two 
functions have become inseparably intertwined in the digital space, 
creating a new quality that we term the Cyberfare State. This concept 
forms the basis for the subsequent analysis, which aims to explore the 
nature and models of this new logic of state operation.

It is crucial to clarify that the term ‘Cyberfare State’ is not a 
synonym for cyber warfare; rather, it represents a state-theoretical 
construct describing the dialectical fusion of digitalized welfare and 
security functions, where the state’s traditional roles are fundamentally 
redefined through their integration into the cyber domain.

3 Analysis: the dual nature of the 
digital state

This chapter analyzes the dual nature of the digital state by 
examining the two primary, yet seemingly contradictory, 
transformations driven by technology. The first part explores how 
digitalization has been employed to enhance and expand the 
traditional functions of the welfare state, focusing on efficiency, 
service delivery, and innovation. The second part investigates how the 
same technological advancements are utilized to strengthen the 
capabilities of the warfare state, centering on surveillance, social 
control, and the consolidation of power. Through this dual analysis, 
we lay the groundwork for understanding their ultimate synthesis.

3.1 The digital welfare state: technology as 
a tool for progress

The welfare state represents the conscious application of organized 
governmental power to modify market forces along the lines of a 
certain ideal of social justice and distribution. It specifically sought to 
achieve this in three areas: (1) guaranteeing a minimum income for 
individuals and families (independent of work or wages); (2) reducing 
economic insecurity, thereby managing certain social risks; and (3) 
ensuring the highest possible level of provision for specific services. 
While the first two goals could be partially realized by the social state, 
the third objective extended beyond this model, aiming to shift the 
system toward equal treatment. This occurred because the negative 
effects of the market economy came into focus, necessitating their 
mitigation and regulation. However, unlike the social state, the system 
no longer strove to guarantee the minimum but moved toward the 
optimum (Briggs, 2006).

The rise of the classic welfare state was the result of complex 
historical processes. Its emergence was enabled by a confluence of 
factors, such as the extension of universal suffrage, the competitive 
logic of political democracy, a more complex social stratification, the 
growing influence of interest groups, and the need to provide a viable 
alternative to the welfare promises of socialist state models (Esping-
Andersen, 1990). As part of the expansion of democratic rights, this 
state model created complex welfare systems aimed at mitigating a 
wide range of social disadvantages, investing in future generations, 
and establishing the basic conditions for personal well-being (Titmuss, 
2006). To achieve these goals, it employed instruments such as social 
insurance, cash and in-kind benefits, and partnership collaborations 
(Briggs, 2006). It is important to emphasize, however, that neither the 
scope of functions nor the set of instruments was static; specific 
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solutions varied along national traditions and political cultures, 
creating different “welfare regimes” (Esping-Andersen, 2002), and the 
range of policies continuously adapted to the contemporary challenges 
of each era.

The social processes of the 21st century are once again testing the 
adaptability of welfare systems and the state. For instance, the 
emergence of a service-based economy is bringing significant changes 
to the world of work. According to the World Economic Forum’s 
Future of Jobs 2020 report, 85 million jobs are expected to be displaced 
by 2025 due to the rise of machines, while 97 million new roles will 
emerge that require more effective adaptation to the interactions 
between humans and machines (World Economic Forum, 2020). 
Naturally, this includes the transformation of the workplace, as 
businesses necessarily strive for cost-effectiveness. This process is 
reinforced by the phenomenon of “demonetization”: a growing level 
of digitalization reduces physical costs, which, while creating a 
competitive advantage, also accelerates the erosion of traditional 
professions and increases inequality, especially among more 
vulnerable groups of workers (Ghosh and Chaudhury, 2020; Unni and 
Dev, 2021). The literature agrees that to avoid the adverse social 
consequences of this knowledge- and skill-intensive economy, the 
state must play a key role and make significant investments in the 
continuous education, reskilling, and upskilling of the workforce 
(Lagna and Ravishankar, 2021; Addo and Senyo, 2021).

The changing and evolving technologies, increasing global 
integration, the ability to adapt to them, the excessive dominance of 
the service sector, and the knowledge-intensive economy it has 
spawned collectively create divides within societies, and these trends 
also increase polarization among states. It has become necessary to 
rethink our conception of the state as well (Esping-Andersen, 2006). 
In contrast to the non-interventionist “night-watchman state” of the 
free-competition era—which limited the state’s role to maintaining 
public order and security and ensuring the operational conditions for 
the economy—the welfare state was an “interventionist state” (Nozick, 
1974; Pierson, 2006). In this changed environment, which encourages 
the state to take active measures, it is self-evident that only a 
conception of the state that reinforces these welfare attributes can 
successfully address the challenges of the era.

One of the pioneers of this thinking was Kaladjian, already cited 
in the introduction, who saw the potential for reforming the welfare 
state in digitalization. Due to the incredible technological development 
in the first decades of the 21st century, Kaladjian’s ideal of a digitally 
enhanced, more efficient, and fairer welfare system seems to be 
partially realized. This process is also based on the specific state 
conception of welfare states, as their creation generated a societal 
demand for the establishment and development of high-quality public 
administration. As a consequence, public administration evolved from 
being a mere executor of laws into a citizen-centric, service-providing 
administration (Dunleavy et al., 2006). Thus, the technological 
revolution necessarily results in the transformation of the welfare 
state, and therefore also necessarily brought about the reform of public 
administration and, ultimately, the entire functioning of the state.

State institutional systems had to compete with a transformed 
service industry that made nearly everything accessible from home 
through smart devices. The state entered this competition by gradually 
developing e-government, which made administrative systems more 
efficient, up-to-date, and citizen-friendly. Systematic literature reviews 
consistently confirm that e-government developments improve 

service accessibility, increase efficiency, and, in most cases, 
significantly accelerate procedures (Maclean and Titah, 2021). Estonia 
represents the paradigmatic case for the evolution of the Cyberfare 
State, where technological capacity has been integrated into the very 
core of statehood (Lember et al., 2018). This centralized digital 
ecosystem facilitates a ‘power–knowledge regime’ that produces what 
Björklund (2016) terms a ‘moral citizen’: a subject who is 
simultaneously a de-politicized consumer of digital welfare services 
and a participant in a strongly politicized, digitally-mediated national 
identity. The Estonian model demonstrates how the fusion of 
centralized data registries and administrative routines allows the state 
to redefine the social contract through technological mediation, 
balancing efficient service delivery with systemic oversight (Lember 
et al., 2018; Björklund, 2016).

However, the transformation did not stop there. Technological 
innovations based on cyberspace are causing explosive changes and 
foreshadowing general transformations in scientific and social 
subsystems, enabling humanity to take giant leaps in addressing 
previously unsolvable problems (Harari, 2016). This is well illustrated 
by the rapid development of quantum computers. In 2019, Google 
announced it had achieved quantum supremacy when its 54-qubit 
processor performed a calculation in 200 s that would have taken the 
world’s fastest supercomputer at the time 10,000 years (Arute et al., 
2019). The development is exponential: just 3 years later, in 2022, IBM 
unveiled its 433-qubit Osprey processor, while intense competition in 
the field continues between the United States and China (Zhong et al., 
2021). A development of similar magnitude is the world’s largest 
3.2-gigapixel digital camera, built by the SLAC National Accelerator 
Laboratory, which aims to uncover the nature of dark matter and dark 
energy by collecting 15 terabytes of data nightly (SLAC National 
Accelerator Laboratory, 2022).

Tangible results can be demonstrated in education, research, 
healthcare, and the social sphere, where technologies such as the 
Internet of Things (IoT), smart devices, Artificial Intelligence (AI), 
and Big Data are gaining increasing prominence. The vast amount of 
data (Big Data) generated by interconnected devices and the 
digitalization of prior knowledge, processes, and activities has brought 
about a revolutionary transformation in these areas of public service 
(Alvarenga et al., 2020).

This has brought revolutionary changes to healthcare, including 
reducing diagnostic errors, enabling the discovery of previously 
hidden correlations, and developing new, personalized treatment 
methods. Recent systematic reviews confirm that Artificial Intelligence 
(AI) and Big Data have led to breakthroughs, particularly in the early 
detection of cancerous diseases and in increasing diagnostic accuracy. 
Concurrently, E-Health systems are expanding access to healthcare 
services, reducing infrastructural and geographical inequalities 
(Alowais et al., 2023). The involvement of smartphones in monitoring, 
assessing, and recognizing mental illnesses is also revolutionary, as 
applications installed on these devices allow for real-time evaluation 
(Lakhtakia et al., 2022). Similarly, artificial intelligence is proving 
effective in gait analysis, where it efficiently identifies abnormal gait 
patterns, thus aiding in the diagnosis of certain diseases (Lim et 
al., 2022).

The application of modern technology is also creating new 
opportunities in the fields of education and research. Through 
Artificial Intelligence (AI) and smart devices, personalized, adaptive 
learning and the effective transfer of knowledge have become a reality, 
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holding significant potential for democratizing education and 
improving learning outcomes (Kamalov et al., 2023). The literature 
extensively discusses AI-based intelligent tutoring systems (ITS) that 
provide real-time, individualized support to students, thereby assisting 
those who are falling behind and challenging the talented (Lin and 
Huang, 2023). In major educational markets like India and China, vast 
resources are being invested in the digitalization of education, 
recognizing its societal-level benefits. Furthermore, systems in the 
United States that focus on individual development demonstrate that 
AI can act as a digital assistant, supporting the work of teachers and 
the progress of students without replacing the role of human 
interaction (Ahmad et al., 2021).

The rise of Big Data and AI is also creating unprecedented, cross-
border networks in research, dramatically accelerating innovation. 
This acceleration continuously opens new horizons for scientific 
progress. Moore’s Law, which famously predicted that the complexity 
of integrated circuits would double approximately every 18 months, 
was the engine of the computing revolution for decades (Moore, 
1965). Although this type of growth has slowed due to the physical 
limits of silicon technology, progress has not stopped. On the contrary, 
in the “post-Moore” era, new engines of performance growth, such as 
hardware specialized for artificial intelligence and quantum 
computing, are creating new paradigms that offer the potential for 
even greater leaps forward (Leiserson et al., 2020; Lundstrom, 2022).

The proliferation of disruptive technologies is dominant, 
seemingly making people’s daily lives easier. The integration of 
Artificial Intelligence (AI) and the Internet of Things (IoT) enables the 
creation of complex smart cities, where intelligent transportation 
systems and autonomous vehicles improve mobility and safety (Alahi 
et al., 2023). In the field of smart healthcare, wearable sensors and 
remote monitoring systems allow for the management of chronic 
diseases and preventive care, potentially saving lives (Alshehri and 
Muhammad, 2021). This self-perpetuating process of technological 
advancement is described by the “law of accelerating returns,” which 
posits that progress in one technological area (e.g., AI) accelerates 
progress in another (e.g., robotics, bioinformatics), generating 
exponential growth (Kurzweil, 2005).

However, the transformation of the state’s functioning did not stop 
at the modernization of welfare systems; modern technology has 
fundamentally reshaped all state operational mechanisms, as well as 
the interactions between the state and economic actors, and between 
the state and its citizens. As a result, modern technology has 
penetrated every level of life, exerting significant influence on, among 
others, law enforcement and the judiciary (Talukder and Hossain, 
2024), transportation and logistical systems (Zamani and Gheybari, 
2022), and not least, the world of defense and security (Kelemen et al., 
2024a,b).

In many respects, these solutions make people’s daily lives more 
livable and rationalize the state’s functioning. At the same time, 
however, service-centricity and access to data have shifted the classic 
welfare state’s ideal of equality toward an elitist mode of operation, 
where effective control over data assets forms the basis of decision-
making (Birch and dos Santos, 2021). Perfect examples of this are 
privately-owned smart cities, where large corporations have almost 
complete access to citizen data, extending their governance-like power 
into urban life (Mosco, 2019; Makanadar, 2024). In Western states, 
transnational tech companies are building a “virtual sovereignty,” 
massively collecting individual data, while the state’s own access to 

data is constrained by constitutional checks and balances (Kelton and 
van der Vleuten, 2022). In contrast, as we will see, Eastern 
authoritarian states use digital reforms to concentrate total control 
over data in the hands of the state.

3.2 The digitalization of the warfare state: 
the reality of total security challenges in 
cyberspace

Eastern states, particularly China and Russia, are significantly 
exploiting the security capabilities arising from technological 
innovations. An egregious example of this is the opportunity for total 
surveillance and data collection veiled in the welfare-like possibilities 
offered by the smart city. China began building such systems from the 
early 2010s. Astonishingly, nearly half of the approximately one 
thousand smart city projects currently underway worldwide are 
attributable to China. The central elements of this are the so-called 
“Citizen Cloud” platforms, which on one hand consolidate 
government services—from health records to parking space finders—
and on the other hand, enable the central collection of citizen data 
(Mosco, 2019). The emerging system could be a perfect example of the 
state functioning desired in the previous chapter, that is, a service-
providing state capable of transferring its welfare institutions into the 
digital environment and even enhancing them. However, there is a 
huge “but” at the end of the sentence, as these systems enable China 
not only to do this but also to track, classify, and effectively possess 
people’s data (Yin and Lu, 2023).

It is worth dwelling on these solutions. The Chinese Golden Shield 
Project, as highlighted in Freedom House’s (2020) internet freedom 
report, is the globe’s most modern and complex surveillance system. 
Emphasis must be placed on its complexity, as it no longer merely 
monitors cyber activities but integrates numerous systems operating 
in both physical and digital spaces: public cameras, health applications 
introduced during COVID-19, big data-based analytical systems, and 
facial recognition technologies (Freedom House, 2020). We cannot 
forget the Great Firewall of China, which ensures that external content 
is inaccessible. This comprehensive data collection and censorship 
infrastructure creates the foundation for the social credit system, 
which results in the consolidation of the political and social status quo 
by tying citizen behavior and social mobility to scores achieved within 
the system (Cheung and Shen, 2021).

As Gosztonyi (2023) points out, this phenomenon is not 
unprecedented and is finding more and more followers. While it is not 
possible to place all Asian countries under a single regulatory model, 
a general trend is nonetheless visible: in matters of internet and 
content regulation, they have chosen a much stricter path than Europe 
or the United States. The main purpose of this stricter regulation is 
political: to prevent the spread of ideas in the online world that could 
potentially incite political resistance in real life (Gosztonyi, 2023). 
Although this group of states is not homogeneous, it is becoming 
increasingly evident that more and more states are choosing to control 
their citizens in cyberspace and through related devices, and to 
supervise the internet as fully as possible.

Singapore’s “Smart Nation” project shows a similar example, 
where the goal is to create a centralized operations center to manage 
data collected from citizens and visitors, enabling comprehensive 
surveillance and strict regulation of behavior. Although official 
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objectives include the faster mapping of disease spread or more 
effective counter-terrorism responses, the model is built on a close 
fusion of state institutions and private sector companies. The 
government stimulates economic development by sharing data, 
making both the state and tech companies mutually invested in 
maintaining the status quo. In this model, the user receives improved 
public services in exchange for their freedom and data, without any 
real possibility of choice. Similar smart city projects that combine 
central surveillance with the digitalization of services can be observed 
in Dubai, Rio de Janeiro, and several major cities in Southeast Asia 
(Mosco, 2019).

The system was completed by the creation of a sovereign internet 
and its total surveillance, as seen in China’s Golden Shield project or 
the Russian internet (Gosztonyi, 2021). This allows these state 
formations to maintain almost total control over their own citizens, as 
they can block any content deemed undesirable by the state authorities. 
This solution, much like the smart city projects, has also found 
followers. Iran intends to build a “halal” internet using direct Chinese 
know-how (Reporters Without Borders, 2016), a path also followed 
by Zambia in blocking critical content. Furthermore, blocking anti-
government or government-critical voices on social media platforms 
has become common practice, employed by Cuba, Nigeria, Colombia, 
Bangladesh, and Senegal, while the Republic of the Congo, Chad, 
Armenia, and Myanmar block internet access entirely (Gosztonyi, 
2021). The basis for these states’ actions is the principle previously 
articulated by China or Russia: the principle of the sovereign internet, 
according to which every state has free disposal over its associated 
cyberspace, into which no other state may interfere, and where it can 
freely determine the accessible content and access to it. The 
aforementioned Freedom House report points out that China and Iran 
are the most closed in terms of their own internet, but Russia, Turkey, 
and Vietnam are also approaching this camp, and the camp is 
continuously expanding (Freedom House, 2020).

In recent years, it has also become clear that states are using 
technological innovations in an equally active manner against other 
states. Cyber operations incorporated into the toolkit of hybrid 
conflicts provide a wide range of options for attacking the systems of 
an opposing state. Disinformation campaigns pose a continuous 
threat and have become a primary tool of modern warfare (Kelemen 
et al., 2024a,b). Russia’s persistent disinformation activities have been 
observable over the past decade. During this time, they interfered in 
the 2016 US presidential election by spreading fake news, leaking 
compromising information about opposing candidates, or delivering 
timed news packages to users through social media platforms 
(Rosenstedt, 2021). During the yellow vest protests in France, fake 
news was spread in several European languages, and efforts were made 
to discredit traditional media professionals (Makela, 2019). According 
to one analysis, the identified fake news stories were viewed by more 
than 105 million people (Avaaz, 2019), which clearly demonstrates the 
close relationship between social media platforms and hybrid warfare 
(Kelemen and Farkas, 2025). Furthermore, both China and Russia 
conducted intense disinformation campaigns regarding the 
COVID-19 pandemic and the effectiveness of Western vaccines, 
thereby complicating the region’s pandemic response (Dubow et 
al., 2020).

The Russia-Ukraine war that erupted in 2022 has become a 
paradigmatic case of digital information warfare. The conflict starkly 
highlights how social media platforms have transformed into a central 

battlefield for the struggle over narratives. Russia employs 
sophisticated, bot-driven campaigns to spread pro-Kremlin narratives 
and undermine Western support (Marigliano et al., 2024). In 
response, Ukraine builds effective counter-narratives, using social 
media to foster national unity and global solidarity (Ghasiya and 
Shah, 2023). This information struggle, where both sides use tools of 
disinformation and emotional manipulation, makes objective 
information gathering almost impossible. The constant flow of often 
unverifiable content erodes trust in media and institutions, 
challenging the maintenance of a fact-based discourse (del Sánchez 
Vas and Arcila Calderón, 2024).

At least as significant is the commission of cyberattacks of varying 
intensity, whether against civilian and economic targets or against 
state institutions (Devanny and Stevens, 2022). Among the best-
known of these are the 2007 attack on Estonia and the 2008 attack on 
Georgia, which the literature regards as early, paradigmatic cases of 
cyber warfare (Devanny and Stevens, 2022). The WannaCry 
ransomware attack, linked to North Korea, can also be considered in 
this category, having caused significant damage to several states and 
economic actors (Department of Justice, 2018). The financial damage 
caused by cybercrime is continuously increasing; according to the 
latest FBI report summarizing 2024 data, reported losses have already 
exceeded $16.6 billion (FBI Internet Crime Complaint Center, 2025). 
The use of this tool is also observable in the Russia-Ukraine war, 
where cyber operations form an integral part of hybrid warfare 
(Willett, 2022).

In this context, it is worth noting that cyberspace has not in itself 
created new categories of conflict, but rather has represented an 
evolution of the previous toolkit of warfare: an increase in efficiency, 
a multiplication of force, and an enhancement of operational 
capabilities (Bachmann and Gunneriusson, 2015). Earlier scenarios of 
the Russia-Ukraine conflict also reflect this. According to military 
experts from West Point, the Russians employ the tools of cyber 
warfare, electronic warfare, and information operations in an 
unprecedentedly integrated and combined manner (Brantly et al., 
2017). Indeed, Russian doctrine does not differentiate between various 
information operations but views the information space as a single 
battlefield targeting the entire “cognitive domain” (Splidsboel 
Hansen, 2021).

It is clear that the cyber toolkit has been integrated into the 
activities of armed forces, whether for influence, intelligence, or 
offensive purposes. Cyberspace has become an immanent part of 
peacetime combined arms preparation and the operational toolkit for 
active missions. Modern military doctrines no longer treat cyber 
capabilities as a separate domain but as an integral element of hybrid 
warfare scenarios, making it possible for conventional wars—as seen 
in the Russia-Ukraine conflict—to have hybrid scenarios (Harknett 
and Smeets, 2020).

Furthermore, cyberspace provides opportunities for separatist 
and terrorist groups to finance, recruit for, and plan their operations. 
Digital tools enable them to gather information, support and prepare 
for actions in cyberspace, and even to execute attacks against critical 
infrastructure (Lee and Sobol, 2021). In parallel, prior experience and 
networks play a key role in state-level hybrid warfare. The Russians 
have been highly successful in their hybrid conflict against the 
Ukrainians, as they were able to combine their modern digital toolkit 
with intelligence and influence methods inherited from the Soviet era 
(Bachmann and Gunneriusson, 2023).
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The cyberspace and its attendant technological innovations are 
eroding the post-1945 international legal regime on numerous points. 
Hybrid threats and cyber operations often take place in a strategic “gray 
zone,” exploiting the legal uncertainty between peace and war (Sari, 2020). 
The application of technological innovations has initiated the erosion of 
the general prohibition on the use of force laid down in the UN Charter, 
as most cyber actions do not reach the threshold of an “armed attack,” 
thus complicating legal responses. The difficulties of attribution and the 
blurring of civilian-military boundaries during cyber conflicts make the 
application of traditional laws of armed conflict almost impossible (Dossi, 
2020; Kello, 2021). The war in Ukraine has also highlighted that the 
principles of self-determination of peoples and their existence free from 
external state interference are dissolving in the face of great power 
ambitions. The line between war and peace has become blurred in recent 
years; in most conflicts, we do not know whether we are in a state of “just 
before” or “just after.” This was also highlighted by the Russia–Ukraine 
crisis, as actual combat operations between the parties had begun long 
before the 2022 invasion.

The sum of these factors results in the redefinition of security and 
defense, a shift towards “total security” where security practices 
extend beyond traditional military and intelligence domains to 
permeate everyday life and the civil sphere (Klimburg-Witjes and 
Wentland, 2021). One pole of the international community’s states has 
already taken this step, and these state formations—primarily through 
cyberspace—are moving much closer to the classic ideal of the warfare 
state, which sees the guarantee of its own security only through power, 
by means of force (Cook, 1964; Edgerton, 2006). In these states, the 
continuous strengthening of the armed forces has become a vital 
interest, with the trinity of political power, armed forces, and the 
economy serving a single purpose: to at least maintain the status quo, 
or, even more, to expand their sphere of power.

4 Discussion: the models of the 
Cyberfare State

The state has fundamental, indispensable functions that it must 
perform. There is no other institution capable of providing the 
essential conditions for organized communal life in place of the state. 
These core functions include maintaining the rule of law, ensuring the 
protection of private property (internal security), and national defense 
(external security) (Fukuyama, 2014).

The preceding chapters illustrate that cyberspace has transformed 
the security environment to such an extent that states, in many cases, 
are only able to meet these requirements temporarily and in a more 
limited scope than before (Sun et al., 2023). However, if “…social fears 
escalate… This results in a negative spiral. The more they do this, the 
greater the chaos and violence, and the greater the chaos and violence, 
the less capable states are of managing the situation; consequently, the 
more people withdraw their trust from the state…” (Szigeti, 2001). 
That is, the loss of trust in public order and the military-style bodies 
that guarantee it would nullify security, thereby dismantling the 
normal state of affairs.

States today are perfectly aware of the opportunities and 
challenges posed by cyberspace (it is no coincidence, for example, that 
NATO has designated cyberspace a domain of warfare (Păunescu, 
2021)), and they are trying to respond to its security implications. 
However, this response is strongly influenced by the historical and 

social traditions of individual states, as well as their political, state, and 
legal traditions, and great power ambitions. From a cybersecurity 
perspective, one of the main agents is the individual, whether we 
observe them as a passive or active participant, who, as seen in the 
previous chapters, can have an unprecedented impact on national 
security. It is no coincidence that the reaction to the role of the 
individual, along the lines of traditions and political systems, is one of 
the most important dividing lines among the states under examination. 
As a result, two model-like systems have emerged. One model is the 
set of states operating within a rule-of-law framework, while the other 
comprises states that see and exploit opportunities in cyberspace and 
related tools, striving for the fullest possible control over their society. 
Of course, neither of these two sets is homogeneous; within them, the 
degree to which technology-based total control is realized on one side, 
and the extent to which the pillars of the rule-of-law paradigm are 
taken into account on the other, varies. Nevertheless, it is worthwhile 
to separate these models and analyze them fundamentally.

Nevertheless, it should be noted that while these categories 
represent ideal-typical endpoints for analytical clarity, the empirical 
reality often reveals more complex, hybrid paths. Emerging powers 
such as India or Brazil illustrate this duality; while pursuing ambitious 
digital welfare initiatives—such as digitized healthcare access (Al 
Dahdah and Mishra, 2023) or urban knowledge management systems 
(Baud et al., 2014)—they simultaneously construct data infrastructures 
that enable intensified population monitoring and centralized 
executive control. In these hybrid configurations, welfare-oriented 
digital systems often sit atop architectures that normalize granular 
tracking and coercive potential (Debnath and Bardhan, 2020), or 
engage citizens as active ‘co-producers’ in a surveillance apparatus that 
extends the state’s technological gaze (Leal Neto et al., 2020), thereby 
blurring the boundaries between the cooperating and smart total-
control models.

4.1 The authoritarian model: the smart 
total control Cyberfare State

The previous chapter has shown that a group of states is using 
technological developments not only to strengthen welfare functions 
but also to strive for the fullest possible control over their citizens. The 
foundation of this thinking is the extension of the classic principle of 
state sovereignty (Krasner, 1999) to the digital realm, creating the 
doctrine of “cyber sovereignty” (Pohle and Thiel, 2020). According to 
this concept, every state has the right to regulate, supervise, and 
defend its own national cyberspace according to its own laws and 
security interests, often in direct opposition to the model of a global, 
open internet. States such as Russia and China use this principle to 
justify total regulatory, law enforcement, and defense control over 
their national internets (Litvinenko, 2021).

The renowned American cybersecurity expert Adam Segal 
highlights that China formulates and seeks to fully establish the idea 
of cyber sovereignty largely because it is striving for a global power 
position in this domain as well; thus, it is not surprising that this 
concept has both internal and external aspects. However, this is not 
necessarily the reason for the thesis becoming more accepted. Rather, 
an increasing number of states are facing significant problems with 
disinformation, threats to privacy and private property, the economic 
consequences of cybercrime, and, not least, many states view the 

https://doi.org/10.3389/fpos.2026.1748562
https://www.frontiersin.org/journals/Political-science
https://www.frontiersin.org


Kelemen� 10.3389/fpos.2026.1748562

Frontiers in Political Science 08 frontiersin.org

power concentration of large technology companies, which stems 
from the unregulated or under-regulated nature of cyberspace, as 
problematic. However, operating such a system requires adequate 
economic and technological capacity, as the mere proclamation of the 
principle will not in itself create and operate the technological 
background, which requires significant economic resources 
(Segal, 2020).

This underscores that the smart total-control model is not merely 
a product of technological acquisition but rests on profound 
institutional and structural foundations. As Smeets (2022) argues, 
effective state cyber power cannot be achieved through rapid 
technological leaps alone; empirical evidence suggests that a nation’s 
science and technical knowledge base remains the most robust 
predictor of its cyber capacity (Calderaro and Craig, 2020). Turning 
this technical potential into usable state power requires significant 
organizational maturity and a coherent strategy to manage ‘cyber 
uncertainty’ (Devanny and Stevens, 2022). Ultimately, as Rasmussen 
and Erickson (2025) suggest, the evolution of national cyber power 
necessitates a holistic ‘digital ecosystem’ approach, where state control 
extends beyond mere security tools to the critical substructures of data 
and energy resources.

China has successfully executed all of this, making cyber 
sovereignty a clear and functional principle of its cyber diplomacy 
(Gosztonyi, 2021). The model has clearly found followers among states 
that are already inclined to restrict cyberspace access, share the 
aforementioned concerns, and are willing to adopt China’s know-how 
as it pursues its global ambitions. It is no coincidence that we see the 
adoption of, or attempts to adopt, Chinese know-how in Ethiopia, 
Egypt, Jordan, Lebanon, Libya, Morocco, Saudi Arabia, and the United 
Arab Emirates. But this is not only embodied in technology and 
institutional systems but also in the copying of legal regulations. 
Tanzania has adopted a cybersecurity law similar to China’s. Egypt, 
Laos, Pakistan, Uganda, Vietnam, and Zimbabwe have passed laws 
that, following the Chinese model, allow for website blocking, real-
name registration, data sharing, and content removal (Segal, 2020). 
Thus, China offers a real and functioning alternative in terms of both 
regulation and technological achievements. North Korea, Russia, and 
Iran are also on this path, partly independently of China. Turkey and 
Singapore have also taken steps in this direction, albeit on a smaller 
scale. Therefore, it must be said that the Chinese conception of cyber 
sovereignty is clearly a model, not only from a technological 
perspective but also in terms of its legal and organizational regime.

Such a highly successful exploitation, utilization, and application 
of cyberspace and its related systems has created the power-based 
sub-model of the Cyberfare State. Within this framework, the state, 
through its possessed power, effectively creates its own sovereign 
cyberspace, owning and controlling it in its entirety. By exploiting the 
technical, regulatory, and defensive shortcomings of states in the 
separate external cyberspace, it is able to influence the fault lines of 
other societies, paralyze some of their subsystems, and export its own 
model of digital governance, challenging liberal norms (Moore, 2022). 
All this is achieved without, in most cases, engaging in actual armed 
confrontation with the attacked state.

Such a highly successful—albeit, from a European perspective, 
extremely controversial—exploitation, utilization, and application of 
cyberspace and its related systems, observed primarily in China and 
Russia, with partial adoption in states such as Iran, Vietnam, and 
Singapore—has created the power-based sub-model of the Cyberfare 

State. Within this framework, the state, through its possessed power, 
effectively or in a significant part of its territory, creates its own 
sovereign cyberspace, owning and controlling it in its entirety. By 
exploiting the technical, regulatory, and defensive shortcomings of 
states in the separate external cyberspace, it is able to influence and 
escalate the fault lines of other societies with unprecedented 
effectiveness, and to paralyze some of their subsystems (Moore, 2022). 
All this is achieved without, in most cases, engaging in actual armed 
confrontation with the attacked state.

This system is operated and its activities are realized because, in 
the new security environment, they view total surveillance and a total 
monopoly on violence as the ultimate guarantee of peace and 
predictable order. In its creation, as we have seen, the state and its 
economic actors operate, function, and develop in fusion. In these 
states, the individual lives under the fullest possible control, essentially 
reduced to being merely an operator of partial objects (through their 
work) and a consumer of the services permitted and offered by the 
system, with no real decision-making power over their own data 
assets. In this context, the effective functioning and security of the 
state are created by the fusion and common interest of the state and 
economic actors. For this common goal, they attempt to remove the 
individual as the most fragile link in (cyber)security, minimizing their 
role, the means to which is total control over their person and the 
totality of state and economic command over their data (Huang and 
Chen, 2022).

The development, continuous tracking, and necessary correction 
of the best practices that guarantee the (cyber)security of these states 
are the fruit of the common interest and cooperation between the state 
and the involved economic actors, in which the individual appears not 
as a stakeholder but exclusively as a directed, controlled resource. In 
this best practice, social and welfare institutions based on cyberspace-
reliant technological innovations—ultimately the improvement and 
modernization of the service-providing administration—are 
combined with the possibility of total control and total command over 
data, to which, in many cases, the development of offensive potential 
is also linked. For the reasons above, we can call these states, which 
exhibit the power-based attributes of the Cyberfare State, the smart 
total control Cyberfare State (Figure 1).

4.2 The democratic model: the 
cooperating Cyberfare State

In contrast, Western states had to start from a completely different 
foundation in shaping their own Cyberfare State model. They began 
the welfare reform of digitalization in the early 2000s and have 
achieved spectacular successes, albeit not in all areas. As seen in the 
previous chapter, they successfully transformed the service-providing 
public administration, and large-scale innovation has emerged in 
areas such as education, research, and healthcare. Additionally, highly 
successful smart city programs are underway (Berigüete and Rivas, 
2024), and projects related to autonomous vehicles or AI programs 
also promise numerous benefits (Erman and Möller, 2022).

However, significant differences can also be identified here 
compared to the states of the other pole. In the Western model, the 
pioneers of technological development were the tech giants, but—
unlike in China, for example—this did not mean a functional fusion 
of the state and economic actors. On the contrary, the relationship 
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between democratic states and Big Tech is characterized much more 
by significant conflicts of interest, regulatory struggles, and the 
traditional distrust stemming from a capitalist conception of the state 
(Aho and Duffield, 2020).

The handling of individual data in these states also presents a 
completely different picture. In many cases, transnational corporations 
have misused the data they manage to advance their economic 
interests, which, although resulting in significant fines, has not 
changed their economic position or role in society. Here, the state or 
a community of states—such as the EU with its General Data 
Protection Regulation (GDPR)—is attempting to create increasingly 
strict rules (Hoofnagle et al., 2019). On the other hand, due to the 
changing security environment, the state is trying to reduce national 
security vulnerabilities and satisfy its related hunger for information. 
This, however, conflicts with the interests of economic and individual 
actors and faces significant obstacles due to constitutionally limited 
state operations, often followed by vocal opposition and proceedings 
before international judicial forums (Celeste and Pollicino, 2024).

In this environment, it would be inconceivable to establish a level 
of surveillance over individuals or even economic actors even remotely 
similar to what we have seen in China. Beyond control mechanisms, 
restricting access to cyberspace is also not conceivable to such an 
extent, as some states regard internet access as a fundamental right, 
and in other states, a host of guarantees protect it (Gosztonyi, 2020). 
Not to mention that this would significantly conflict with the profit-
oriented interests of economic actors. These findings are true for 
peacetime, normal operations; they would be significantly transformed 
by a classic interstate conflict or extremist events attacking the internal 
order, which the state would have to resolve in a completely different 
authorization context. Avoiding such a situation, however, is becoming 
a primary interest for all stakeholders.

The conflicts and social tensions of recent years have made it clear 
that a shift is necessary in enhancing security in the digital terrain, as 
ransomware, denial-of-service attacks, and the activities of trolls (Aro, 
2021) have slowly become part of everyday life, linked to other states 

(Whyte, 2020) or, in many cases, to organized crime (Martin and Holt, 
2023). The “infodemic” that appeared alongside the COVID-19 
pandemic [WHO (World Health Organization), 2020], or the filter 
bubble practice of social media platforms (Pariser, 2011), fake news, 
and deepfake content have already pushed freedom of expression in a 
direction where the individual often cannot distinguish between real 
and false content. The average user is significantly influenced in 
forming their opinions and decisions. The importance of a rule-of-
law-based response to these threats is shown by the fact that the 
European Union is also seeking to place social media platforms under 
a stricter regulatory framework and to make the filtering mechanisms 
more transparent.

These tensions go hand in hand with the corrosion of security in 
the traditional sphere, as external actors negatively influence public 
trust. The impact of these campaigns is amplified by “lawfare,” or the 
malicious abuse of law, as well as the legal vulnerabilities of states (Sari, 
2020), which allow malicious actors to sow doubt and distrust within 
society (Hofstetter, 2020). The national security regulatory system of 
the transatlantic region, which must consider rule-of-law guarantees, 
has therefore come into focus because if the regulation of defence and 
security functions is not sufficiently modern and predictable, it can 
result in an erosion of trust in the state (Whitford and Prunckun, 
2025). This also calls into question the legal order itself. As Szigeti 
(2001) previously argued, this can lead to a negative spiral where state 
bodies lose their social support, and individual actors take the 
provision of their security into their own hands. Such a process could 
lead to anarchy or a significant social fracture, which could ultimately 
transform the very foundations of the states in the transatlantic region 
at a systemic level.

And this brings us to the reason why the three core actors in 
transatlantic democracies—the state, economic actors, and the 
individual—must move from competition to sustained cooperation 
(Figure 2). As Figure 2 illustrates, the cooperating model is 
fundamentally characterized by a bidirectional relationship. This shift 
reflects a broader trend in public governance toward the 
‘co-production’ of public value, where citizens participate not merely 
as service users but as active partners in ensuring systemic resilience 
(Voorberg et al., 2014; Khan and Krishnan, 2021). In the digital age, 
this manifests as ‘digital citizen empowerment,’ where proactive 
individual behavior and vigilance serve as critical bottom-up inputs 
that sustain national security and collective stability (Sharma et al., 
2022; Chari et al., 2019). Consequently, the individual’s role is 
transformed from a passive endpoint of security provision into a 
foundational and indispensable component of a circular resilience 
architecture. Only the cooperating Cyberfare State can reconcile the 
fundamental requirements of rule-of-law governance with the 
imperatives of security in the digital age. Unlike the smart total-
control model, the pursuit of resilience here cannot come at the price 
of individual freedom. The economic sector has a direct stake in 
functioning state and societal subsystems—without which neither 
capitalist markets nor investment security are conceivable—as 
repeatedly demonstrated by the economic fallout from the Russo-
Ukrainian war, the COVID-19 pandemic, and major terrorist attacks 
(Nwankpa and Datta, 2023; Whitty et al., 2024). For citizens, the 
protection of personal data, property, and everyday life similarly 
depends on resilient public institutions. In an environment where 
isolated cyber incidents can rapidly cascade into institutional 
destabilisation and erode public trust, the Russo-Ukrainian war marks 

FIGURE 1

The smart total-control Cyberfare State schematic representation of 
the authoritarian cyberfare state model. State and corporate actors 
are fused at the top, jointly exercising political policing, counter-
intelligence, and corporate security functions. National security is 
achieved through total surveillance (symbolized by the eye), 
reducing the individual to an object of control. Source: Own 
elaboration.
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a dangerous inflection point (Ruggiero and Laine, 2024; Kelemen et 
al., 2025). Systemic, multi-stakeholder cooperation is therefore no 
longer optional—it is the only viable path forward.

The cooperating Cyberfare State is a sub-model grounded in the 
functional interplay and overlapping roles of the state, economic 
actors, and society. Here, cooperation likewise originates from the 
digitalisation of welfare and social systems, but its further evolution 
requires the development of a multidisciplinary best practice that 
preserves rule-of-law constraints while simultaneously prioritising 
security efficiency. This practice must integrate the experiences and 
theoretical perspectives of state (civilian and military), economic, and 
academic actors from both technical and social sciences (law, 
sociology, economics, and military science).

Despite repeated declarations of multi-stakeholder cooperation in 
transatlantic and EU cybersecurity strategies, systemic programmes 
that reach the individual citizen level remain conspicuously absent. 
Initiatives such as the European Cybersecurity Month and ENISA-led 
awareness campaigns typically consist of isolated, one-off actions that 
are rarely integrated into national education systems or everyday 
public services (Ricci et al., 2024; van Kessel et al., 2023). This 
persistent implementation gap leaves citizens as the weakest link in 
national cybersecurity co-production and significantly undermines 
the viability of the cooperating Cyberfare State model (Carrapico and 
Farrand, 2024; Almeida, 2025).

In the rule-of-law-bound cooperating Cyberfare State, the role 
of the individual cannot—and must not—be ignored. Adversarial 
powers deliberately target citizens with disinformation, manipulation, 
and social engineering precisely because the human being remains 
the single greatest residual security risk (ENISA. European Union 
Agency for Cybersecurity, 2023; Nobles and Mcandrew, 2023). As 
Figure 3 illustrates, individuals already actively participate in both 
state and economic subsystems, yet democratic states have so far 
failed to assign them a coherent, rights-compliant position beyond 

sporadic awareness campaigns (Fenech et al., 2024; ENISA. European 
Union Agency for Cybersecurity, 2018).

Individuals, as workers and consumers alike, constitute potential 
risk vectors for state and economic systems as well as for their own 
data and property. Consequently, the cooperating Cyberfare State 
must abandon the prevailing tendency to devolve cybersecurity solely 
onto individual responsibility, an approach that leaves citizens 
unsupported irrespective of their actual competence (Asfahani, 2024; 
Kelemen et al., 2024a,b). Persistent deficiencies in state-led awareness-
raising, particularly within defence and national-security domains, 
underscore the urgent need to realign the cybersecurity paradigm: 
from individual blame toward the cultivation of a collective, systemic 
security culture.

The cooperating Cyberfare State requires comprehensive, 
mandatory cybersecurity education at every level of formal schooling. 
Cyberspace is no longer confined to high-skill professions; it has 
become an integral part of everyday life for citizens of all ages, making 
age-appropriate digital resilience an essential civic competency 
(Videnovik et al., 2025; Ibrahim et al., 2024). The human factor 
remains the primary vulnerability across all roles, with attackers 
consistently exploiting lack of awareness and poor digital habits 
(Alsharida et al., 2023; Xu et al., 2025). Sporadic campaigns are 
insufficient; only systematic, curriculum-embedded education can 
effectively mitigate this persistent risk.

A particularly sobering illustration of this systemic failure 
emerged during the COVID-19 pandemic, when numerous 
non-elderly citizens who routinely used digital services proved unable 
to complete online vaccine-registration processes despite adequate 
infrastructure access. This digital-literacy paradox—competence in 
everyday applications coexisting with incapacity in high-stakes official 
online procedures—cannot be attributed to individual incompetence 
but reveals profound deficiencies in public digital education (Morrison 
et al., 2023; Malkowski et al., 2024). Similar difficulties were observed 
across middle-aged cohorts, underscoring that routine digital 
engagement does not automatically confer the specific skills required 
for high-stakes official online procedures (e.g., vaccine registration, 
tax filing, e-government services, or digital prescription retrieval) 
(Kung and Steptoe, 2023; Riad et al., 2025).

The same imperative extends to higher education. No university 
programme—whether training future teachers, childcare 
professionals, public administrators, or any other non-technical 
leaders—can any longer afford to graduate students without embedded 
cybersecurity competencies. These individuals will later occupy 
decision-making positions in which ignorance of cyber risks can 
directly endanger the systems and populations under their 
responsibility (Ramezanian et al., 2024; Dion, 2023). Current curricula 
still largely treat cybersecurity as an optional specialisation rather than 
a universal requirement, leaving tomorrow’s leaders unprepared to 
recognise or mitigate threats in their respective domains (Delso-
Vicente et al., 2025; Triplett, 2023; Ayanwale et al., 2023).

Delay is no longer an option. The societal harms already triggered 
(from widespread disinformation to deviant behavioral patterns) have 
set in motion processes that become increasingly difficult to reverse 
with every passing year. Ultimately, if the states of the transatlantic 
region fail to address these educational and awareness deficits, the 
resulting asymmetries will not only weaken their own resilience but risk 
handing a decisive institutional advantage to adversarial powers, thereby 
jeopardising the very identity and values the region claims to defend.

FIGURE 2

The cooperating Cyberfare State multi-stakeholder architecture of 
the democratic Cyberfare State model. National security emerges as 
a co-produced public good from the continuous interaction and 
functional overlap of state defence and civilian subsystems, 
corporate security functions, and citizens’ asset- and data-security 
interests. Source: Own elaboration.
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5 Conclusion

The Cyberfare State emerges in two distinct forms. The smart 
total-control variant revives warfare-state logic, fusing state and 
corporate power to achieve maximum surveillance and offensive 
cyber capability. In contrast, the cooperating Cyberfare State—the 
only viable path for rule-of-law democracies – rests on continuous, 
rights-compliant interaction between state, private sector, 
and citizens.

This cooperation cannot remain declaratory. The digitalisation of 
welfare and public administration has already created the foundations; 
the new security environment now demands their rapid 
transformation into a systemic, long-term resilience architecture. 
Sporadic awareness campaigns and outdated regulatory reflexes are 
no longer sufficient. What is required is comprehensive reform that 
embeds cybersecurity competencies at every level of education, 
synchronises security culture across society, and institutionalises 
multi-stakeholder co-production of national security  – all while 
preserving democratic constraints.

Delay is not an option. The Russian–Ukrainian war and escalating 
hybrid threats have made clear that incremental adjustments of old 
models will not suffice. Only by fully embracing the cooperating 
cyberfare paradigm—and redefining the state’s role accordingly—can 

transatlantic democracies prevent irreversible societal damage and 
avoid ceding decisive institutional advantage to their 
authoritarian rivals.
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