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beyond: The challenges of state
security systems in the context of
the info-communication
revolutions

Adam Farkas* and Laszlo Vikman

Modern Technologies and Cybersecurity Law Department, Deak Ferenc Faculty of Law, Szechenyi
Istvan University, Gyor, Hungary

Contemporary security is increasingly defined by a matrix of hybrid threats, driven
by info-communication revolutions that blur the lines between war and peace.
Mainstream literature typically explains these challenges through the concept of
‘hybridity,” focusing on post-Cold War technological and tactical novelties. However,
this approach often lacks deeper historical and state-theoretical grounding. This
study proposes a new theoretical framework by drawing a parallel between the
current security environment and the 20th-century transformations analyzed by
Carl Schmitt. We argue that the defining characteristic of contemporary security
is not "hybridity’ but "totality.” By reinterpreting Schmitt's concepts of the 'total
state’ and the ‘partisan,” we situate today’s challenges within a longer historical
process of societal and political totalization, accelerated by the info-communication
revolution. The analysis employs a qualitative methodology combining theoretical
synthesis, historical-comparative analysis, and conceptual critique. Our analysis
identifies a "total security environment’ characterized by three key attributes: (1)
the complete fusion of military, economic, social, and informational domains;
(2) the collapse of spatial and temporal constraints on state and non-state
action; and (3) the systemic vulnerability of the state's own normative and legal
foundations. We demonstrate that hybrid threats are a logical manifestation of
this total environment, representing ‘total threats’ that demand ‘total responses.’
By foregrounding ‘totality’ over ‘hybridity,” this study provides a novel foundation
for understanding and addressing contemporary security challenges. It suggests
that effective solutions require moving beyond tactical countermeasures and
rethinking statehood itself, focusing on systemic resilience, adaptable governance
models, and societal preparedness. The historical experiences of previous security
paradigm shifts offer crucial patterns for navigating this new era of total security.

KEYWORDS

hybrid threats, info-communication revolutions, security institutions, total state, total
war

1 Introduction

The set of hybrid threats that define contemporary security, which permeates many areas
of the technical and civil environment, appears in public discourse as an epochal change
(Fridman et al., 2019; Giannopoulos et al., 2021; Garcia-Camargo and Bradshaw, 2021). This
has been particularly reinforced by the effect that has shattered the post-Cold War perception
of peaceful, or at least war-free, security in areas outside crisis zones (Bremmer, 2014, 2022).
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To explain this phenomenon, security policy literature has developed
an expanding theoretical framework, which is not without internal
debates. The mainstream discourse sees the essence of hybrid warfare
in deliberately created ambiguity and operations conducted in the
“gray zone” between peace and war (Mumford and Carlucci, 2023;
Krishnan, 2022). According to this view, the main driver of change is
the cyber technology revolution, which enables remote, deniable, and
asymmetric interventions (Steingartner and Galinec, 2021) and its
main toolkit is a series of disinformation and cognitive operations
targeting societies (Bachmann et al., 2023; Danyk and Briggs, 2023).

However, this dominant narrative emphasizes the novelty of the
phenomenon and often fails to explore the deeper historical context.
Although some of the literature recognizes the continuity with
20th-century, especially Soviet, political warfare practices
(DeBenedictis, 2022) and also draws on Clausewitzs strategic
principles, the emphasis is still on post-Cold War technology-driven
changes. As critics of the literature point out, the concept of “hybrid
warfare” has often spread as an “academic fad” without a deeper
historical-theoretical foundation, and has become popular primarily
as a result of NATO narratives after 2014 (Libiseller, 2023). According
to our analysis, the real shortcoming is that the literature interprets
contemporary challenges as an evolution of warfare tactics rather than
as symptoms of a deeper structural transformation affecting the nature
of the state.

Contemporary literature on hybrid warfare does not use Carl
Schmitt’s concepts as a central framework. Although Schmitt research
deals with the topics of partisans (Engelking, 2025) and technology/
cybernetics (Guilhot, 2020), it does so within its own political-
philosophical debates, without analyzing the contemporary security
policy phenomenon of hybrid warfare. These two discourses (hybrid
warfare and Schmitt’s interpretation) have so far existed side by side
without any meaningful overlap. Even the most recent research
examining state responses to hybrid threats (e.g., the concept of “total
defense”) typically works within other theoretical frameworks, such
as Foucault’s concepts of governmentality, without resorting to
Schmitts concept of the “total state” (Ljungkvist, 2024; Kaiser, 2021).
This study aims to fill this dual gap—historical-theoretical and
specifically Schmittian.

Consequently, the central research problem of this article is
defined by two interrelated questions: (1) How can the Schmittian
concept of ‘totality’ provide a more adequate explanatory framework
for the structural transformation of the contemporary security
environment than the currently dominant, phenomenon-based
concept of ‘hybridity’? (2) If the security environment is indeed
becoming ‘total, what are the systemic consequences for the state’s
defense logic, moving beyond tactical countermeasures?

In contrast, it is important to see that the novelty of hybridity is,
on the one hand, perhaps a misunderstood phenomenon (Kelemen
and Farkas, 2025), and on the other hand, can also be understood as
the continuation of a specific developmental trend. This trend is the
process of totalization that defined the 20th century, during which
society, politics, the state, and, as integral parts of these, defense and
security underwent epochal changes (Hobsbawm, 1996a, 1996b,
1996¢; Meadwell, 2001). However, a significant part of these changes
were based on the technological, economic, and social changes of the
so-called long 19th century, which, among many other areas,
significantly transformed communication, the flow of information,
and the formation of consciousness. These changes were accompanied
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by an acceleration of lifestyles due to the development of
transportation, the gradual relativization of distances, and the
increased interconnectedness of distant parts of the world, as well as
the massification of politics. This process led to an epochal change in
thinking and the exercise of power, which in turn brought about a
historical shift. Eric J. Hobsbawm illustrated this change by calling the
short 20th century, following the age of empires, the age of extremes
(Hobsbawm, 1996d).

Carl Schmitt described the same change in relation to the state
with his topos of the total state (Hjalmar, 2022; Arabaci, 2025). We
supplement this framework with another of Schmitt’s ideas, his theory
of the partisan published in 1963 (Schmitt, 2007). If we examine the
theory itself, it is clear that Schmitt described challenges and potential
threats—at that time, even more so in the future—associated with
partisans, which later became extremely relevant in international
terrorism and, today, in the hybrid threat matrix and non-state
security threats. This impact is reinforced by another thought
experiment, also from the 1960s, which deals with the issue of power
seizures and coups. Luttwak (2016) examines one of the outcomes of
this type of challenge, systematically reviewing, among other things,
the state’s defense system and its challenges in a new security and
power system.

In our view, therefore, the totalitarianism described by Schmitt,
together with his theory of partisanship, provides a framework in
which, in relation to hybrid threats, totalitarianism takes precedence
over hybridity. With this, security threats have entered areas—
traditionally non-military—that were not previously extensively and
organically part of armed conflict. If this assumption can be
substantiated, then hybrid threats are also total threats on a theoretical
level, which brings with it the question of total defense and security.
The aim of our study is to use this theoretical model as a basis for
further research that can provide a suitable framework for practice-
oriented governance, security policy, and strategic analyses.

2 Methodology and analytical
framework

This study is a conceptual-theoretical research project that aims
to develop a new interpretative framework for understanding
contemporary security challenges. To this end, it employs a qualitative
methodological approach based on three main pillars: theoretical
synthesis, historical-comparative analysis, and conceptual analysis.

The starting point for the analysis is an interdisciplinary
theoretical synthesis. The central analytical framework of the study is
Carl Schmitt’s political philosophy, in particular his topos of the total
state and his theory of partisanship. We use relevant findings from
political science, international relations, security policy, and military
science to connect these theoretical ideas and adapt them to
contemporary conditions. Our goal is to place Schmitt’s concepts in
the context shaped by the 2Ist-century information and
communication revolution, building a bridge between classical state
theory and modern security studies. In order to connect these
theoretical ideas, our study projects theories from different fields of
science onto Schmitt’s topos of totality, and we attempt to supplement
this theoretical construct with an approach based on practical, event-
based analysis and categorization, typical of military science and
security policy.
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The study uses a historical-comparative method to show that the
current “hybrid” security environment is not without precedent, but
is the result of a longer technological, social, and political
transformation rooted in the 19th and 20th centuries. We draw
parallels between earlier paradigm shifts (e.g., the emergence of total
war) and contemporary transformations. The purpose of the
comparison is to identify the logic and potential pitfalls of possible
state responses (regulatory, governance, defense) to current challenges
based on patterns that can be drawn from past experiences. This
approach helps to avoid the “present trap” (presentism) and places
contemporary phenomena in a broader evolutionary arc.

The third pillar of the research is conceptual analysis. Within this
framework, we critically examine the concept of “hybridity” and argue
that “totalitarianism” is a more accurate and explanatory analytical
category for describing the current security environment. The study
deconstructs certain elements of the concept of hybridity and
reinterprets them within the framework of totality. In the course of the
analysis, we identify the defining attributes of the 21st-century “total
security environment,” thereby offering a new conceptual apparatus
that can be used for further research.

The combined application of these three methodological elements
allows the study not only to describe contemporary security
challenges, but also to develop a new explanatory model based on
solid theoretical and historical foundations, which can serve as a basis
for further, even practice-oriented analyses.

3 Analysis: from the total state to the
total security environment

This chapter contains the central analysis of the study, which
examines the evolution of Carl Schmitt’s concept of totality and its
relevance in the 21st century. The argument proceeds in two steps. The
first subchapter (3.1) presents the historical and theoretical
foundations of totalitarianism through the concepts of the
20th-century total state and the partisan. The second subchapter (3.2)
then analyzes how the information and communication revolution has
fulfilled this logic and identifies the defining attributes of the total
security environment that characterizes our times.

3.1 The historical and theoretical
foundations of totalitarianism: the
paradigm shift of the 20th century and the
transformation of warfare

In our opinion, today’s security environment, characterized by
hybrid threats and paralleled by increasing geopolitical competition,
forces states to maintain security and assert their interests in a much
more dynamic environment that permeates all dimensions of social
existence. Due to the technical and social interactions of our age,
today’s state is much more of a total state than the state of the early
20th century, for which Carl Schmitt developed the concept of the
total state in response to the changes that were unfolding at the time.
According to Schmitt’s approach, the state and society mutually
permeate each other, and everything that has hitherto been considered
state affairs becomes social, and conversely, everything that has
hitherto been considered ‘only’ social becomes state affairs, as is
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necessarily the case in a democratically organized community
(Schmitt, 2002). It is important to emphasize that Schmitt’s concept of
the “total state” is primarily an analytical category that describes the
merging of the state and social spheres and is not necessarily identical
with a given totalitarian political system. However, it should also be
noted that the totalitarian nature of this state lies in the fact that areas
that were previously ‘neutral—religion, culture, education,
economy—cease to be ‘neutral’ in a non-state and non-political sense.
As a result, in a totalitarian state, everything is political, at least
potentially, and reference to the state is no longer capable of justifying
the special distinguishing feature of the ‘political’ (Schmitt, 2002, p.
16). From the perspective of security and its guarantee, the technical
and social changes that form the basis of the total state have thus
generated new types of security challenges and threats, or ones with a
different impact and scope. In this environment, the value of
information has also grown dynamically in terms of intelligence,
subversion, and propaganda. This in itself has significantly increased
the role of society in geopolitical competition, which has only been
further expanded by the technology of total war and the desire to
break the social support of the opposing side. However, the rapid rise
in the importance of social components in the areas of defense and
security, as well as in the confrontation with hard power tools, made
the social dimension significant in other respects as well.

However, the social dimension was not only valued as a passive
arena for confrontation between great powers. In the name of self-
defense and resistance to new models of power, non-state actors
emerged from society and played an increasingly important role,
which Carl Schmitt identified as a new phenomenon in his theory of
partisanship. But what characterized this new form of resistance/
attack? Primarily, it was lawlessness, since classical international law
did not recognize partisans as belligerents, meaning that the
institutions restricting modern warfare did not apply to them. It
follows from this, as Carl Schmitt correctly stated, that the modern
partisan expects neither law nor mercy from the enemy. He has turned
away from the conventional hostility of war, fortified by tamed defense
institutions, and has turned toward another territory, the territory of
the real enemy, which escalates with terror and counter-terror until
destruction (Schmitt, 2002, p. 16).

With regard to the phenomenon of partisanship, and in particular
its spread, two things must be noted. (1) On the one hand, total
resistance resulted from the illegality of partisanship and its real
hostility, which escalated into destruction, as Schmitt clearly
explained, in a spiral of interaction and counteraction. This type of
resistance knows no boundaries or conventions, only effectiveness and
the achievement of the desired result. Today, this is also a relevant
criterion in relation to terrorism, armed radicalism, and
unconventional threats. It also determines the defensive responses of
states to new challenges and threats. (2) On the other hand, it should
also be noted that in previous historical examples, states were unable
to take effective action against guerrilla fighters, particularly due to
their social embeddedness. There is no general recipe for this, as the
solutions and the tools themselves must be adapted to the specific
situation and social milieu.

Attack and defense thus deviated from traditional military
confrontation patterns in several respects due to the phenomenon of
the total state, then total war, and finally guerrilla warfare, thereby
increasing the role of non-military factors in an unprecedented
manner, building on the effects of technological revolutions. From

frontiersin.org


https://doi.org/10.3389/fpos.2025.1749077
https://www.frontiersin.org/journals/Political-science
https://www.frontiersin.org

Farkas and Vikman

today’s perspective, we can say that when we look at the social
implications of total war and the theory of guerrilla warfare together,
we are faced with a hybrid scenario (Wissmann et al., 2021), but one
that predates the widespread analysis of hybrid threats by many years.
Thus, the totality of security was transformed in the same way as the
state in Schmitt’s theory at the beginning of the 20th century: many
circumstances that were previously politically irrelevant became
political, and almost all circumstances and areas of life that were
previously irrelevant gradually became relevant in the confrontation
between powers in the 20th century. According to Schmitt, in 1914 the
peoples and governments of Europe rushed into World War I without
a real enemy. The real hostility arose only from the war, which began
as a traditional war between states under European international law
and turned into a global civil war of revolutionary class antagonisms.
The key question he then asks is: who will prevent the unexpected
emergence of similar but infinitely more intense new types of enemies,
whose appearance will lead to the formation of unexpected new
partisan movements? While Schmitt originally envisioned a clear
distinction between the partisan and the regular army, contemporary
scholarship suggests that this ‘new type of enemy’ has evolved into a
more diffuse and networked entity. In the context of hybridity, we
rarely encounter a singular ‘total enemy’ in the traditional sense.
However, recent analyses (Kiparenko, 2024; Bachmann et al., 2023)
argue that the ‘totality’ of the enemy today lies not in its monolithic
nature, but in its capacity to wage ‘cognitive warfare’ and create
‘information disorder’ that targets the legitimacy of the political order
itself. Steingartner and Galinec (2021) and Ljungkvist (2024) further
demonstrate that cyber and hybrid threats blur the lines between state
and non-state actors to such an extent that the ‘enemy’ becomes a
systemic condition rather than a discrete actor. Thus, the 21st-century
‘total enemy’ is defined by its omnipresence and its ability to
operationalize ambiguity, posing an existential threat to the state’s
normative foundations without necessarily declaring open war. This
characterization of guerrillas links them to terrorists, “little green
men,” and various radical armed groups, beyond their obvious
similarities, and this is what makes it truly alarming for 21st-century
policymakers (Schmitt, 2002, p. 162). This threat, which is largely
independent of the state, highly effective, and directly embedded in
social reality, has at its disposal a set of tools never before seen in the
technological environment of the 21st century. The same is true,
however, of the state’s response and certain phenomena threatening
the state from within, such as the coup threat examined by Edward
N. Luttwak. While Luttwak assigns a key role to the armed factor, he
essentially bases his theory on the expansion, professionalization, and
“mechanization” of the total state outlined by Schmitt. According to
Luttwak (2016), the prerequisite for a coup is a developed modern
state apparatus and its self-motivation and effectiveness in the social
sphere and its influence. Looking at the changes in attack and defense
together, with the security implications of state and non-state factors
and, in particular, the increased importance of the social field, we
could say that totalitarianism “only” unfolded in the 20th century, but
it is reaching its heyday in the information technology environment
and hybrid threats of the 21st century, which raises a number of
questions for us.

This 20th-century logic of totalitarianism was completed by the
information and communication revolution, creating what we call a
total security environment. If we approach totalitarianism from the
perspective of the state as a complex entity surrounded and forced to
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operate by numerous environmental factors—such as the society that
constitutes the state, national and international politics, natural
influences, technological developments, the economy, various
non-state actors, etc.—then we approach it from the perspective of the
state’s effectiveness on the one hand and the influences affecting the
state on the other. Then we can approach it from the perspective of the
comprehensiveness of the state’s effectiveness on the one hand and the
effects on the state in terms of space and time on the other. However,
these approaches necessarily merge if we examine the relationship
between the state and totality at a general level, abstracted from a
given state, since all other states are thus classified as
environmental influences.

The impact generated by other states is therefore one component
of the extremely complex, multifaceted, and dynamic set of influences
that make up the state’s environment, in relation to which greater
emphasis must also be placed on non-state actors. Carl Schmitt
already drew attention to this in the context of defense and security
with his famous question about guerrilla warfare, which has since
become a self-fulfilling prophecy and a factor that significantly
determines our security. However, it is also important to pay sufficient
attention to the fact that, in terms of state security, in addition to gray
zone operations (Dobias and Christensen, 2022; Mazarr, 2015),
non-armed, non-violent influences are becoming increasingly
important, meaning that we must imagine a more differentiated
picture alongside or above guerrilla warfare. In this context, economic
factors (Chen and Evers, 2023; Cha, 2023; Mohamed and Osman,
2022), the information environment (Wither, 2023; Briggs et al., 2021;
Zhen et al., 2023) and the combination of all these factors are of
paramount importance. However, in order to be able to interpret these
factors properly in a comprehensive theoretical framework, whether
in terms of hybrid threats or cyber threats, it is necessary to abstract
the findings that have already been formulated in professional and
scientific analyses in the security and military spheres, and which have
appeared in various relevant strategies and, among others, in NATO
decisions (Arkan, 2025; Janic¢atova and Mlejnkovd, 2021; Calmels,
2020; Csernatoni and Martins, 2023).

This complex security environment and matrix in itself influences
the interpretation of totalitarianism in terms of security. Synthesized
with the military-dominated conception of security that prevailed
until the first half of the 20th century, this points to the fact that
although the totality of war and the significant role played by partisans,
guerrillas, and revolutionaries alongside state opposition were indeed
novel in the previous century, it must also be recognized that at that
time, the decisive arena for the systematic, malicious destabilization
of states was still the state system. Guerrillas, and revolutionaries
gained a significant role alongside state opposition, it must also be
noted that at that time, violent, armed behavior was still the decisive
factor in the systematic destabilization of states based on malicious
intent, and that the increase in the role of non-military factors was a
novelty in the second half of the 20th century. When the United States
passed the National Security Act in 1947, Samuel P. Huntington,
among others, identified military policy, which had previously been
of a decisive nature, as an area of national security policy P. Huntington
identified military policy, which had previously been of a decisive
nature, as an area of national security policy (Huntington, 1957), they
were responding not only to the changes of the Cold War, but also to
the social and technological changes that were beginning to raise the
totality of the state and war to a new level. However, the unfolding of
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this change spilled over into the early 21st century. The main reason
for this was that, despite the explosive development of technology in
the first half of the 20th century, it had not yet reached the level where
globalization could be interpreted as a matrix of real-time interactions
covering the entire globe in both a physical and temporal sense, i.e.,
totalized. Thus, environmental impacts could not yet become total for
the state, i.e., unlimited in space and time and immediately effective.
Economic pressure, influencing societies through communication, or
any other unconventional influence on the functioning of a state
therefore presupposed some kind of direct physical presence or
connection. Of course, the technological revolutions achieved up to
that point gradually extended the state’s influence and, ultimately, its
offensive capabilities to new areas with an ever-increasing radius of
action. With the development of transportation, economic capacity
also grew stronger, while the development of air transportation
brought about aerial warfare and, through observation and
propaganda from aircraft, a new era of psychological and information
warfare. Advances in chemistry and industry, as well as increased
mechanization, increased the range of land warfare in terms of both
artillery and mobility. These developments revolutionized the
framework of confrontation and gave rise to the idea of total war
(Ludendorff, 1940; Ludendorff, 1935), which (1) takes place
simultaneously on land, sea, and air (more precisely, in all spaces
accessible to technological advancement), (2) mobilizes and utilizes
all living and non-living resources to completely defeat the enemy, (3)
operates on the principle of a zero-sum game,' (4) blurs the lines
between the home front and the front lines, between civilian and
military, and between strategic and political-conspiratorial, and (5)
can be described as having extraordinary escalation potential, coupled
with the importance of propaganda or, in some cases, radio electronics
for warfare and intelligence, thanks to technological advances. In
terms of security as a whole, war became total in the first half of the
last century, similar to the state, and then in the second half, with the
increasing development of information technology and the slow
erosion of the significance of physical barriers, intelligence warfare or
information competition intensified. Thus, the next stage in the
development of totalitarianism was the Cold War, which essentially
constituted a transitional period between total war and a total security
environment. Although the logic of military competition was decisive,
the involvement of the social field and the information environment
in the confrontation became increasingly important, in line with the
broader grand strategy, or, if you will, national security policy.

By the 21st century, however, both technological developments
and the trends on which Schmitt based his concept of the total state—
the actual massification of politics and the associated broadening of
the dissemination of related content—have undergone another
explosive change, primarily due to the explosion of information and
communication technology and the significance of cyberspace
(Kostyuk and Gartzke, 2023; Baliga et al., 2020; Groenendaal and
Helsloot, 2021; Puyvelde and Brantly, 2019; Kelemen and Farkas,
2020). Totalitarianism has thus taken on a new meaning in the

1 In other words, one of the opposing parties can only gain an advantage
during the war if the opposing party suffers a corresponding disadvantage. It
is therefore not possible to gain profit or improve one’s position without

compromising one's interests.
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security environment of the 21st century. The cornerstones of this are
as follows:

o Through the development of information technologies,
globalization has created real-time, essentially distance-
independent opportunities for connection and influence across
the entire globe, with cyberspace providing a significant
dimension to this.

o The information revolution permeates the economic, industrial,
political, non-political worldview, social functioning, state
functioning, and thus essentially the entire security sphere. This
means not only dynamism, increased efficiency, and rapid
responsiveness, but also increased vulnerability of these systems
and the creation of new opportunities for attack, intervention,
and influence.

By shifting the economy into the information and communication
space, financial transactions can be initiated in real time from
one point in the world to another, which also creates
opportunities for abuse, both in terms of external financing of
non-state actors (partisans) and crime.

« The increasing digitization of state operations and individuals’
daily lives, as well as the so-called social networks formed in the
information space, have increased the danger and effectiveness
of influencing people with false or distorted news, as well as the
vulnerability of the state to attacks from the information space.

With further advances in technology, it can be achieved with live
force from one side of the world to the other in a matter of hours,
or even minutes with intercontinental missile systems and
satellite technology.

Taking all this into account, we can see that totalitarianism has
reached its full potential in the 21st century in terms of the state’s
environment, if we interpret it as the real-time and low-restriction
possibility of the environment’s effects in space and time.
Environmental changes have thus made the state, and after the war,
the security environment, total. Schmitt’s topos of totality is therefore
a reality that we live with in the field of security, which requires further
interpretation. This change naturally poses new challenges for the
state, especially its defense and security functions, as it must respond
effectively to all of this without falling into the historical trap of
excessive power and abuse.

To address the theoretical relationship between hybridity and
totality, it is essential to distinguish between the modus operandi of
the actor and the structural condition of the security environment.
Drawing on recent scholarship, we argue that hybridity functions as a
strategy, whereas totality defines the environment. Mumford and
Carlucci (2023) posit that the essence of hybrid warfare lies in
‘ambiguity’ They define it as a calculated ‘operational design’ used by
great powers to generate a ‘cognitive impasse; allowing them to
achieve political objectives below the threshold of conventional
retaliation. In this framework, hybridity is a specific strategic
choice—a tool of statecraft—rather than a description of the global
order itself. In contrast, the concept of totality captures the broader
structural context in which these strategies unfold. Ljungkvist (2024),
analyzing the resurgence of “Total Defence’ in Sweden, describes this
environment as a state of ‘strategic non-peace. In this condition, the
distinction between peace and war is permanently blurred,
necessitating an ‘everyday total defence’ where the civilian sphere is
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increasingly ‘martialised’ to withstand constant, ambiguous pressure.
Furthermore, Davies (2024) illustrates through the Russo-Ukrainian
conflict that hybrid operations—driven by intelligence services and
proxies—are not alternatives to, but often integral precursors of total
war. As Davies notes, the escalation from hybrid subversion to high-
intensity conflict demonstrates that hybridity is the tactical
manifestation of a security environment that has become total in its
scope and stakes. Therefore, in our model, the ‘“Total Security
Environment is the arena of ‘strategic non-peace, while hybrid
warfare is the prevailing strategy used to navigate and exploit this
totalized condition.

3.2 Totalitarianism in the 21st century:
attributes of a total security environment

Based on our analysis, the contemporary essence of totalitarianism
can be captured in three closely related attributes. On the one hand,
because even in a technically and socially changing environment,
today’s state is still a totalitarian state, which exerts significant
influence over many areas that at first glance appear to be independent
of the state (economic activity, research and development, freedom of
expression and religious practice, etc.). This trend will be further
reinforced by armament and military developments due to the
Russian-Ukrainian war, as well as other security measures. On the
other hand, because in this 21st-century totalitarian state, many issues
that at first glance do not fit into classical political thinking can
become key political topics. Examples of this range from sexuality to
the state of the ecosystem, from scientific progress to which technology
companies’ products can be considered safe or dangerous and
according to what criteria, and what influence social media and other
information service providers can exert on economic and social
functioning. All these factors, intertwined with the politicizing nature
of the total state, generate significant organizational and social
psychological effects through the political determination of security,
its connection to a friend-enemy binary code, and its combination
with fear (Fluri et al., 2022; Gentry, 2017; Boucher and Gagnon, 2024).
These, in turn, feed back into the guarantee and system of security
through political processes. Thus, the total security environment,
through the logic of the total state, mixes with political peculiarities
and creates a new kind of spiral.

Within this spiral, it is crucial to define the ‘total security
environment’ with precision, particularly regarding the digital
domain. In the context of cyber-physical systems (CPS), ‘total
security’ —understood as the complete elimination of risk—is an
unattainable ideal. As Kure et al. (2022) emphasize regarding critical
infrastructures, organizations cannot wholly avoid risk; rather, the
objective is to keep risks to a minimum level while maintaining service
delivery. Therefore, in our framework, ‘total security’ refers not to an
achievable state of absolute invulnerability, but to the comprehensive
scope of exposure. This exposure is amplified because traditional
distinctions between risk types have collapsed. Michalec et al. (2022)
argue that in modern operational technologies, the requirement for
cyber security cannot be divorced from safety, as digital attacks now
have direct consequences in the material realm. Expanding on this, Ji
etal. (2021) provide empirical evidence that traditional independent
risk analyses fail in this environment. They demonstrate that security
threats and safety hazards often have an antagonistic relationship,
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where a cyber-threat explicitly evolves into a physical safety incident
(e.g., via manipulated sensor data). Thus, the environment is ‘total’
because threats permeate the physical, digital, and cognitive domains
simultaneously, necessitating a ‘harmonized’ rather than a siloed
defense approach.

If this totalitarian state wishes to remain in power and establish the
conditions for development and growth in its society, it is forced to
operate in a complex security environment that can be described as
truly global. As the sectoral theory of security has pointed out, this has
many segments and dimensions in which non-military spheres are
increasingly predominating. This does not mean, of course, that the
importance of state agencies, which can be described as armed by
nature, has diminished, firstly because their armed nature, which gives
them their specific difference, is not their only characteristic, and on the
other hand, because from international terrorism to organized crime
to operations carried out in the information space, but if you like, from
Syria through Ukraine to North Korea, it is clear that non-military
spheres can be closely linked to violent and even armed events. This
essentially captures one of the key aspects of hybrid threats. These must
be countered in a coordinated manner, based on a specific defense and
security logic. Returning to the environment in which the totalitarian
state operates, we must recognize that it is a force field located at the
intersection of extremely complex, multifaceted dimensions that
operate according to their own specific laws in many respects. The first
attribute of the essence of totality is therefore that it can be described as
a force field at the intersection of numerous dimensions and a specific
system of operational relationships, in which the weight of the individual
sub-force fields fluctuates dynamically, with great amplitude and
unpredictably. If you like, there is no sure formula for this, but while at
the beginning of the 21st century economic impacts were the most
important factors triggering state responses, in a short time they have
become consequences or rather tools of security or health events, or
even natural events. This has been confirmed by the COVID-19
pandemic, as well as by the effects of the Russian-Ukrainian war and
the estimated costs of future reconstruction, and the global effects of
geopolitical confrontation. It is important to note here that the use of
hybrid tools accompanied each of these phenomena, with the aim of
exerting geopolitical influence behind the scenes of the main
challenges. This was accompanied by various information operations,
economic warfare, and even changes in the balance of power in certain
regions, such as Africa. However, with regard to the shift in focus
between governance and crisis management, it should be noted that
the neglect of defense and security capabilities, for example, cannot be
corrected overnight in terms of technical conditions, personnel
preparedness, or organization and regulation, meaning that their
dismantling can lead to drastic losses in the event of a sudden change
in the environment. It is almost certain that this kind of neglect causes
serious cognitive disadvantages in times of dynamic change, even if the
political will and unity to catch up are there. The right mindset and
expertise can only develop and function properly over a long period of
time and with continuous improvement. In other words, in addition to
political will and economic resources, a well-functioning national
security state or government is necessary—but without the right
proportions and operating mechanisms, it is not necessarily sufficient—
as is professional expertise ranging from the operational level to the
strategic and policy levels. The timely recognition of the development
toward a total security environment after total war cannot be said to
have taken place in a timely manner, which is why we are only now
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recognizing the consequences of the marginalization of defense and
security developments in the course of the geopolitical transformation
that is currently unfolding. Efforts to counteract this phenomenon are
reflected in national military force development, military industrial
development, broader national security capability and institutional
development, NATO’s steps to increase resilience and deterrence, but
also initiatives aimed at creating an EU military force and establishing
a unified EU-wide military industrial environment, and, in some
respects, efforts to regulate information and communications and
develop cybersecurity (Hulko et al., 2025; Kour et al., 2024; Kello, 2013).

However, this force field, formed by the intersection of many sets,
has an additional attribute associated with totalitarianism, which is
based primarily on technological development, and within that,
largely—but not exclusively—on the development of information
technology and cyberspace. This is nothing less than the extremely
intense relativization of space and time in relation to Earth. Due to the
development of information technologies, it is now possible to exert
economic, social, and political influence in real time from one point
on Earth to another on the opposite side of the planet, and to a
significant extent. On the one hand, this places established security
concepts such as deterrence and restraint in a new perspective (Nye,
2017). On the other hand, due to the digitization of state organizations
and the manufacturing and service sectors, operational disruptions
equivalent to attacks can be caused from this distance, which was
previously only possible through physical connection and with relative
predictability. The second attribute of totality is therefore that the
constraints of space and time have lost their former limiting significance
in terms of their impact on states, societies, and individuals. From a
security perspective, this means that threats crossing state borders will
become increasingly common and the possibilities for prediction will
be limited, while the initial cost of information-based operational
capabilities is high, their maintenance and operating costs—and
especially their loss value—will be much lower than those of
traditional armed combat. This further reinforces the trend that the
goal in confrontation is to prolong the period of sub-threshold conflict
and to increase the exploitation of economic, social, and state
operational vulnerabilities.

In addition to all this, it is important to consider the relationship
between totalitarianism and the state in at least one respect. This is the
relationship between effective, or if you like, good state functioning
and totalitarianism. Today, when Western-style regulated statehood is
spreading globally—although in many places this is only enforced as
a formal requirement due to economic relations—the state’s
capabilities are important, but so is the appropriate regulation and
regular functioning of those capabilities. The framework for this is
open regulation based on legal certainty and global awareness through
the information space. In a conflict situation, however, neglecting or
failing to update this regulation and operation can be a vulnerability.
Through accessibility, the opposing party can magnify the severity of
any operational errors in the information space and turn them into a
tool for political and social destabilization. This phenomenon is
referred to in the literature as lawfare (Sari, 2020; Dunlap, 2001;
Kittrie, 2016; Bachmann and Mosquera, 2015). Examples of this
include the propagation on the World Wide Web of differing
interpretations of international law in certain Far Eastern territorial
disputes, the international legal interpretations of the Ukrainian crisis
and, in particular, the annexation of the Crimean Peninsula, or even
the analysis of the powers of law enforcement and military forces in
the global press in the context of various crises. The updating of

Frontiers in Political Science

10.3389/fpos.2025.1749077

regulations designed to restrict the state and developed by the state
has thus entered the realm of interpretation of the total security
environment, alongside actual defense and security capabilities and
non-military factors. The third attribute of the essence of totality is
therefore that the state’s capacity to act and its stability are determined
not only by its capabilities for action, but also by its regulatory and
operational systems, i.e., the modernity of the state at the systemic level,
since its lack of modernity means vulnerability and exposure to attack
both in terms of inter-state conflicts and non-state actors. In addition
to the above examples, the need for dynamic development of
counterterrorism regulations was also highlighted by after both 9/11
and the wave of terrorism in 2015-2016, as the attacks drew attention
to the need for different, novel tools and procedures to maintain
security (Jahankhani et al., 2020; Buchanan, 2020; Hamilton, 2016;
Vanaga and Rostokos, 2019; Farkas, 2023). However, the corrections
made after the attacks were typically radical responses, as the above
examples also show.

Taking all this into account, it is clear that the concept of totality
has expanded and deepened to an extraordinary degree in relation to
the state environment: the totality of the security environment has
encompassed areas and phenomena that were not previously considered
significant security threats or challenges. The state and the law do not
exist for their own sake, but are intended to guarantee the security,
orderly functioning, and development of the nation and society that
constitute the state. As Schmitt wrote: .. the performance of a normal
state consists above all in creating complete satisfaction within the
state and its territory, maintaining ‘peace, security, and order; and thus
creating a normal situation..” (Schmitt, 2002; p. 31). Changes in the
environment have therefore forced the state to respond to these
changes in its own systems and to adapt to the environment in order
to ensure its effective and efficient survival and to guarantee order,
security, and peace. This is a law of the historical evolution of the state.

However, the state’s capacity to guarantee this order is currently
challenged by a critical limitation of the traditional Schmittian model.
While the classic conception of totality focuses on the State and society,
the infrastructure of the contemporary total security environment is
largely owned by private technology giants. As Gu (2023) argues, these
corporations have evolved into ‘new data sovereigns’ that form a ‘digital
empire relatively independent of political authority. Kelton et al. (2022)
define this challenge as ‘virtual sovereignty, where private control over
the ‘digital stack’ allows corporations to exercise infrastructural power
traditionally reserved for the state. Furthermore, Broeders et al. (2025)
identify this ‘digital
demonstrating that these entities act as independent geopolitical agents

phenomenon as corporate autonomy,
capable of navigating conflict on their own terms. Abels (2024)
substantiates this with the case of Starlink in Ukraine, showing how
private infrastructure owners can enable or restrict military operations
based on a mix of profit-seeking and independent strategic preferences,
rather than purely state directives. Consequently, the total state is no
longer the sole master of the security domain but must negotiate its
sovereignty within a symbiotic yet competitive relationship with these
non-state leviathans.

Therefore, if Schmitt’s assumption based on the topos of the total
state is correct, that the complex developments of the past century have
led from the total state through total war to total security challenges,
then the total states of the present age must prepare themselves for the
implementation of total defense and security within a similar
interpretative framework, while at the same time ensuring that Western
values of the rule of law are applied in a thoughtful and appropriate
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manner. This suggestion is supported by the total defense concept of
the Scandinavian and Baltic states, as well as by the further development
of the American concept of the national security state (see Table 1).

4 Discussion: the consequences of a
total security environment resource
identification initiative

Considering the main features of totalitarianism identified above,
Carl Schmitt’s reinterpretation and further elaboration of the topos of
totalitarianism in the 21st century seems reasonable. The theoretical
model presented in the previous chapter not only serves to describe
the contemporary security environment, but also highlights the key
consequences that the modern state must face. In the following, we
will explain these consequences, i.e., the practical and conceptual
challenges arising from the total security environment, in more detail,
along three main lines.

4.1 New challenges to state capacity:
conclusions from the model

(1) In order to ensure its survival, social order, stability and
development, as well as the enforcement of individual rights (in
short, security), the state must prepare itself in a complex manner
for the influences coming from its environment, just as the security
environment itself, which can be described as totalitarian, is

TABLE 1 Paradigm shift toward totality in the field of security.

Dimension

Defining technology

20th-century
totalitarianism

(age of total war)

Industrial production,
mechanization (railways,

aircraft, tanks)

21st-century
totalitarianism
(age of total
security)
Information and
communication
technologies, cyberspace,

global networks

The arena of conflict

Geographically defined
fronts and rear areas
(although borders are

becoming blurred)

Global, borderless, taking
place in both physical and

virtual space

The nature of the Open, interstate armed Continuous, below-the-

conflict conflict (total war) threshold, “gray zone”
competition (hybrid
warfare)

Key player (irregular) | Partisans tied to their Network-based “motorized

territory (telluric)

guerrilla” (cyberterrorist,

troll, etc.)

Main vulnerability

Industrial-military
capacity, morale of the

population

Critical infrastructure,
information systems,
social cohesion, normative

order

The state’s response

Total mobilization
(military industry,

conscription)

Total defense, social

resilience, involvement of

the civilian sphere
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complex, multifaceted and subject to changing dynamics. On the
one hand, this means that in the classic defense and security
segments, increasing attention must be paid to non-military and
non-violent factors and spheres, as well as cognitive
characteristics. On the other hand, however, it is also necessary
for non-military security sectors to show openness to increasing
their security and defense awareness and to introducing and
practicing the necessary protocols. Without this, true resilience is
unimaginable. The synthesis of these two aspects can be achieved
if, in addition to modernizing and developing its capabilities, the
state also pays attention to the systematic renewal of its regulations
and the coordinated management of the application of its
capabilities, but in cooperation with civil actors.

(2) Given that totalitarianism has eliminated the classic limitations
of space and time, primarily due to the widespread use and
further spread of information technologies, the state must
exploit the advantages of digitalization and regulate private
digitalization activities within its territory, so that, on the one
hand, security is guaranteed in a meaningful way and, on the
other hand, the most important—so-called vital—systems and
services are ensured to function at the most necessary level even
in the event of attacks from the information space or malfunctions
occurring there. Using an evolutionary example, even with all
the advantages of civilization, the state must maintain the most
basic instincts and routines of self-defense that have existed
since the dawn of development: fight or flight. This necessarily
implies that the state and the institutions and professionals
responsible for its protection and security must be able to
operate and think with a complexity and speed that breaks
down the barriers of space and time, but also be equipped with
a vision that becomes necessary when the information space
becomes destabilized and the limitations of space and time are
reinforced. This is because, given the changes in lifestyle
brought about by digitalization, it can be predicted that this will
have extraordinary social impacts, in addition to the possibility
of other crises, threats, and attacks.

(3) In a total security environment, in addition to the capabilities
of the state, its entire system, regulation, and fulfillment of its
obligations also appear as factors that can be monitored,
criticized, and attacked from anywhere in the world with
attempts to influence the state-forming society. For this reason,
it is crucial that the development and modernization of the
state focus not only on capabilities, but also on modern
regulatory and operational solutions and the reinforcement of
commitments, as well as on the appropriate communication
and awareness-raising of these within society. The development
of the state must therefore be approached systematically, because
development interventions that focus on a single area or respond
ad hoc to a single event are certain to lead to systemic
inconsistencies and, from a security perspective, to vulnerability
and the emergence of new attack surfaces.

4.2 The imperative to respond:
reinterpreting total defense

The present attempt to reinterpret totality and adapt it to
21st-century security, in my opinion, points to the fact that the
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totalitarian state of the present age, with its broad political horizon,
operates in the information age in a total security environment that
requires a significantly different approach than in the past. Hybrid
threats and warfare, illegitimate acts in the information space,
intensifying geopolitical tensions, and their economic and social
impacts thus place the state’s defense and security system in a new
perspective. If my assumption about the total security
environment—a characteristic feature of which is hybridity—is
correct, then the issue of total defense will also have to be
reconsidered in the future.

This is now a recognized fact among NATO member states, but
the concept is still often approached as a peculiar renaissance of the
20th-century military security concept rather than as a new phase
of development. In contrast, our model highlights that total defense
in the 21st century must mean something radically different. The
debate today revolves around two main models: the American-style
national security state based on institutional coordination, and the
Scandinavian-Baltic total defense concepts that emphasize social
resilience. Our framework allows for criticism and further reflection
on both models.

Consequently, a modern interpretation of ‘total defense’ must
transcend state-centric militarization and embrace a comprehensive
approach rooted in societal resilience. Recent scholarship (Wither,
2020; Larsson, 2021) confirms that the Nordic model of total defense
has evolved into a ‘whole-of-society’ strategy where civil preparedness
is as critical as military readiness. This shift requires moving beyond
top-down control to fostering a participatory security culture. As
Kelemen et al. (2025) argue, resilience in the digital age is contingent
upon public trust in institutions and the robustness of software
supply chains, suggesting that technical and social resilience are
mutually reinforcing. Furthermore, Kovacs-Szépvolgyi et al. (2025)
highlight that genuine societal resilience relies on the active
participation and legal consciousness of citizens—including
vulnerable groups like children—rather than their passive protection.
Therefore, the 21st-century ‘total defense’ is not a return to the
garrison state, but a model of ‘comprehensive resilience’ where the
state facilitates, rather than dictates, the adaptive capacity of
civil society.

The concept of the national security state also points in this
direction, but instead of an integrative-coordinative approach, it may
be advisable to develop a new approach, based in Hungary on the
approach of Act XCIII of 2021 on the coordination of defense and
security activities and the establishment of the new position of Chief
National Security Advisor in March 2024. The question, however, is
whether this development will go beyond the administrative approach
and political control by senior leaders toward a material and
institutional renewal in the field of defense and security.

In addition to multidisciplinarity, this may also require a
rethinking of specific theoretical schemas, such as Carl Schmitt’s topos
of totality in politics, which goes far beyond the familiar friend-enemy
dichotomy. The totalitarianism of our age, which is less limited in
space and time and has an unprecedented scope and impact, and the
primarily technological and secondarily economic, social, ecological,
and psychological processes that fuel it, all make it necessary to think
about the state and its development in a complex way, in line with
changes in the external environment. This, in turn, may shift the focus
in the future to the issue of national security governance and the
transcendence of 20th-century institutional, conceptual, and
methodological frameworks.
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4.3 Theoretical contribution and future
directions of research

The outline of the total security environment model goes beyond
mere conceptual play; it creates an opportunity to place thinking
about security on a deeper, theoretical foundation. The main
theoretical contribution of our study is that it has built a bridge
between classical 20th-century state theory and contemporary
security studies. By focusing on the structural logic of “totalitarianism”
rather than a phenomenon-centered description of “hybridity;” we
have shifted the debate from the tactical and technological surface to
the deeper foundations of state and social theory. We have shown that,
in addition to multidisciplinarity, there is a need to rethink specific
theoretical schemas, such as Carl Schmitt’s topos of totality—beyond
the friend-enemy dichotomy that is far from unknown in politics.

The totalitarianism of our age, which is less limited in space and
time and has an unprecedented scope and impact, and the primarily
technological and secondarily economic, social, ecological, and
psychological processes that fuel it, all make it necessary to think
about the state and its development in a complex way, in harmony
with changes in the external environment. This change in perspective
will focus attention in the future on the issue of national security
governance and the transcendence of 20th-century institutional,
conceptual, and methodological frameworks.

This study has outlined a theoretical framework, which, of course,
has its limitations. Since the focus was on conceptual model building,
the research did not attempt to test the model in detail empirically.
Future research could apply this framework to specific case studies,
examining, for example, how the attributes of a total security
environment manifest themselves in the specific defense strategies or
legislative processes of individual states. Furthermore, the analysis was
primarily based on the logic of Western-type states; further
investigation is needed to determine how this new form of
totalitarianism applies to non-Western state models.

5 Conclusion

This study has argued that contemporary security challenges,
described in the literature as “hybridity;” are the latest manifestations
of a deeper and longer historical process of totalization. By
reinterpreting Carl Schmitt’s concept of totalitarianism, we have
shown that the 2lst-century information and communication
revolution has created a total security environment in which the key
concept is not tactical hybridity, but structural totalitarianism
permeating all spheres of the state and society.

Consequently, our main conclusion is that an effective response
to hybrid threats cannot be limited to the technical development of
defense capabilities. A total security environment requires a total
response from the total state, which necessitates a rethinking of the
concept of total defense—a model that goes beyond 20th-century
military logic and integrates social resilience, the protection of the
normative order, and complex governance.

Based on all this, the big question for the future is not how states
will combat individual hybrid threats, but whether they will be able to
develop a new form of national security governance in an era of total
security challenges that is both effective and preserves the rule of law.
Moving beyond the institutional and conceptual solutions of the 20th
century is no longer an option, but a necessity for survival.
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