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Unmanned Aerial Vehicle (UAV) group communication plays a crucial role in collaborative UAV operations, yet its security faces numerous challenges. Authentication and key agreement protocols, as core technologies for securing UAV communications, have significant research value. In the context of UAV group communication, this paper introduces a dynamic authentication and group key negotiation protocol leveraging elliptic curve signature techniques. By incorporating group key agreement techniques, the proposed protocol offloads complex key computation tasks to the cluster controller, thereby effectively alleviating the problem of limited UAV computational resources and significantly improving overall system efficiency. The proposed protocol supports dynamic joining and leaving of UAV groups, ensuring essential security properties such as backward secrecy and forward secrecy, thus guaranteeing the security and adaptability of group communication. Based on the random oracle model, this paper employs formal security proofs to verify the protocol’s security and further demonstrates through informal security analysis that it can effectively resist both active and passive attacks. Performance evaluation results show that the proposed protocol outperforms existing schemes in terms of computational and communication overhead, achieving both efficiency and security, making it suitable for resource-constrained UAV group communication environments with broad application prospects.
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HIGHLIGHTS
	An efficient dynamic group key negotiation protocol is developed to support secure authentication and key updates for UAV group communications.
	Under the random oracle model, the security of the protocol is validated through formal proofs, while informal analysis further confirms its ability to resist both active and passive attacks.
	Performance evaluation results indicate that the proposed protocol achieves reduced computational and communication overhead.

1 INTRODUCTION
In recent years, the rapid advancement of Unmanned Aerial Vehicle (UAV) technology has positioned UAV swarms not merely as efficient machines, but as critical components of Cyber-Physical Social Systems (CPSS). By enabling multiple autonomous agents to engage in collective action and distributed decision-making (e.g., coordinated data collection), UAV swarms offer superior efficiency and robustness. This dynamic, interacting collective forms an essential, autonomous layer for applications central to Sociophysics and network science, such as Smart City infrastructure monitoring, large-scale crowd behavior analysis, and rapid disaster response—all of which rely heavily on secure, timely data. Nevertheless, in real-world deployments, UAV swarms unavoidably encounter significant challenges regarding secure communications, especially concerning the security of group communications [1]. Given the highly dynamic nature of UAV swarm communication, the large-scale number of nodes, and the frequent changes in communication links, conventional group key agreement schemes are often unsuitable for such complex environments. Consequently, the design of efficient, secure, and dependable group key agreement protocols tailored for UAV swarm communications has emerged as a pressing research challenge that must be addressed [2].
In UAV swarm communications, current group authentication and key agreement protocols remain subject to notable shortcomings and constraints. For instance, certificate-based public key authentication entails frequent certificate updates and revocations, incurring significant communication and storage costs, and is thus poorly suited to UAV swarm networks with resource constraints and highly dynamic topologies. Identity-based public key authentication schemes, while avoiding certificates and streamlining both authentication and key management, require frequent bilinear pairing operations that impose a considerable computational load on UAV nodes, necessitating efforts to minimize their use in real deployments. Conversely, relative to conventional pairwise keys, the application of group keys markedly decreases the frequency of encryption and decryption in communication, thereby enhancing the efficiency of information transmission within UAV swarms. Nonetheless, group key negotiation protocols without identity authentication present grave security vulnerabilities: attackers may acquire group keys via forgery, replay, and similar attacks, while malicious insiders within the swarm may interfere with the negotiation process. Therefore, to secure UAV swarm communications, it is imperative to design a group key agreement protocol that incorporates efficient identity authentication mechanisms, thereby effectively countering diverse potential attack vectors [3–5].
At present, studies on group key agreement in UAV swarm environments primarily emphasize achieving a balance among security, communication overhead, and computational burden. On the one hand, UAV nodes usually rely on lightweight embedded systems with constrained computing and storage resources, rendering them unable to support intensive cryptographic computations. On the other hand, UAV swarm communication links change rapidly, and node topologies frequently fluctuate, necessitating frequent group key updates to prevent data leakage or the spread of compromised keys when nodes are infiltrated. Thus, an efficient group key negotiation protocol should maintain security while reducing computational complexity and communication overhead to suit the resource-constrained UAV nodes and the highly dynamic nature of swarm network topologies. In response to these challenges, this paper introduces an efficient group key negotiation protocol for UAV swarms, designed to reconcile the trade-offs between communication overhead, computational complexity, and security robustness. The proposed scheme accounts for both the dynamic nature and the resource limitations of UAV swarm communications, optimizing existing key negotiation protocols to reduce inter-node message exchanges and computational costs, thereby simplifying the key agreement process. The primary contributions of this work can be summarized as follows:
	For UAV group communications, this paper employs an elliptic curve signature mechanism to achieve device authentication and message verification. To mitigate the resource limitations of UAVs, the protocol utilizes group key agreement technology to offload complex key negotiation computations to the group controller, thereby reducing the computational burden on UAVs and improving overall operational efficiency.
	An efficient dynamic group key agreement protocol is designed to support secure authentication and key updates for UAV groups during dynamic joining and leaving processes. By leveraging fast scalar multiplication, the protocol achieves low-latency key updates while ensuring essential properties such as forward and backward secrecy, thereby maintaining the security and adaptability of group communications.
	Under the Random Oracle Model, the security of the proposed protocol is formally proven, and informal analysis further confirms its ability to resist both active and passive attacks. Performance evaluation results demonstrate that the proposed protocol significantly reduces both computational and communication costs, exhibiting outstanding performance advantages.

1.1 Related works
Given the limited operational range of an individual UAV, real-world applications typically necessitate the concurrent deployment of multiple UAV to enable cooperation. Under these circumstances, group communication among UAV proves to be of vital importance. In light of the significant risk of information leakage when data is transmitted to recipients in public and open settings, the establishment of confidential group keys among group members constitutes the cornerstone for safeguarding the security of group communications. A comparative summary of existing schemes in Table 1.
TABLE 1 | A comparative summary.	Reference	Main technique	Application scenario	Main limitations
	[6]	Symmetric bivariate polynomials	Resource-constrained smart environments	Lacks resistance to replay and physical attacks
	[7]	Symmetric polynomials	5G IoT networks	Insufficient security analysis
	[8]	Signature	Internet of drones	RSA-based signatures are computationally heavy
	[9]	Hash and XOR operations	Internet of drones	UAVs must store credentials, vulnerable to physical attacks
	[10]	Certificateless group authentication	UAV communications	Cannot resist replay or man-in-the-middle attacks; lacks dynamic management
	[11]	Cross-domain certificateless group key agreement	Multi-domain UAV communication	Assumes adversaries have limited capability
	[12]	Heterogeneous three-factor authentication and key negotiation	UAV–ground control communication	High computational cost from bilinear pairings; lacks mutual authentication
	[13]	Pairing-free asymmetric group key negotiation	Multi-node UAV communication	Each member has unique decryption key; heavy computation
	[14]	Lightweight certificateless key agreement	IoT/UAV environments	Still relies on bilinear pairings


Sharma et al. [6] proposed a lightweight member authentication and group key establishment scheme for resource-limited smart environments based on symmetric bivariate polynomials. Leveraging symmetric bivariate polynomials, Hsu et al. [7] introduced a lightweight authentication structure incorporating collaborative arithmetic computation within 5G IoT networks. This framework merges member authentication with cooperative arithmetic operations, thereby guaranteeing efficient computation and communication for all group members. Tian et al. [8] presented a privacy-preserving approach tailored for IoD scenarios, employing online/offline signature schemes. They further suggested an authentication scheme based on mobile edge computing. However, their scheme is computationally heavy as it uses RSA-based digital signature approach. Zhang et al. [9] developed an alternative lightweight authentication and key negotiation protocol for IoD environments, in which authentication relies solely on one-way hash functions and XOR computations. However, UAV is required to store secure credentials within this protocol to prove their identity to other entities. This leads to a potential security risk, since a physical attack on a UAV could expose its stored credentials to adversaries. Current authentication protocols are similarly vulnerable to privacy and security risks stemming from physical attacks on UAV.
Semal et al. [10] introduced a certificateless group authentication and key agreement (CL-GAKA) protocol. The protocol ensures confidentiality, integrity, and authenticity in UAV communications. However, their scheme is unable to resist replay attacks and man-in-the-middle tampering attacks. Furthermore, it supports trusted communication, anonymity, and user privacy protection for communications involving untrusted UAV. However, it lacks the ability to manage dynamic changes in UAV, including join and leave operations. Luo et al. [11] presented a cross-domain certificateless group key agreement protocol that allows group key negotiation among members from different domains with diverse parameters in just a single communication round. While supporting dynamic group operations, the protocol assumes adversaries of limited capability; specifically, an attacker cannot substitute a specific user’s public key without access to the master key. Pan et al. [12] designed a heterogeneous authentication and key negotiation protocol between UAV and ground control stations, incorporating three-factor authentication. This scheme, however, requires extensive bilinear pairing computations, leading to significant computational overhead, and with only two rounds of communication, it likewise lacks explicit mutual authentication. Breaken et al. [13] developed a pairing-free asymmetric group key negotiation scheme, notable for using only a single encryption-decryption key pair. However, because each group member holds a unique decryption key, generating these keys typically results in considerable computational overhead. Kermanshahi et al. [14] developed a lightweight certificateless key agreement scheme that, although still relying on bilinear pairings, significantly improves computational efficiency while maintaining security strength, compared to the scheme proposed by others at the same time [15]. Kumar et al. [16] proposed a certificateless group key agreement architecture based on elliptic curve cryptography (ECC) that eliminates the need for bilinear pairings. This scheme utilizes a ring topology network structure to achieve multi-node collaborative key management, significantly reducing computational complexity and communication overhead while ensuring forward security. Ayad et al. [17] designed a two-round certificateless group key agreement mechanism tailored to the communication needs of UAV swarms. The innovation of their approach lies in decoupling key agreement from identity authentication, which effectively balances security and computational efficiency in an open network environment. Frimpong et al. [18] proposed a group authentication key agreement protocol that employs multi-layer public key operations to enhance session key strength. However, the increase in communication rounds leads to higher interaction overhead. Li et al. [19] proposed an asymmetric group key agreement protocol based on blockchain and attributes. This protocol implements fine-grained access control through attribute-based re-signatures, ensuring the privacy and security of user identity information. Additionally, it leverages blockchain’s tamper-proof and traceable features to ensure that transaction data remains immutable and accountable. Zhang et al. [20] introduced an asymmetric group key agreement protocol that employs anonymous authentication technology to protect user privacy. The protocol evenly distributes the key computation process across nodes, reducing both computational and communication overhead. Moreover, it utilizes blockchain’s traceability and blockchain log technology to implement an accountability mechanism. Naresh et al. [21] designed a blockchain-based dynamic authentication group key agreement protocol, using privacy-preserving smart contracts as group controllers. These controllers generate shared keys for each member and calculate partial group keys, which are sent to the respective members. The members then combine these partial keys with their shared keys to generate the group key, enabling data sharing. Tian et al. [22] proposed a blockchain-based group key agreement protocol that integrates blockchain technology with group key management to achieve a decentralized group key management mechanism. None of the above studies consider concurrent group updates, making them unsuitable for UAV networks with highly dynamic topologies and high-concurrency scenarios.
1.2 Paper organization
The structure of this paper is arranged as follows. Section 2 outlines the foundational concepts relevant to the proposed scheme. Section 3 details the authentication protocol in depth. Sections 4, 5 are dedicated to the security assessment and efficiency analysis of the scheme. The final section concludes the study and highlights potential avenues for future exploration.
2 PRELIMINARIES
This section presents the relevant background of proposed scheme, with detailed explanations provided below.
2.1 System architecture
The system comprises three entities—TA, cluster controller and UAV swarm—with their relationships illustrated in Figure 1. A detailed description of these entities is given below.
[image: Diagram illustrating a secure communication system between a Trusted Authority (TA), Cluster Control, and a UAV Cluster. Arrows indicate registration processes from TA to Cluster Control and the UAV Cluster. The UAVs, arranged in a circle, show group key agreement facilitated by Cluster Control.]FIGURE 1 | System architecture.Trusted Authority (TA): TA serves as the system’s trust management entity, responsible for the registration and authentication of other entities. It is characterized by strong security and authority, ensuring both the legitimacy of participants and secure communications.
Cluster Controller (Mc): The cluster controller oversees the management of UAV swarms, handling group key distribution and negotiation to ensure secure and reliable intra-swarm communication, while coordinating cluster operations.
UAV Cluster: UAV swarm comprises multiple UAV capable of autonomous or semi-autonomous collaboration, information sharing, and task execution. Within the swarm, UAV employs a shared group key to ensure secure communications, preserving mission coordination and overall security.
2.2 Elliptic curve cryptography
In cryptography, elliptic curves are typically defined over the finite field GFp, where p denotes a prime. Given a,b∈GFp and x,y∈ GFp2, the elliptic curve employed in this work is defined as [23–25]:
y2=x3+ax+bmodp
Elliptic curve must satisfy the discriminant condition:
Δ=−164a3+27b2≠0
This work primarily addresses two hard problems: the Elliptic Curve Discrete Logarithm Problem (ECDLP) and the Computational Diffie-Hellman Problem (ECDHP).
	ECDLP: Given γ∈Z*q,P,Q∈G1 with Q=γP, determine γ when P and Q are known.
	ECDHP: Given P,aP,bP∈G1, where a,b∈Z*q are unknown, compute abP∈G1.

Both of these elliptic curve-based hard problems serve as the cornerstone for the design and security proof of group key agreement protocols [24–28].
2.3 Threat model
The threat model is based on the classic Dolev–Yao assumption: the adversary can eavesdrop on and interfere with all communications over the public channel, attempting to violate the system’s authentication, confidentiality, and integrity.
Adversary A can fully control the public communication channel: A can intercept all communications between Mc and the UAV, modify or delete messages, replay old messages, and inject forged data into the network, enabling man-in-the-middle, replay, or forgery attacks—particularly by disrupting or impersonating parties during UAV join/leave group procedures.
Adversary A may obtain some historical session keys; given several known session keys, A will attempt to infer or recover the current session key via analysis or key-derivation attacks, thereby threatening forward and backward secrecy and possibly enabling impersonation of legitimate entities.
If a UAV is captured while executing a mission, A can employ side-channel attack techniques (e.g., power analysis, electromagnetic emissions, timing analysis) to extract secret parameters or private key material from the UAV’s hardware or memory.
3 PROPOSED SCHEME
The proposed scheme primarily comprises the initialization, registration, authentication and group key negotiation phases, as well as UAV joining and leaving phases. Table 2 lists the relevant symbols and their definitions used in this section of the protocol.
TABLE 2 | Symbols used in the proposed scheme.	Symbol	Description
	Mc	Cluster controller
	UAVi	The ith unmanned aerial vehicle (UAV)
	TA	Trusted authority
	H1	Secure hash functions
	s	TA’s long-term master secret key
	Ppub	TA’s public key
	IDc	Identity of the cluster controller
	sc	Authentication key of the cluster controller
	Pc	Public key of the cluster controller
	IDi	Identity of UAVi
	PIDi	Anonymous identity of UAVi


3.1 Initialization
In this stage, TA must generate the essential parameters required for the later authentication and key agreement phases. The detailed steps are as follows:
	TA selects an elliptic curve cyclic additive group G, whose generator and order are P and q, respectively.
	TA selects a uniformly random element s∈Z*q as its long-term secret key, calculates Ppub=sP as its public key, and defines a hash function H1.

3.2 Registration phase
3.2.1 Cluster controller registration
	Mc selects its identity IDc and submits IDc to TA for registration.
	Upon receiving the request, TA computes the authentication key sc=H1IDc,s, calculates the public key Pc=scP, securely transmits {sc, Ppub} to Mc, and publishes Pc.
	After receiving {sc, Ppub}, Mc stores sc, generates a random private key SKc for group key agreement, computes PKc = SKc P as the corresponding public key, and stores the key pair. Registration of Mc is then completed.

3.2.2 UAV registration
	UAVi selects an identity IDi, generates a random number ri, computes PIDi1=riP, and sends PIDi1,IDi to TA through a secure channel.
	TA computes PIDi2=IDi⊕H2sPIDi1,Ppub, forming the anonymous identity PIDi=PIDi1,PIDi2. TA then selects a random secret ai, computes Ui=H3PIDi,Ppub, pki=Ui+aiP, ski=Ui+ais−1, and sends (pki,ski) PIDi to UAVi via a secure channel.
	Upon receiving the message, UAVi stores pki,ski PIDi.

3.3 Authentication phase
During this phase, each UAVi and the cluster controller Mc carry out mutual authentication, followed by group key negotiation. The detailed process is as follows:
	UAVi generates secret random numbers bi and νi, computes Ki=biP, μi=H4 PIDi,Ki,pki,Ppub, Ri=νiμiPpub and gi=ski+νiμi. It then transmits gi, Ri,PIDi,Ki,Ti to Mc.
	Upon receiving the message, Mc verifies the timestamp T1 and proceeds with authentication verification:

Single verification: check whether giPpub?=pki+Ri.
The correctness verification is as follows:
giPpub=ski+νiμiPpub=skiPpub+νiμiPpub=pki+Ri
Batch verification: After successful verification, Mc computes
Gc=scKi
Vc=H4Gc,Ki,PKc
then returns Vc to UAVi.
	Upon receiving the message, UAVi calculates Gc=biPc and verifies the validity of Vc.

3.4 UAV group key agreement phase
Mc computes a one-to-one shared key Sji with each UAVi using Equation 1:
Sji=SKcKi=xSji,ySji(1)
Here, Sji=SKcKi denotes the scalar multiplication of the elliptic curve point Sji, and the subsequent expression Sji=xSji,ySji refers only to the coordinate representation of this point.
Next, Mc derives a group key share UKi for each UAVi according to Equation 2:
UKi=∏t=1,t≠inxSjtP(2)
Here, ∏t=1,t≠inxjt denotes the ordinary scalar multiplication over the values xSji, and it is not related to elliptic curve point operations.
Mc ensures message integrity by computing δi=hUKi∥Sji and transmits UKi,δi to UAVi.
Upon receiving UKi,δi, UAVi calculates the pairwise key Sji=biPKc=xKji,yKji with Mc and checks whether δi=hUKi∥Sji holds. If valid, UAVi computes the final group key G using Equation 3:
G=xSji·UKi(3)
As Mc possesses all pairwise shared keys, it derives the final group key using Equation 4:
G=∏t=1nxSjtP(4)
By substituting (Equation 2) into (Equation 3), we can verify that both sides compute the same group key.
Thus, all UAVi in the group, together with Mc, successfully establish a common group key G.
3.5 UAV joining phase
When a UAVn intends to join the group, it must first undergo the authentication procedure to verify mutual legitimacy with Mc and acquire the corresponding valid public key. UAVn then submits a join request to Mc, which initiates group key updating as follows:
	UAVn derives the pairwise key Sjn=bnPKc=xSjn,ySjn and submits a join request to Mc.
	Mc computes the pairwise key with UAVn as Sjn=SKcKn=xSjn,ySjn. It selects a random N1, calculates the group key share for UAVn as USn=N1xGP, where xG denotes the x-coordinate of the elliptic curve point G, and then transmits USn,δn to UAVn.
	Upon receiving the message, UAVn verifies USn using the pairwise key Pjn and δn. If valid, it computes the new group key according to Equation 5:

NG=xSjnUSn(5)
	For the existing UAVi, Mc computes a new share US0=N1xKjnP. It selects a random Nsig, computes Ks=NsP, derives rs=Ns−1hUS0+xKsSKc, and constructs δ0=xKs,rs, Mc then broadcasts US0,δ0 to all legitimate UAV in the group.
	Each UAVi verifies the signature: Ps=hUS0rs−1P+xKsrs−1PKc and checks whether xPsig=xPKsig. If the equality holds, the message is valid, and UAVi computes the new group key according to Equation 6:

NG=xGUS0(6)
	Since Mc possesses all pairwise shared keys, it directly computes the new group key according to Equation 7:

NG=N1∏t=1nxSjtP(7)
At this stage, all UAV and Mc within the group successfully derive the same new shared key NG.
3.6 UAV leaving phase
When a UAVl intends to leave the group, it must send a departure request to Mc. Mc then facilitates group key updating to ensure that the departing UAVl cannot compute the new group key.
	After receiving UAVl’s departure request, Mc chooses a random number N2 and computes for each remaining UAVi a secret value: Li=EKijN2xKji−1 along with its hash δi=hLi∥Kij , where EKij represents symmetric encryption using the shared key Kij between Mc and UAVi. Mc then transmits Li,δi to the corresponding UAVi.
	Upon receipt, UAVi verifies the integrity of Li using Kij. If valid, UAVi decrypts Li with the shared key Kji to derive the updated group session key according to Equation 8:

NG=DEKijLixKGP(8)
	Meanwhile, Mc computes the new group key directly according to Equation 9:

NG=N2xKji−1xKGP(9)
At this point, the group key update for UAV departure is complete, and all legitimate entities have derived the new group key NG.
4 SECURITY ANALYSIS
In this section, we conduct a security analysis of the proposed scheme under the Random Oracle Model (ROM) [24–33]. Furthermore, additional security properties are examined through semantic evaluation.
4.1 Formal security proof using ROM
4.1.1 Security model and proof
This section builds the security model of the proposed scheme under the random oracle framework. The model involves two entities, UAV and Mc, with additional queries for UAV joining and leaving the group.
Participants: The scheme includes entities UAV and Mc, denoted as Ui and Mj. Their instances are denoted ΠUiu and ΠMjv.
Acceptance State: An instance ΠΛt is said to accept if the received message matches the expected one. Its session identifier is the ordered concatenation of all exchanged messages.
Partnership: Two instances ΠUiu and ΠMjv are partners if they both accept and share the same session identifier.
Attacker: Here, the capabilities of adversary A in the threat model are formalized, and the query abilities of adversary A are as follows:
	Execute (ΠUiu, ΠMjv): This query simulates the passive attack of adversary A, representing the adversary’s ability to eavesdrop on the communication channel.
	Send (ΠΛt, m): This query simulates the active attack of adversary A, representing the adversary’s ability to tamper with, replay, or modify messages.
	Join (ΠΛt): This query simulates the scenario where a legitimate UAV joins the group. Through this query, adversary A can obtain a legitimate UAV, ΠΛt and receive information from Mc used to update the group key after joining the group.
	Leave (ΠΛt): This query simulates the scenario where a legitimate UAV leaves the group. Through this query, adversary A can obtain information from Mc used to update the group key after the UAV leaves the group.
	Reveal (ΠΛt): This query simulates a known session key attack, where adversary A can gain access to certain session keys.
	Corrupt (ΠΛt): This query simulates the specific capabilities of an attacker in an efficient dynamic UAV group authentication and key agreement scheme. Through this query, adversary A can obtain secret registration information.
	Test (ΠΛt): The purpose of this query is to test adversary A’s understanding of the session key negotiated by ΠΛt. After executing several of the above queries, adversary A will select a UAV instance to perform the Test query, which works as follows: If the instance has not negotiated a session key, the query returns ⊥. If the instance has negotiated a session key, a coin is flipped. If the coin lands heads, let b = 1, and return the actual session key. If the coin lands tails, let b = 0, and return a random value. The task of adversary A is to distinguish whether the value returned by Test (ΠΛt) is a random number or the session key of ΠΛt.

Freshness: An instance is fresh if neither it nor its partner has been subject to a Reveal query.
Semantic Security: The adversary’s goal is to correctly guess the bit b in the Test query. Define
AdvPA=∣2 Pr [succ−1∣. If this advantage is negligible, the scheme achieves semantic security.
Theorem 1. For scheme P and adversary A within polynomial time t, the advantage satisfies:
AdvPA≤qh22l+qs+qe2p+2qLn+2qjAdvECDHPA
In the above, qs,qe,qJ,qL, and qh represent the Send queries, Execute queries, Join queries, Leave queries, and Hash queries, respectively, conducted by adversary A. l denotes the output length of the Hash queries, and 1/n is the upper limit on the single collision probability for Send and Execute queries. AdvECDHPA represents the advantage of a polynomial adversary in solving the ECDHP problem.
Proof:
This chapter defines a series of games to prove Theorem 1.
Game G0: This game simulates the adversary’s real attack in the random oracle model. By definition, the formula is given by:
AdvPA=2⁡Prsucc0−1
Game G1: In this game, the adversary simulates an eavesdropping attack by querying the Execute query to obtain communication information. The advantage of adversary A in guessing the correct outcome of the Test query via Execute queries is 0.
Prsucc1−Prsucc0=0
Game G2: In this game, adversary A is allowed to make Send, Execute, Join, and Leave queries to obtain communication information between entities, which may lead to collisions between protocol instances. The adversary can also obtain collisions in the Hash function through Hash queries. By applying the birthday paradox, we get:
Prsucc2−Prsucc1=qh22l+1+qs+qe22p
Game G3: In this game, adversary A can obtain the group key share sent by M_c to calculate the group shared key by making Join, Leave, and Send queries. Through the Join query, adversary A can obtain the group key share sent by M_c. The probability that adversary A breaks the protocol through the Join query is qjoin·AdvECDDHPβ. Through the Leave query, adversary A can obtain the encrypted information KLi=EKijN2·Kji−1 sent by the GCS to the UAV when a UAV leaves the group. Since adversary A cannot access the key Kij, it can only guess N2·Kji−1,and the probability of this happening is qL/n. Thus, the advantage of adversary A in attacking the protocol via these two methods is:
Prsucc3−Prsucc2=qjoin·AdvECDHPA+qLn
Game G4: In this game, all requests have been simulated, and the adversary can only win the game by directly guessing the bit b. Therefore, the adversary’s success probability is 1/2, as shown:
Prsucc4=12
Combining with these quations, Theorem 1 can be derived. Therefore, the scheme is secure in the random oracle model.
4.2 Semantic analysis
	Mutual Authentication: The proposed scheme enables mutual authentication between UAVi and Mc. UAVi generates a signature using its TA-issued key pair pki,ski, which Mc validates to confirm UAVi’s authenticity. Conversely, UAVi authenticates Mc through Vc, demonstrating Mc’s possession of a legitimate private key.
	Anonymity: During communications, UAVi employs a TA-generated anonymous identity PIDi instead of its real identity in authentication and group key agreement, thereby ensuring anonymity.
	Man-in-the-Middle Attack Resistance: Adversaries cannot impersonate UAVi or Mc, as they cannot derive a valid PIDi or authentication keys pki,ski. PIDi is constructed using PIDi1=riP and PIDi2=PIDi⊕H2sPIDi1,Ppub, with s as TA’s secret and ri as random, preventing adversaries from obtaining them. Similarly, Mc’s private key sc=H1IDc,s remains unknown to adversaries. Thus, the scheme resists man-in-the-middle attacks.
	Replay Attack Resistance: The scheme uses timestamps to counter replay attacks. Upon receiving a message, both Mc and UAV validate its freshness, terminating the protocol if the timestamp deviates beyond a threshold. Timestamp integrity is guaranteed since forging requires secret keys not exposed over public channels.
	Key Compromise Attack Resistance: Even if Mc’s long-term key is compromised, prior session keys remain secure. While Mc’s authentication key is derived from the long-term secret, the group key negotiation private key cannot be derived from it. UAV’ private keys for negotiation are randomly generated, further ensuring that past keys remain protected. Thus, the scheme achieves perfect forward secrecy.
	Session-Specific Random Number Leakage Attack Resistance: If random numbers generated during authentication or key agreement are leaked, adversaries still cannot authenticate since they lack access to Mc’s private key sc=H1IDc,s and UAV’ key pairs pki,ski.
	Forward Secrecy: When a UAV departs, Mc selects a random N2 and computes KLi=EKijN2xKjl−1 for the remaining UAV. The departing UAV cannot obtain N2, thus cannot compute the new group key, ensuring forward secrecy.
	UAV Impersonation Attack Resistance: Adversaries cannot impersonate UAVi or Mc as they lack valid long-term keys and cannot forge signatures to pass verification (giPpub?=pki+Ri).
	Backward Secrecy: If a new member Mj joins, recovering prior group keys requires solving the ECDLP, which is computationally infeasible. Therefore, the scheme ensures backward secrecy.

5 PERFORMANCE ANALYSIS
5.1 Computation cost
In this section, we compare the computational and communication costs of the proposed protocol with those of other related schemes. According to [34], under a Windows seven operating system with a 2.4 GHz processor and 4 GB of memory, the MIRACL library is used to implement the two aforementioned cryptographic operation schemes, and the execution times of various cryptographic operations are recorded in Table 3.
TABLE 3 | Encryption operation time.	Symbol	Description	Time (ms)
	Tem	Elliptic curve scalar multiplication	0.7538
	Tea	Elliptic curve scalar addition	0.0040
	Th	Hash function	0.0002
	Tdm	Scalar multiplication	2.6439
	Tda	Scalar addition	0.0146
	Td	Bilinear pairing	6.4164


Table 4 presents a detailed comparison of the computational costs across different protocols. The Figure 2 clearly depicts how computational overhead scales with the group size, highlighting the performance differences among protocols. As indicated, the proposed scheme achieves comparatively low computational costs on both devices while maintaining structural simplicity.
TABLE 4 | Computation cost comparison.	Scheme	UAVl	Mc
	[34]	5nTem+7n−5Tea+4nTh	4Tem
	[35]	2n+1Tdm+2n−2Tda+3Td+n+42Th	3Td+Tdm+2TH
	[36]	11Tem+4Tea+9THn	6Tem+2Tea+3TH
	[37]	n+1Td+nTdm+3nTH	5Tdm+3TH
	Our	2n+1Tem+ nTea +2Th	5Tem +


[image: Line graph depicting computation overhead in milliseconds on the vertical axis against number on the horizontal axis. Five lines represent different methods: [35], [36], [37], [38], and "Our". "Our" shows the lowest overhead, while [38] shows the highest as numbers increase from ten to fifty.]FIGURE 2 | The comparisons of computation cost.On the UAV side, the computational cost is 2n+1Tem+ nTea +2Th. Unlike other schemes that typically require numerous scalar multiplications, additions, and bilinear pairings, the proposed protocol cuts the computation by approximately 60%–70%. For instance, when n = 50, the proposed scheme incurs about 81 ms, compared to 190 ms in the lowest-cost scheme [34], achieving only 42.6% of its cost. By comparison, the more costly scheme [37] consumes nearly 454 ms, approximately 5.6 times higher than the proposed protocol.
On the cluster controller side, the computational cost is 5Tem, notably less than that of other protocols. For example, scheme [35] performs several bilinear pairings and scalar multiplications, incurring 21.89 ms, whereas the proposed protocol only needs 3.77 ms, about 17.2% of the cost. This significantly alleviates computational overhead.
The Figure 2 demonstrates a linear growth trend in computational cost as n increases. The proposed scheme’s curve remains significantly lower than others, with a gentler slope, reflecting strong scalability. As n grows from 10 to 50, the proposed protocol’s cost increases by about 64.4 ms, compared with 350–450 ms for other protocols. This highlights the advantage of the proposed protocol under large-scale parameters.
The findings confirm that the proposed scheme excels over existing protocols both in computational complexity and real-world execution efficiency. By minimizing expensive bilinear pairings and elliptic curve scalar operations, the scheme cuts resource usage by about 60%–80%. This is crucial for resource-limited devices like UAV, improving response speed while markedly reducing energy consumption, thereby strengthening system stability and security.
5.2 Communication cost
In the authentication phase, the total amount of messages transmitted between different entities is regarded as the communication cost. Table 5 presents the communication overhead of all the compared schemes. For communication cost estimation, the following assumptions are made: a timestamp of 4 bytes, a random number of 40 bytes, an identity size of 32 bytes, a hash output of 20 bytes, and an ECC point of 64 bytes. Table 5 and Figure 3 clearly demonstrate that the proposed scheme achieves a remarkable reduction in communication overhead relative to other existing protocols. Table 5 provides the total communication costs of five protocols, expressed in bytes for comparison. Specifically, the communication cost of the proposed scheme is 160 bytes, compared to 104 bytes for scheme [34], 388 bytes for scheme [35], 352 bytes for scheme [36], and 190 bytes for scheme [37]. This indicates that the proposed scheme substantially reduces communication costs while ensuring security and functionality.
TABLE 5 | Comparison on communication cost.	Scheme	Communication cost (Bytes)
	[34]	104
	[35]	388
	[36]	352
	[37]	190
	Our	104


[image: Bar chart comparing communication overhead in bytes across five categories: [35], [36], [37], [38], and Our. [36] and [37] have the highest overhead at approximately 400 bytes, followed by [38] around 200 bytes, [35] and Our both around 100 bytes.]FIGURE 3 | The comparisons of Communication cost.Figure 3 further highlights the communication overhead differences among these protocols. The proposed protocol shows a dramatic reduction—over 60%—compared with schemes [35, 36]. Although scheme [34] incurs relatively low overhead, it is still about 60 bytes higher than the proposed scheme, likely due to its restricted features or simplified design. Notably, schemes [35, 36] consume 388 and 352 bytes respectively, suggesting the inclusion of additional cryptographic operations or protocol complexity that drive up communication costs. From a security perspective, the proposed scheme maintains robust protection while employing efficient communication mechanisms that minimize redundant transmissions, thereby reducing overhead. This renders the scheme particularly well-suited to resource-constrained environments like UAV group communication and IoT networks, which impose stringent requirements on computation and bandwidth.
In conclusion, the proposed protocol clearly demonstrates superior communication efficiency, drastically reducing overhead while preserving strong security and scalability. Practically, in high-latency and bandwidth-expensive environments, the low communication overhead of the proposed scheme will substantially improve system performance and operability. Therefore, the proposed scheme provides clear advantages in real-world applications, fulfilling the need for efficient and secure communication.
6 CONCLUSION
As UAV cluster communication technology advances, coordinated operations among multiple UAV have become a practical reality. Nevertheless, UAV cluster communication in open environments encounters significant security challenges, especially under dynamic topologies and resource-constrained conditions. To overcome these challenges, we propose an efficient group key agreement scheme designed to improve both the security and efficiency of UAV cluster communication. The proposed protocol leverages elliptic curve-based signatures for device authentication and message verification, while offloading intensive computations to the ground control station through group key agreement, thus alleviating the computational burden on UAV. In addition, the scheme enables secure authentication and key updates for UAV during dynamic join and leave operations, thereby maintaining secure and adaptive group communications. Formal security proofs and performance evaluations show that the proposed scheme provides notable improvements in resilience against attacks, computational efficiency, and communication cost. Overall, it delivers a more secure and efficient solution for UAV cluster communication.
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