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In meteorological Cyber–Physical–Social Systems (CPSSs), physical sensors, 
communication networks, and social interactions naturally form a 
heterogeneous graph–nodes denote weather sensors or human agents, 
and edges represent both data links and social ties. Graph Neural Networks 
(GNNs) are expressly designed for learning on these graph structures, making 
them a natural choice for node classification in CPSSs. Nonetheless, their 
sensitivity to adversarial perturbations–where even minute disturbances can 
lead to catastrophic performance degradation–poses a critical challenge 
for secure and trustworthy meteorological monitoring. In this Research 
Topic, we introduce **Entropy Defense**, a defense mechanism tailored 
to meteorological CPSS scenarios. We first extend the Kullback–Leibler 
divergence–well established for measuring distribution similarity–to assess 
structural distribution consistency among sensor–social nodes. Building on this, 
we define two complementary metrics, **feature similarity** and **structural 
similarity**, and pioneer the addition of new edges between vulnerable nodes 
to restore legitimate information flows while pruning malicious connections 
during GNN message passing. To validate our approach, we apply Entropy 
Defense to three representative GNN architectures and evaluate on four 
diverse GNN datasets. Experimental results demonstrate that Entropy Defense 
outperforms three state-of-the-art adversarial defenses in both classification 
accuracy and stability, offering a lightweight, scalable solution for robust, secure 
meteorological monitoring in CPSSs.
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 1 Introduction

Deep learning has been widely applied in video coding tasks, for instance, Huang 
et al. [1], Wang et al. [2] and Wang et al. [3]. Similarly, graph deep learning and graph 
neural networks (GNNs) have achieved significant advances in social network analysis Li 
et al. [4]; Huang et al. [5]; Guo and Wang [6], biomedicine Shi et al. [7]; Li et al. [8]; Kazi 
et al. [9], and text categorization Deng et al. [10]; Yao et al. [11]; Zhao and Song [12]. In 
meteorological Cyber–Physical–Social Systems (CPSSs), interconnected weather sensors,
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communication networks, and social interactions naturally 
form heterogeneous graphs that underpin real-time weather 
monitoring and decision-making. As these networks become 
more widespread–particularly in critical CPSS domains like 
meteorological monitoring–effectively representing graphs to 
address downstream tasks is increasingly critical Wu et al. 
[13], Huang and Lu [14]. Like their counterpart in traditional 
neural networks, GNNs are vulnerable to adversarial attacks, a 
growing concern in the community. The effectiveness of Graph 
Convolutional Neural Networks (GCNs) in tasks such as node 
classification is largely due to their feature extraction process, which 
aggregates node features in a weighted manner. This aggregation, 
while powerful, also exposes them to the risk of adversarial attacks 
through small, deliberate perturbations in the graph’s nodes or 
edges, i.e., adversarial attacks on graphs typically involve the 
introduction of carefully designed perturbations into the nodes 
and structures (i.e., edges) of the graph. In particular, graph 
neural networks are unique in that even if only a very small 
number of nodes or edges are perturbed, these perturbations 
can have a cascading effect across the entire graph, further 
exacerbating the challenge of adversarial attacks. The challenge 
is compounded by the difficulty in pinpointing which parts of 
the graph are affected by these attacks. The presence of these 
perturbations can have a widespread, cascading impact, making 
defense against such attacks a complex issue that is garnering much 
research interest. For instance, as depicted in Figure 1A, a graph’s 
structure perturbation can cause a node, correctly labeled as “2,” 
to be misclassified as “1” after an attack. Furthermore, Figure 1B 
demonstrates the impact of alternative perturbations on node
classification.

Kullback-Leibler Divergence serves as a valuable metric for 
assessing the similarity between two probability distributions 
and has found widespread application as a classical loss function 
in various machine learning tasks, such as cluster analysis and 
parameter estimation. Its effectiveness is particularly evident in 
the realm of complex networks Zhang et al. [15]. Given its utility, 
it’s only natural to extend the use of Kullback-Leibler Divergence 
to the domain of graph data–especially sensor–social graphs in 
CPSS. However, solely relying on Kullback-Leibler Divergence, 
which primarily quantifies differences between distributions, 
falls short of our requirements. In this research, we introduce 
an enhanced iteration of GNN Guard Zhang and Zitnik [16], 
which we’ve dubbed “Entropy Defense.” Our innovative defensive 
mechanism is purpose-built to counter adversarial attacks 
on graph neural networks (GNNs) by curbing the spread of 
perturbed messages. We accomplish this by harnessing both 
node feature data and node structural information throughout 
the GNN’s messaging process. Moreover, our approach aims to 
faithfully restore the graph structure to its original, unperturbed
state.

To assess the efficacy of Entropy Defense, we conducted a 
comprehensive evaluation on four diverse datasets, subjecting 
them to various attack scenarios, including direct targeted 
attacks, influence targeted attacks, and non-targeted attacks. 
We compared the performance of Entropy Defense against 
three contemporary state-of-the-art GNN defense methods. 
Our experimental results demonstrate that Entropy Defense 
surpasses existing approaches in terms of both defense 

performance and stability. This research not only provides a 
promising solution to enhance the resilience of GNNs against 
adversarial attacks but also underscores the significance of 
incorporating node feature and structure information in the defense
strategy.

The main contributions of this paper are as follows:

• We propose a new idea in graph adversarial defense: 
defending against adversarial attacks by connecting new edges 
(existing defenses usually defend against adversarial attacks 
by pruning suspicious edges or reducing the weights of 
suspicious edges). Our approach is very effective for nodes 
with strong edginess (i.e., few neighbors), as we will show in 
the experimental section.

• We improve the existing filter in GNN Guard 
Zhang and Zitnik [16] in graph adversarial defense 
messaging by using two evaluation metrics, node 
structure and node characteristics, for malicious message
screening.

• We validate the effectiveness of our proposed Entropy Defense 
approach through extensive experiments. We compare it 
against three leading defense methods, apply it across 
three different graph neural network models and four 
datasets, and establish new benchmarks in node classification
performance.

The rest of this paper is organized as follows: Section 2 
reviews related work, while Section 3 defines the problem and 
provides preliminary information. We detail our proposed method 
in Section 4 and present experimental results in Section 5. 
Finally, we conclude our paper and suggest avenues for future 
research in Section 6. 

2 Related work

In this section, we discuss adversarial attacks and adversarial 
defenses of graphs that are closely related to this work. 

2.1 Graph neural networks

Graph neural networks (GNNs) have experienced significant 
advances in recent years, especially when it comes to addressing 
machine learning problems with graph data. Two primary categories 
of GNN methods have come to prominence: spectral-based and 
spatial-based methods.

Spectral-based methods leverage graph spectral theory to learn 
node representations within a graph Bruna et al. [17], Defferrard 
et al. [18], Kipf and Welling [19]. The notion of applying the 
Fourier basis to graphsBruna et al. [17] was initially introduced to 
extend the convolution operation from traditional Euclidean data 
to graph-structured data, sparking a new perspective on graph 
convolution. Building on this, Defferrard et al. developed ChebNet, 
utilizing Chebyshev polynomials as the basis for convolutional 
filters. Following this, researchers like Kipf simplified this approach 
with the Graph Convolutional Network (GCN), which applies a first-
order approximation to further ease the computation in spectral 
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FIGURE 1
(A) Small perturbations to the graph structure cause misclassification of graph nodes. (B) Graph nodes are classified successfully after using 
Entropy Defense.

graph networks. Another significant development is the Simple 
Graph Convolution (SGC) Wu et al. [20], which streamlines graph 
convolution down to a linear model’s simplicity while still retaining 
robust performance.

The second category defines graph convolution through the 
aggregation and transformation of local neighborhood information 
in the spatial domain Gilmer et al. [21], Hamilton et al. [22], 
Velickovic et al. [23]. Take, for example, the Diffusion Convolutional 
Neural Network (DCNN) Atwood and Towsley [24], which 
interprets graph convolution as the diffusion of information across 
the graph, assigning specific probabilities to the movement of 
information from one node to its neighbors. Another innovation 
is the Graph Attention Network (GAT) Velickovic et al. [23] 
introduced by Velickovic and colleagues. GAT differentiates itself 
by assigning varying attention weights to neighboring nodes, 
which refines the information aggregation process. These spatial 
methods are distinct in how they handle information transfer and 
aggregation, thereby broadening the arsenal of GNN tools for 
diverse applications. 

2.2 Adversarial attacks on graphs

Adversarial attacks on graphs can be divided into two principal 
categories based on when they occur in the model’s lifecycle: 
poisoning attacks and evasion attacks. Poisoning attacks happen 
during the training phase, where attackers introduce harmful data 
into the training set, thereby corrupting the model’s learning process 
and its eventual performance. Evasion attacks, however, take place 
during the testing phase or in practical applications, where attackers 
manipulate nodes or edges to create adversarial examples, aiming 
to fool the model into misclassifying or failing to recognize these 
manipulated cases. 

2.2.1 Poisoning attacks
A well-known study in poisoning attacks is nettack Zügner et al. 

[25], which uses a scoring function to assess the impact of graph 
perturbations on the target model’s performance. It employs a greedy 
algorithm to strategically alter the graph’s structure. This approach 
looks for locally optimal changes that can most disrupt the model’s 
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learning. Another novel approach by Liu et al. [26] and colleagues 
introduced a label poisoning technique. This method capitalizes on 
the similarity between decoupled graph convolutional networks and 
label propagation, enabling significant performance degradation 
without needing graph structure details, relying solely on node 
features. Researchers like Zügner and Günnemann [27] have also 
implemented meta-learning to tackle the two-layer programming 
challenge posed by cyber-attacks, generating adversarial examples 
by subtle modifications in the graph that lead to incorrect 
model outputs. 

2.2.2 Evasion attacks
Wang et al. [28] reformulates evasion attacks against GNNs 

as related to computing label influence on label propagation, and 
proposes an influence-based evasion attack against GNNs that 
does not require knowledge of the GNN model. Zhang et al. [29] 
uses mutual information to measure the long-term gain of each 
perturbation and proposes a method called projection ordering 
attack that reduces the adaptation cost of learning a new attack 
strategy. Dai et al. [30] deliberately select nodes to inject triggers 
and target class labels during the poisoning phase to perform 
an undetectable graph backdoor attack with a limited attack
budget.

The variety of these methods, tailored to different attack 
models and stages, greatly contributes to the ongoing research 
into adversarial attacks on graph neural networks. This body 
of work not only deepens our understanding of such attacks 
but also offers robust tools to address security challenges 
inherent in machine learning models that process graph
data. 

2.3 Defense on graphs

While neural networks have revolutionized various fields Gilmer 
et al. [21], Velickovic et al. [23], Kipf and Welling [19], securing 
graph neural networks (GNNs) against adversarial attacks proves 
more complex than defending against attacks on images Goodfellow 
et al. [31] and text Jia and Liang [32], aNonetheless, there have been 
some inventive strides in this area. A technique known as GNN-
Jaccard Wu et al. [33] applies a simple edge-weight initialization 
strategy to fend off adversarial attacks, yielding commendable 
results. Another method, GNN-SVD, Entezari et al. [34] sprotects 
against network assaults by rebuilding the graph with lower-
order singular components, lessening the impact of higher-order 
adversarial perturbations. RobustGCN Zhu et al. [35] enhances the 
resilience of the network by incorporating Gaussian distributions 
into the nodes’ representations within each convolutional layer. This 
approach aids in fortifying the model against potential disruptions. 
Furthermore, GNN Guard Zhang and Zitnik [16] introduces a novel 
defensive mechanism. It assesses the links in node features during 
the message-passing phase, allowing it to detect inconsistencies and 
mitigate the attack’s effects strategically. Despite these advances, 
ensuring the adversarial robustness of GNNs remains a formidable 
challenge, with much room for improvement and innovation 
in the field. 

TABLE 1  Terms and notations.

Symbol Definition and explanation

X = {x1,x2,x3,…,xN}, Xu ∈ RM The M-dimensional node feature for 
node

A ∈ RN×N, Auv ∈ {0,1} The relationship between nodes in the 
graph

yL = {y1,y2,y3,…,yl}, yu ∈ {1,…,C} The label of a node

θ The parameters of fθ

l (., .) Used to measure the difference between 
the predicted label and the true label

N, D Represents the set of nodes and the set of 
degrees in the local networks

Li (N,D) The networks of node. i

Dmax The maximum degree in the entire 
network. i

DL(i) The total degree of the local network. i

Ni The immediate neighbor of node i

3 Preliminaries

Before diving into the core discussions, let’s establish the 
notational groundwork that we’ll rely on throughout this paper. It’s 
important to note that all vectors will be assumed to be in column 
form unless mentioned otherwise. When referring to matrices, Aij
will represent the element found at the intersection of the i-th row 
and j-th column of matrix A. For your reference, Table 1 will provide 
a concise summary of the key terms and notations used.

3.1 Graph representation and node 
classification

We define G = (V ,ε,X) as a graph, where V  is the set of N nodes 
{v1,v2,v3,…,vN}, ε is the set of edges and X = {x1,x2,x3,…,xN}, 
Xu ∈ RM is the M-dimensional node feature for node u ∈ V . For the 
convenience of the ensuing narrative, we use the adjacency matrix 
A ∈ RN×N to denote the relationship between nodes in the graph, 
and Auv ∈ {0,1} to denote the presence or absence of the edge euv
connecting nodes u and v. Following the commonly used node 
classification setup, we consider yL = {y1,y2,y3,…,yl} as the label of 
a node vL = {v1,v2,v3,…,vl} with labels where yu ∈ {1,…,C}.

In the context of GNN’s node classification task, our objective is 
to devise a function fθ:vL→ yL that, using a subset of labeled nodes 
yL, can predict labels for unlabeled nodes. The associated objective 
function is articulated as Equation 1:

LGNN (θ,A,X,yL) =min ∑
vi∈VL

l( fθ(X,A)i,yi) (1)
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where θ is the parameters of fθ and fθ(X,A)i is the predicted label of 
node vi, besides l (., .) is used to measure the difference between the 
predicted label and the true label. 

3.2 Kullback-Leibler divergence

In this work, we also focus on relative entropy (Kullback-Leibler 
divergence), a fundamental concept in probability and information 
theory, and an asymmetric measure of the difference between two 
probabilities. For two probabilities, P and Q, the relative entropy can 
be formulated as Equation 2:

DKL (P‖Q) =
n

∑
i=1

P (i) ln
P (i)
Q (i)

(2)

Given two probability distributions, P and Q, the relative entropy 
is expressed as: Let P and Q be probability distributions, each with n 
components. 

3.3 Entropy defense: problem formulation

Similar to GNN Guard Zhang and Zitnik [16], Entropy Defense 
offers a robust defensive strategy that can be seamlessly integrated 
into any Graph Neural Network (GNN) framework. This allows the 
creation of a novel GNN variant, hereafter denoted as such, designed 
to remain impervious to poisoning attacks. A standout feature of this 
approach is its ability to maintain accurate prediction capabilities 
even when trained on compromised graphs. 

3.3.1 Problem (defense against poisoning attacks 
on graphs)

During a poisoning attack, adversaries manipulate the graph’s 
structure and node attributes (note: this work does not cover node 
insertion and deletion attacks). Such alterations can substantially 
impair the GNN’s functionality. Taking G′ to represent the graph 
G post-attack, our objective can be articulated as follows:

min∑
u∈G

f′u (G
′) − fu (G) (3)

Where f′u (G
′) = ŷ′u refers to the prediction of the G′ for the label of 

node u after perturbation and fu (G) = ŷu is the prediction of the G
for the label of node u in a clean graph G.

In this study, we present a defensive strategy for semi-supervised 
node classification, focusing on safeguarding node prediction 
accuracy from adversarial attacks. While our aim is to minimize 
the total impact as outlined in Equation 3, direct optimization is 
unfeasible due to the unpredictability of graph G’s structure pre-
attack. Our solution is an innovative message-passing technique: 
when an attack introduces a false edge, our method detects and halts 
message transmission for that edge, emphasizing genuine edges. 
Conversely, if a legitimate edge is removed, we strive to reinstate it, 
thereby approximating the graph’s original structure. 

4 Entropy defense

In this section, we unveil Entropy Defense, our proposed 
methodology to mitigate the effects of adversarial attacks on graph 

neural networks, specifically those that aim to poison the training 
data. Our defense mechanism is predicated on two key operations: 
“repairing” the graph structure by creating new edges based on 
nodes’ edginess and it’s structure and “pruning” the graph by 
removing edges that are likely to be malicious, based on node 
similarity and the importance of neighboring nodes.

A body of research, exemplified by works such as Jin et al. 
Jin et al. [36], classifies malicious graph attacks into two primary 
strategies: the introduction of deceptive edges between nodes with 
differing features and labels, and the removal of authentic edges 
connecting nodes with similar features or identical labels. Guided by 
this understanding, Entropy Defense is rooted in two core principles: 
the identification and elimination of spurious edges during the 
message-passing phase, and the restoration of pruned genuine edges, 
with particular emphasis on nodes of low degree, which have been 
demonstrated to be particularly vulnerable to adversarial attacks 
Zügner et al. [25]. For a visual representation of the impact of our 
approach, please refer to Figure 2.

4.1 Similarity estimation

Distinct from Zhang and Zitnik [16] that gauges node similarity 
solely based on nodal characteristics, Entropy Defense assesses 
similarity utilizing both local structural attributes and node features. 
Our focus on local structure is grounded in the realization that 
after several rounds of message passing, the direct influence between 
distant nodes fades, making the concept of global structure less 
relevant for assessing the similarity between any two given nodes. 
This attenuation of influence is a form of information decay which 
supports the rationale for a local-structure-centric similarity metric. 
Therefore, we utilize the variability of local structural information to 
assess the structural similarity between node pairs. This is consistent 
with insights from studies on complex networks Zhang et al. [15], 
which we draw upon to inform our approach. Local structural 
attributes, which include metrics such as node degree or other 
graph-specific measures, provide a snapshot of a node’s immediate 
network neighborhood. By analyzing these local structural features, 
we can discern the similarity or dissimilarity between nodes, which 
is instrumental in identifying edges that may have been artificially 
introduced or wrongfully removed by an attacker. Our approach 
to similarity estimation is therefore two-fold: it combines node 
features with local structural properties to obtain a robust measure 
of similarity that can withstand the subtleties of adversarial graph 
manipulation. This enhanced measure allows us to more accurately 
prune malicious edges without inadvertently disrupting the graph’s 
inherent structure, thereby preserving the integrity and utility of the 
graph for downstream tasks such as node classification.

The initial step involves determining the local structure of each 
node, enabling the generation of the set of probability distributions 
for the node. Consider the networks of node i, denoted as 
Li (N,D), where N represents the set of nodes in the local networks, 
and D represents the set of degrees for each node in N. The 
maximum degree in the entire network is denoted as Dmax, and 
we also define a scale parameter to ensure consistent scales for 
probability sets as Equation 4:

m = Dmax + 1 (4)
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FIGURE 2
Node classification performance under attack (Red indicates misclassified nodes and blue indicates correctly classified nodes.). (a) No defense. (b)
Entropy defense.

The probability set of node i denoted as Equation 5:

P (i) = [p (i,1) ,p (i,2) ,…,p (i,k) ,…,p (i,m)] (5)

The elements in P (i) depend on the degree set D in the local 
network Li (N,D), we will elaborate on the definition of the elements 
in P (i) in a later example. The total degree in that network, denoted 
as DL (i) given by Equation 6:

DL (i) =
m

∑
k=1

D (k) (6)

When the total degree of node i, DL (i), is equal to the maximum 
degree of the network Dmax, then each element in the probability 
set P (i) is based on the set of degrees set D in Li (N,D). However, it 
is clear that the degree of most of the nodes in the normal case are 
less than Dmax. Therefore we populate the remaining portion of the 
probability set to be 0. Then p (i,k) is defined as Equation 7:

p (i,k) =
{{
{{
{

D (k)
DL (i)

ifk ≤ Degree (i) + 1

0 ifk > Degree (i) + 1
(7)

Where Degree (i) is the degree of node i, D (k) is the degree of node 
k in the local network Li (N,D), and DL(i) is the total degree of the 
local network.

To better describe the method, we illustrate it with a simple 
network A, as shown in Figure 3, and a local network of node 5, 
as shown in Figure 4.

The node set N contains five nodes in L5 (N,D). And in network 
A, Dmax = 6, so the probability set scale m = 7. The node set N in local 
network L5(N,D) of node 5 defined as Equation 8:

N = [5,10,4,9,8] (8)

The degree set D in local network L5 (N,D) of node 5 
defined as Equation 9:

D = [4,1,4,3,5] (9)

FIGURE 3
Network A.

FIGURE 4
Local network of node 5 in Network A.

Thus the total degree DL (5) in local network L5 (N,D) of node 5 
is 17, and the probability set of node 5 can be derived as Equation 10:

P (5) = [ 4
17
, 1

17
, 4

17
, 3

17
, 5

17
,0,0] (10)
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Before calculating the relative entropy, we also need to 
preprocess the order of the elements in the probability set to 
ensure the accuracy of the similarity measure (in this work, 
we use descending order), and the processed probability set 
is shown in Equation 11:

P′ (i) = [p′ (i,1) ,p′ (i,2) ,…,p′ (i,k) ,…,p′ (i,m)] (11)

In order to prevent zeros in the probability set from creating 
problems for the calculation of relative entropy and to avoid this 
problem, it is also necessary to change the definition of relative 
entropy as Equation 12:

DKL (P′ (i)‖P′ (j)) =
m′

∑
k=1

p′ (i,k) ln
p′ (i,k)
p′ (j,k)

(12)

Where m′ is defined as Equation 13:

m′ =min (D (i) ,D (j)) + 1 (13)

The relative entropy value of each pair of nodes indicates the 
difference in the local structure of each pair of nodes. Since the cross-
entropy is asymmetric, in order to unify the relevance value of each 
pair of nodes, the correlation value rij is defined as Equation 14:

rij = DKL (P′ (i)‖P′ (j)) +DKL (P′ (j)‖P′ (i)) (14)

Thus, the relevance matrix R is shown in Equation 15, and it is 
clear that it is a symmetric matrix and represents the difference in 
local structure between each pair of nodes.

R =
{{{{
{{{{
{

r11 … r1j

⋮ ⋱ ⋮

ri1 … rij

}}}}
}}}}
}

(15)

The elements of the node similarity matrix are 
defined as Equation 16:

Stij = 1−
rij

max (R)
(16)

Where max (R) is the maximum value in the relevance matrix R, each 
element in the similarity matrix St represents the similarity of each 
pair of nodes, which is smaller when the local structure of a pair of 
nodes is more different. 

4.1.1 Quantify the feature similarity of each node
Unlike quantifying the structural similarity of nodes by 

considering the local structure of a node concerning all other nodes, 
when quantifying the feature similarity of nodes, we only consider 
the feature similarity of a node concerning its neighboring nodes. 
If u and v are neighboring nodes, we define the feature similarity of 
node u and v as Equation 17:

S fuv = (hu ⊙ hv)/(‖hu‖2‖hv‖2) (17)

Where ⊙ denotes the dot product, hu and hv are the node 
representations of node u and node v, respectively. We use cosine 
similarity to evaluate the feature similarity of the nodes. 

4.2 Repairer & pruner strategy

Our approach’s precomputation was detailed in Section 4.1. 
This segment outlines our methodology for countering 
adversarial attacks through edge restoration and pruning. As 
illustrated in Figure 5, accessing a pristine graph is challenging, 
making the detection of perturbed nodes and the restoration of 
severed edges complex.

Nodes with a lower degree, as evidenced by Research 
Zügner et al. [25], are more susceptible to attacks, leading us to 
deduce that these nodes are primary targets.

Within our strategy, we evaluate attacked nodes based on their 
structural similarities to their immediate neighbors. Our initial step 
involves determining the accumulated structural similarity for each 
node to its adjacent counterparts, represented as Equation 18:

Dsum (i) = ∑
j∈Ni

Stij (18)

Here, Ni represents the immediate neighbors of node i. Sort the 
(Dsum (v1) ,Dsum (v2) ,…,Dsum (vN)) as Equation 19:

Dsum (v1) ≤ Dsum (v2) ≤ ⋯ ≤ Dsum (vN) (19)

where v1, v2,…, vN are nodes in the graph and N is the number of 
nodes. And we define the number of recovered nodes as Equation 20:

M = ⌈p0 ×N⌉ (20)

where p0 is a user-defined recovery degree parameter. The M nodes 
with the smallest value of Dsum are selected as the recovered nodes, 
so the set of nodes A that we recover defined as Equation 21:

A = {v1,v2,…,vM} (21)

 

4.2.1 Pruner mechanism
A common poisoning attack strategy involves linking 

nodes exhibiting contrasting features or highly disparate local 
configurations. In this context, eliminating dubious edges emerges 
as a robust defensive mechanism against these perturbative edge 
insertions. When restoring edges, there’s a risk of linking nodes 
with analogous structures but differing features. To avert erroneous 
restorations, we opt for edge pruning. Preceding the pruning 
procedure, we standardize the feature similarity amongst the 
immediate neighboring nodes, symbolized by Nu, of a given node u. 
The similarity metric here denotes the correlation between node 
u and its adjacent nodes, and its normalization is executed as 
Equation 22:

αuv =
{{
{{
{

S fuv/ ∑
v∈Nu

S fuv × N̂u/(N̂u + 1) ifu ≠ v

1/(N̂u + 1) ifu = v
(22)

Where N̂u = ∑v∈Nu
‖S fuv‖0. We define αuv as the feature importance 

weight, which denotes the contribution of the feature of node 
v to node u in the GNN’s passing of neural messages. In the 
normalization process, we assign smaller importance weights to 
suspicious neighbors to reduce the interference of suspicious nodes 
to the GNN. Next, we prune possible forged edges to mitigate 
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FIGURE 5
Overall framework of Entropy Defense.

FIGURE 6
Node classification performance under non-targeted attack (mettack). (a) Cora. (b) Citeseer. (c) Cora_Ml.

FIGURE 7
Node classification performance under 25% pertubation rate non-targeted attack (mettack). (a) Cora. (b) Citeseer. (c) Cora_Ml.
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FIGURE 8
Distribution of node degrees for the (a) Cora, (b) Citeseer, and (c) Cora_ML.

TABLE 2  Defense performance (multi-class classification accuracy) against influence targeted attacks.

Model Dataset No attack Attack GNN-SVD GNN-Jaccard GNNGuard Entropy defense

GCN

Cora 0.821 0.597 0.709 0.648 0.769 0.808

Citeseer 0.737 0.589 0.667 0.643 0.782 0.795

Cora_Ml 0.832 0.616 0.742 0.639 0.736 0.759

JK-Net

Cora 0.846 0.694 0.677 0.749 0.735 0.757

Citeseer 0.774 0.701 0.720 0.708 0.675 0.714

Cora_Ml 0.833 0.698 0.729 0.702 0.710 0.733

GIN

Cora 0.836 0.531 0.592 0.647 0.781 0.790

Citeseer 0.734 0.466 0.647 0.679 0.812 0.796

Cora_Ml 0.817 0.689 0.614 0.641 0.680 0.712

Bold values indicates the best performance.

suspicious edges’ impact further. Based on network homogeneity 
and the tendency of forged edges to connect different nodes Wu 
et al. [33], we use feature and structural similarity to prune edges. 
Define the characteristic vector of feature importance weight as 
cuv = [αuv,αvu]. We quantize the probability of edge euv pruning into 
two metrics: σ(cuvW) and Stuv through a nonlinear transformation. 
Subsequently, it maps the pruning probability to a binary indicator 
1P1P2:σ(cuvW), where P1 and P2 are user-defined thresholds (see 
Equation 23).

1P1P2 (σ(cuvW)) =
{
{
{

0 if (σ(cuvW)) < P1&Stuv < P2

1 otherwise
(23)

Finally, we prune the edges by updating the importance weight αuv
to α̂uv as Equation 24:

α̂uv = αuv1P1P2 (σ(cuvW) (24)

It means only edges filtered twice by feature importance and 
structural importance are allowed to exist, and the GNN may ignore 
perturbed edges connecting different nodes. 

4.3 Layer-Wise Graph Memory

In order to prevent edge pruning operations from destabilizing 
the GNN, we follow the Layer-Wise Graph Memory, which plays 
well in GNN Guard Zhang and Zitnik [16], to effectively achieve 
a robust estimation of important weights and smooth evolution of 
edge pruning. It is applied to each GNN layer, preserving part of 
the memory of the pruned graph structure of the previous layer, 
defined as Equation 25:

wk
uv = βwk−1

uv + (1− β) α̂k
uv (25)

where wk
uv denotes the defense coefficient of the kth layer edge 

euv and β is the memory coefficient that specifies the memory, 
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TABLE 3  Defense performance (multi-class classification accuracy) against direct targeted attacks.

Model Dataset No attack Attack GNN-SVD GNN-Jaccard GNNGuard Entropy defense

GCN

Cora 0.817 0.180 0.522 0.515 0.708 0.744

Citeseer 0.732 0.179 0.635 0.457 0.746 0.770

Cora_Ml 0.824 0.110 0.156 0.223 0.694 0.723

Ogbn-arxiv 0.674 0.245 0.385 0.312 0.435 0.494

JK-Net

Cora 0.842 0.321 0.432 0.455 0.702 0.731

Citeseer 0.773 0.346 0.635 0.612 0.775 0.759

Cora_Ml 0.829 0.312 0.523 0.317 0.314 0.563

Ogbn-arxiv 0.672 0.245 0.354 0.365 0.641 0.696

GIN

Cora 0.834 0.307 0.375 0.388 0.647 0.681

Citeseer 0.731 0.304 0.575 0.574 0.758 0.725

Cora_Ml 0.818 0.330 0.580 0.319 0.364 0.512

Obgn-arxiv 0.653 0.256 0.480 0.416 0.638 0.676

Bold values indicates the best performance.

TABLE 4  Node classification performance under 25% pertubation rate 
non-targeted attack (mettack) for 1% nodes with the smallest 
node degree.

Dataset GNNGuard Entropy defense

Cora 0.768 0.806

Citeseer 0.885 0.916

Cora_Ml 0.702 0.747

i.e., the amount of information that should be retained in the 
current layer by the previous layer. β is a learnable parameter 
and β ∈ [0,1], where β is set to 0 in the first layer, meaning 
that w0

uv = α̂0
uv. Under this definition, the neighbor information 

of u with higher defense coefficients is augmented, and the 
defense coefficients of u with lower neighbor information are
weakened. 

4.4 Overview of entropy defense

Algorithm 1 outlines the Entropy Defense strategy, which is 
designed to be a flexible defense mechanism that can be adopted 
within any graph neural network framework to fortify it against 
poisoning attacks. The underlying process of the algorithm is 
an iterative restoration of the graph structure during the GNN’s 
message-passing phase, coupled with the dynamic adjustment of 
defense coefficients that weigh the importance of edges based on 
structural and feature similarity.

TABLE 5  Defense performance (multi-class classification accuracy) 
against nettack and extra prune perturbation with different degree 
distribution nodes.

Dataset Method [1:2] [3:5] [6:10] [11:100]

Cora

No defense 0.187 0.115 0.126 0.092

GNNGuard 0.610 0.655 0.642 0.575

Entropy 
defense

0.710 0.705 0.670 0.633

Citeseer

No defense 0.187 0.138 0.109 0.112

GNNGuard 0.630 0.695 0.659 0.674

Entropy 
defense

0.669 0.691 0.663 0.677

Cora_Ml

No defense 0.229 0.125 0.144 0.088

GNNGuard 0.738 0.760 0.749 0.728

Entropy 
defense

0.749 0.744 0.736 0.701

Bold values indicates the best performance.

The importance weight αuv is a crucial component of the defense 
mechanism. It is computed for each edge, taking into account 
the similarity in both features and local structure of the nodes 
it connects. By doing this, Entropy Defense intelligently discerns 
which connections in the graph are legitimate and which are likely 
to be the result of adversarial tampering. This importance weight, 
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FIGURE 9
Defense performance against the prune attack on nodes of degree 1. (a) Cora. (b) Citeseer. (c) Cora_Ml.

FIGURE 10
Defense performance against the prune attack on nodes of degree 2. (a) Cora. (b) Citeseer. (c) Cora_Ml.

FIGURE 11
Low-ranked nodes of varying degrees under prune attack. (a) Cora. (b) Citeseer. (c) Cora_Ml.

combined with the defense coefficients from the previous layer, 
generates the current layer’s defense coefficients.

In the broader context of adversarial defense for graphs, Entropy 
Defense offers a distinct approach when compared with other 
GNN defenders. For instance, GNN-Jaccard identifies potential 
threats by detecting suspicious edges during GNN preprocessing. 
In contrast, GNN-SVD relies solely on graph structures for 
its defensive mechanism. Notably, akin to GNNGuard, Entropy 
Defense dynamically adjusts the defense coefficients across each 
GNN layer. While GNNGuard exclusively employs node features 
to eliminate suspicious edges, Entropy Defense leverages both node 

features and the node’s local structure for this purpose. What sets our 
approach apart is the innovative strategy we introduce for thwarting 
adversarial attacks. 

5 Experiments

We start by describing the experimental setup. We then 
compare the Entropy Defense with existing GNN defenders 
(Section 5.1) and design experiments to demonstrate the feasibility 
of our approach (Section 5.2). The experimental section details 
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Input: GNN model f; Poison graph G = V, ε′, X; 
Trainable parameters θ, W, and β

for layer k← 1 to K do
for u ∈ V do
Calculate Sfuv and Stuv for all v ∈Nu

Calculate Dsum and restore edges
Calculate αkuv for all v ∈Nu

ckuv = [αkuv,αkvu]

Calculate 1P1P2(σ(ckuvW)) // Whether pruning edges
α̂kuv = αkuv1P1P2(σ(ckuvW))

wkuv = βwk−1uv + (1−β)α̂kuv // Layer-Wise Graph Memory
end

end

Algorithm 1. Entropy Defense.

the validation of the Entropy Defense mechanism. The authors 
aim to showcase its effectiveness against various adversarial attacks 
compared to existing state-of-the-art defenses and to highlight the 
efficacy of their approach specifically in the context of low-degree 
nodes, which are deemed to be more vulnerable to attacks. 

5.1 Datasets

The experiments are conducted on commonly used citation 
network datasets - Cora McCallum et al. [37], Citeseer Sen et al. [38], 
and an extended version of Cora (Cora ML)McCallum et al. [37] - 
as well as the ogbn-arxivHu et al. [39] dataset, providing a mix of 
undirected graphs with binary features and a directed graph with 
digital node characteristics. 

5.2 Data availability

The dataset used in this study is provided by the authors of 
GNNGuard: Defending Graph Neural Networks against Adversarial 
Attacks and is publicly available on GitHub at the following link: 
https://github.com/mims-harvard/GNNGuard. The dataset is used 
in accordance with the original authors’ terms and conditions. 

5.3 Baselines

To evaluate the effectiveness of Entropy Defense, we use the 
adversarial attack repository DeepRobust Li et al. [40] to compare 
it to state-of-the-art GNN and defense models, including GCN, 
GIN, JK-NET, GNN-Jaccard, GNN-SVD, and GNNGuard. These 
represent a diverse set of approaches for GNN architecture and 
adversarial defense strategies.

• GCN Kipf and Welling [19]: Although there are many 
different GNN variants, GCN remains the most representative 
of them all.

• GIN Xu et al. [41]: GIN generates node embeddings by 
aggregating neighborhood information using an isomorphism 

insensitive aggregator, and has gained attention in the field 
of graph representation learning due to its expressiveness and 
effectiveness in handling a wide range of graph-structured 
data. It is often used as a baseline to defend against 
adversarial attacks.

• JK-NET Xu et al. [42]: JK-NET enhance the expressiveness 
and performance of graph neural networks by combining 
and aggregating information from multiple “jumping” layers, 
showcasing its potential to enhance the expressiveness and 
effectiveness of graph representation learning.

• GNN-Jaccard Wu et al. [33]: GCN-Jaccard filters the edges 
of nodes whose Jaccard similarity of connected features is 
less than a threshold to preprocess the network. The method 
exploits the fact that attackers tend to connect nodes with 
different features or different labels.

• GNN-SVD Entezari et al. [34]: Since nettack is a high-rank 
attack, GNN-SVD reconstructs a low-rank approximation of 
the graph, significantly reducing the impact of adversarial 
attacks. While its initial goal is to defend against nettack, it can 
be directly extended to non-targeted and random attacks.

• GNNGuard Zhang and Zitnik [16]: GNNGuard is one of the 
most effective preprocessing methods available for defense 
against adversarial attacks (especially direct attacks). It is based 
on neighbor importance estimation to detect suspicious edges 
and mitigates the negative impact of predictions by removing 
or reducing their weight in neural messaging.

5.4 Setup

• Adversarial attacks. We compare the model to a baseline of 
three adversarial attacks: direct targeted attack Zügner et al. 
[25], influence targeted attack Zügner et al. [25], and non-
targeted attack (Mettack Zügner and Günnemann [27]). In 
direct targeted attack, we set Δ = N̂u. In Mettack, we use the 
“Meta-Self ” training strategy and set the perturbation rate 
{0%,5%,10%,15%,20%,25%}. In influence targeted attack, we 
perturb only the 5 neighbors of the target node and set Δ = N̂u
for all neighbors of the target node. In node selection for target 
attack, we select 40 correctly classified target nodes (10 nodes 
with the largest classification margin, 20 random nodes, and 10 
nodes with the smallest margin). We perform the entire attack 
and defense process against each selected node and return the 
average classification accuracy.

• GNN models. We combine the Entropy Defense approach with 
three GNNs (GCN Kipf and Welling [19], JK-NET Xu et al. 
[42], GIN Xu et al. [41]) and show the defense performance of 
these models against adversarial attacks.

• Defense algorithms. We compare our approach with three 
existing state-of-the-art defense algorithms: GNN-SVD 
Entezari et al. [34], GNN-Jaccard Wu et al. [33], and 
GNNGuard Zhang and Zitnik [16].

We further investigate the feasibility of our approach for low-
rank nodes in Section 5.2. We selected 30 correctly classified target 
nodes (10 nodes with the largest classification margin, 10 random 
nodes, and 10 nodes with the smallest margin) to compare with 
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GNNGuard Zhang and Zitnik [16] under the GCN model and three 
different datasets (Cora, Citeseer, Cora_Ml). 

5.5 Defense against targeted and 
non-targeted attacks

1. Direct targeted attack. We observe in Table 3 that the direct 
targeted attack is an extremely harmful attack that effectively 
degrades the performance of all GNN models. The results 
suggest that Entropy Defense outperforms other methods 
in most cases and significantly on the Cora ML datasetAs 
shown in the table our method outperforms other methods 
on the attacked target nodes in most cases. Especially on the 
Cora_Ml dataset, GNNGuard, which is currently the most 
effective method against direct targeted attacks, is actually not 
as effective. Although in some cases our method is not the most 
effective, it is clear that significant progress has been made.

2. Results for influence targeted attack. As shown in Table 2, 
Entropy Defense generally outperforms other baseline defense 
algorithms in terms of classification accuracy. And it is clear 
that the attack effect of the influence targeted attack is much 
smaller than that of the direct targeted attack (by looking at the 
“Attack” and “No-Attack” columns in Tables 2, 3), suggesting 
that part of the perturbation information is dispersed during 
the information transmission.

3. Results for non-targeted attack. As shown in Figure 6, our 
method clearly outperforms other methods. In particular, on 
the Citeseer dataset, our model improves the classification 
accuracy of GCN by more than 10% at a 25% perturbation rate, 
and we also improve it by at least 8% compared to the other 
baselines. GNN-Jaccard performs well at low perturbations, 
but GNN-Jaccard only preprocesses the perturbation map 
once, which is not able to cope with high perturbations. GCN-
SVD is designed for targeted attacks and is not well adapted 
to non-targeted adversarial attacks. GNN-Guard is also a 
powerful defense method, however, it can be observed from 
Figures 6, 7 that our method is better than his in terms of both 
overall performance and stability.

5.6 Result: importance of repairer

In the previous subsection, we have demonstrated the 
effectiveness of our proposed framework. In this section, our goal is 
to understand the feasibility of our restore edge operation.

As can be seen from Figure 8, low-degree nodes still account 
for the majority in the dataset, and low-degree nodes are more 
vulnerable to attacksZügner et al. [25], so to defend against 
adversarial attacks more effectively, starting from the low-degree 
nodes is undoubtedly a better choice. Table 4 confirms our idea, we 
selected 1% nodes with the smallest node degree for testing, and the 
results show that our method performs better than GNNGuard on 
low degree nodes.

To make our method more convincing, we randomly selected 
30 nodes with different degree distributions on the graph after the 
Nettack attack and verified our conjecture by randomly cropping a 
neighboring edge of these nodes. The experimental results in Table 5 

show that for low-rank nodes, the cropping neighbor edge attack 
renders the excellent defense method such as GNNGuard Zhang 
and Zitnik [16] ineffective, while our method is significantly better 
for low-rank nodes.

As can be seen in Figure 8, low-rank nodes make up a large 
percentage of the entire graph. We deliberately tested the effect of 
the attack of randomly pruning an edge against 30 low-rank nodes 
on three datasets, and the experiments show that the protection 
effect of GNNGuard Zhang and Zitnik [16] against this attack is 
very small, and even reduces the prediction effect. On the other 
hand, our method is very effective in protecting against this attack, 
and can even approach the prediction accuracy before the attack. 
Figures 9, 10 show the experimental results.

We focus on low-rank nodes, so we found an interesting 
phenomenon in our experiments, and Figure 11 illustrates our 
findings. In low-rank nodes (we refer here to nodes with degree 1 
and degree 2), except in the Cora_Ml dataset, an increase in degree 
instead decreases the prediction accuracy of the node and increases 
the resistance of the graph itself to the pruning edge attack. This also 
confirms our judgment that our defense method against low-rank 
nodes connecting edges is effective. 

6 Conclusion

In this study, we introduced Entropy Defense, a novel algorithm 
designed to safeguard neural networks against poisoning attacks. 
At its core, Entropy Defense operates by calculating the similarity 
between local structures of nodes, enabling it to selectively reduce 
edges. This approach adeptly minimizes the negative impacts during 
information transfer within GNNs, leaning heavily on both feature 
and structural similarities of nodes–two pivotal elements for a 
robust defense. As a result, Entropy Defense has the capability to 
reconstruct the graph structure extensively and eliminate potential 
deceptive edges. This method is underpinned by the concept of 
network homogeneity. A standout feature of our work is the 
innovative strategy to counteract adversarial attacks, emphasizing 
the restoration of the graph structure to its original, unperturbed 
state. Looking ahead, our objective is to refine our approach in line 
with established models, aiming to develop an even more effective 
and resilient algorithm, while also exploring applications beyond 
node classification.
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