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This paper proposes an encryption scheme based on hyperchaotic mapping for child information protection. First, phase diagrams of the hyperchaotic mapping are plotted under different parameter combinations, and the variation in phase trajectories confirms the sensitivity of the hyperchaotic mapping to control parameters. Then, the hyperchaotic mapping is iterated to obtain chaotic sequences, and the chaotic sequences are quantized to obtain pseudo-random sequences. Finally, based on those, a scrambling algorithm and a diffusion algorithm are designed to encrypt and protect the images. The original images are scrambled and diffused to obtain the ciphertext images and used to protect the information of missing children, which can effectively protect the safety of children’s information and assist the public security bureaus to quickly contact the parents of missing children.
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1 INTRODUCTION
In the digital era, data are increasingly becoming an important part of personal life and economic development [1, 2]. Among various data formats, images are widely used as information carriers for Internet transmission as they can carry large amounts of information and have high visibility [3, 4]. Due to the dependence of work life on the Internet, the rich information contained in images is at risk of being leaked [5–7]. Among these, the secure transmission and storage of image data face significant challenges as they contain sensitive information such as biometrics and geographic locations [8, 9]. Especially in the field of social welfare, such as missing children tracking, images need to be widely disseminated to expand the search scope, but they also must be prevented from being maliciously utilized to cause secondary damage [10, 11]. Image encryption can be used to encrypt an image into a noise-like ciphertext image by various means [12–15].
As an effective method to protect image information, image encryption techniques, especially those based on chaos theory, have been a hot topic of research in recent years [16]. This is because many inherent properties of chaotic systems, including ergodicity, acyclicity, high sensitivity to initial conditions and control parameters, and pseudo-randomness, meet the needs of cryptography and have an irreplaceable advantage in image encryption [17–21]. Meanwhile, some scholars have pointed out that hyperchaotic systems can provide higher security to encryption algorithms [22, 23]. In the context of information protection and verification of missing children, hyperchaotic mapping is preferred in view of the need for real-time performance. In this study, hyperchaotic mapping [24–30] is used in the design of the missing child information encryption scheme.
In the previous image encryption scheme design and application, usually, the image is compressed and encrypted to realize the fast transmission and protection of the image on the Internet [31–33]; another method includes encoding and encryption of the image to realize the safe storage of the information and prevent leakage or tampering [31, 34–36]; there is also the encryption and steganography of the image to realize the double-layer protection of the image [37–39]. However, information protection and verification of missing children are different from the previous image encryption protection processes, where the main idea is to encrypt children’s information to obtain ciphertext images and apply the ciphertext images to children’s products as stickers, such as on children’s school bags, water cups, and clothes. In the process of children getting lost or being found, the children’s information is verified, and it is convenient to get in touch with the children’s parents quickly. In view of this application idea, this paper designs a missing child information protection and verification scheme based on hyperchaotic mapping. The information protection scheme is divided into two steps: image scrambling and diffusion, which when combined with chaotic sequences can effectively hide the original information of children, and the reversible encryption scheme ensures that the information of children can be decrypted and verified quickly.
This paper carries out the following tasks:
	1. Memristor-coupled hyperchaotic mapping (MCHM) is presented in this paper, and its phase diagram is analyzed.
	2. The image or photo containing a child’s information is encrypted with a confusion algorithm and a diffusion algorithm.
	3. Security analysis of encrypted images to highlight the superiority of the scheme.

2 CHAOTIC MAPPING
MCHM is obtained by coupling the memristor and the iterative chaotic map with infinite collapse (ICMIC), and its mathematical model is described as Equation 1:
xi+1=sinaxi+bc+dyi2xiyi+1=yi+exi.(1)
When the initial value is (x0, y0) = [0.3, 0.5] and the system parameters a, b, c, d, and e are [−1, 1.5, −1, 1, 0.5], [−1, 1.5, −1.1, 1, 0.5], and [−1, 1.5, −1, 1.2, 0.5], the phase diagrams of MCHM are as shown in Figure 1. Comparing Figures 1a–c, the trajectory of the MCHM clearly changes when the control parameters are changed. That is, when the key changes slightly during the operation of the encryption scheme, the chaotic sequences generated by the MCHM also change, which changes the cipher images. This means that the mapping can provide great security for the design and operation of the encryption scheme.
[image: Three scatter plots labeled (a), (b), and (c) show clusters of blue points forming similar curved patterns in each panel. The x and y axes range from negative to positive values, indicating a dynamic data range. The patterns appear somewhat rotationally skewed across the panels.]FIGURE 1 | Phase diagrams of MCHM, (x0, y0) = [0.3, 0.5]: (a) (a, b, c, d, and e) = [-1, 1.5, −1, 1, 0.5]; (b) (a, b, c, d, and e) = [-1, 1.5, −1.1, 1, 0.5]; (c) (a, b, c, d, and e) = [-1, 1.5, −1, 1.2, 0.5].The chaotic range of the system parameters is decided by analyzing the Lyapunov exponent (LE) response. If one of the LEs is greater than 0, it is in a chaotic state, and if two LEs are greater than 0, it is in a hyperchaotic state. Encryption is carried out in the chaotic state situation by selecting the parameters. As shown in Figure 2, the range case of each parameter in a chaotic state is a∈[-1.1,-0.75], b∈[1.35,1.5], c∈[-1,-0.9], d∈[0.7,1.1], and e∈[0.4,0.54]. When parameter a is at [-1.1, -0.875] or [-0.87, -0.747], parameter b is at [1.43, 1.5], parameter c is at [-1, -0.975] or [-0.96, -0.92], parameter d is at [0.85, 1.1], and parameter e is at [0.47, 0.54], the system is in a hyperchaotic state. More complex dynamic characteristics are shown in this state, and the pseudo-random sequence generated by the system through iteration has higher randomness.
[image: Graphs show Lyapunov Exponents (LEs) in five panels labeled (a) through (e). Each panel plots LEs against a variable (a, b, c, d, e) using red and green lines. The x-axis ranges and LE values differ, indicating varying dynamics.]FIGURE 2 | Distribution of LEs with different parameters. (a) Parameter a; (b) parameter b; (c) parameter c; (d) parameter d; (e) parameter e.To test the randomness of the chaotic sequences, an NIST test (NIST SP800-22) is performed. It includes 15 tests. When the p-value is greater than or equal to 0.01 and the pass rate is greater than 96%, the sequence passes the randomness test. The specific test results are shown in Table 1. It can be seen from the results that this random sequence exhibits good randomness characteristics in statistical tests. It is shown that it is suitable for the proposed encryption scheme.
TABLE 1 | NIST test results for MCHM.	Items	MCHM
	P-value	PR (%)
	Frequency	0.198732	98
	Block frequency	0.346291	99
	Cumulative sums	0.637462	99
	Runs	0.029485	97
	Longest run	0.875123	100
	Rank	0.372634	99
	FFT	0.082712	99
	Non-overlapping template	0.028374	100
	Overlapping template	0.192734	100
	Universal	0.876123	98
	Approximate entropy	0.468102	98
	Random excursions	0.076390	100
	Random excursions variant	0.048716	100
	Serial	0.419021	99
	Linear complexity	0.289667	100


3 ENCRYPTION SCHEME
The encryption process includes three stages: parameter setting, image confusion, and diffusion. The encryption schematic is shown in Figure 3. The detailed steps are described as follows:
	Step 1: The image containing the child’s information and photo is imported, and the size of the ith image is recorded as mi × ni × li.
	Step 2: All images are converted into column vectors, and all column vectors are stitched into a whole, which is denoted as vector A, with length vl.
	Step 3: Column vector A is converted to cube B with dimensions M × N × L, where M and N are the height and width of each plane of the cube, respectively, and L is the height of the cube. M and N can be set as desired, and L is obtained by Equation 2. L=ceilvlMN.(2)

	Step 4: Based on the input image, the parameters associated with the plaintext hi are obtained.Hmi=−∑j=1255pj⁡log2pj,i=1⋯Lhmi=Hmi−floorHmi,i=1⋯Lhi=1L∑j=i−1floorl+1ifloorlhmj,i=1⋯7l=L7,(3)
where Pj stands for the pixel value and Hm stands for information entropy.
	Step 5: All the keys are inputted, and the MCHM is iterated based on the total image data volume vl to obtain the chaotic sequences of length 2×vl, and they are quantized to finally obtain two pseudo-random sequences x and y. The pseudo-random sequences q1–q12 used in the algorithm are obtained by Equations 4–8.α=maxM,N,L.(4)
q1=x1:α+y1:αmod⁡N+1q2=xα+1:2α+yα+1:2αmod⁡N+1.(5)
q3=x2α+1:3αmod⁡M+1q4=y2α+1:3αmod⁡L+1q5=x3α+1:4αmod⁡M+1q6=y3α+1:4αmod⁡L+1.(6)
q7=x4α+1:5αmod⁡N+1q8=y4α+1:5αmod⁡L+1q9=x5α+1:6αmod⁡N+1q10=y5α+1:6αmod⁡L+1.(7)
q11=xend−MNL+1:endq12=yend−MNL+1:end.(8)

	Step 6: The sequences q1 and q2 are processed and used to control the length of the permutation sequence, and q1 and q2 can be obtained by Equations 9, 10.q1i=q1i+ceilN4,q1i<N4q1i−floorN4,q1i>3N4q1i,other.(9)
q2i=q2i+ceilM4,q1i<M4q2i−floorM4,q1i>3M4q2i,other.(10)

	Step 7: Each row vector of cube B is split into two parts of random length, and the positions are swapped with the row vectors at random locations.t1=Bi,1:q1i,kt2=Bi,q1i+1:end,kt3=Bq3ik⁡mod⁡M+1,1:q1i,q4ik⁡mod⁡L+1t4=Bq5ik⁡mod⁡M+1,q1i+1:end,q6ik⁡mod⁡L+1,i=1…Mk=1…L.(11)
Bi,1:q1i,k=t3Bq3ik⁡mod⁡M+1,1:q1i,q4ik⁡mod⁡L+1=t1Bi,q1i+1:end,k=t4Bq5ik⁡mod⁡M+1,q1i+1:end,q6ik⁡mod⁡L+1=t2,i=1…Mk=1…L.(12)

	Step 8: Each column vector of cube B is split into two parts of random length, and the positions are swapped with the column vectors at random locations. The cube with the completed column swap is noted as C. It can be obtained by Equations 13, 14.t1=B1:q2j,j,kt2=Bq2i+1:end,j,kt3=B1:q2j,q7jk⁡mod⁡N+1,q8jk⁡mod⁡L+1t4=Bq2i+1:end,q9jk⁡mod⁡N+1,q10jk⁡mod⁡L+1,j=1…Nk=1…L.(13)
B1:q2j,j,k=t3B1:q2j,q7jk⁡mod⁡N+1,q8jk⁡mod⁡L+1=t1Bq2i+1:end,j,k=t4Bq2i+1:end,q9jk⁡mod⁡N+1,q10jk⁡mod⁡L+1=t2,j=1…Nk=1…L.(14)

	Step 9: Cube C is converted into column vector D, and the first pixel value is combined with the pseudo-random sequence to get the new pixel value. It can be obtained by Equations 15, 16.E1=D1⊕q111.(15)
Ei=Di⊕q11i⊕Ei−1,i⁡mod⁡2=1Ei=Di⊕q12i⊕Ei−1,i⁡mod⁡2=0,i=2…MNL.(16)

	Step 10: The vector E is segmented and shaped according to the dimensions of the original images to obtain the corresponding ciphertext images.

[image: Flowchart illustrating an image encryption process. It starts with "Original Images" leading to "Confusion" and "Diffusion" through "ICMIC" and "Chaotic sequences." A photo of a child eating ice cream is shown with personal details, including name, birth date, address, and parents' phone numbers, and two cryptic images representing the transformed outputs.]FIGURE 3 | Encryption schematics.4 SIMULATION RESULT
Being able to completely encrypt and decrypt children’s information and photos is the first requirement for practical applications. In the simulation experiment, three sets of images are used (“kid” with size 200 × 289 × 3, “information1” with size 300 × 152 × 3; “girl” with size 768 × 512 × 3, “information2” with size 300 × 174 × 3; and “boy” with size 768 × 512 × 3, “information3” with size 300 × 138 × 3), and they are encrypted and decrypted separately and in a hybrid manner. The simulation results are shown in Figures 4–7. From Figures 4–6, it can be seen that the scheme can successfully encrypt and decrypt children’s information and photographs. As shown in Figure 7, it is also possible to securely encrypt and decrypt a large number of children’s information and photographs if necessary. In other words, the proposed encryption and decryption scheme can perform both individual processing and batch protection of children’s information and photographs.
[image: A set of three images labeled (a), (b), and (c). Image (a) and (c) show a young child eating an ice cream cone with personal information displayed below. Image (b) depicts a static-like, multicolored noise pattern.]FIGURE 4 | Simulation results: (a) original images, “kid” and “information1”; (b) encryption images; (c) decryption images.[image: Three-panel image: (a) A child with a painted face, wearing a colorful sweater. (b) A static noise pattern filling the frame. (c) Same child with painted face and colorful sweater, similar to panel (a).]FIGURE 5 | Simulation results: (a) original images, “girl” and “information2”; (b) encryption images; (c) decryption images.[image: Three-panel image: Panel (a) shows a child in a blue sweater smiling, with a personal information plaque below. Panel (b) displays random noise or static. Panel (c) shows the same child, but the personal information text is less visible.]FIGURE 6 | Simulation results: (a) original images, “boy” and “information3”; (b) encryption images; (c) decryption images.[image: Three similar images are labeled (a), (b), and (c). Each image features a child, with some parts obscured by noise overlay. In (a), a child with face paint is visible; (b) is heavily distorted, making details unclear; (c) shows the child again. Text boxes appear but are mostly illegible.]FIGURE 7 | Simulation results: (a) original images; (b) encryption images; (c) decryption images.5 PERFORMANCE TESTS
5.1 Key security
5.1.1 Key space
The size of the key space determines whether the encryption scheme can resist exhaustive attacks. Generally, when the key space reaches 2100, it is considered to be capable of resisting exhaustive attacks, and the more the key space is, the better the scheme. In this encryption scheme, the key comprises two components: parameters related to the original images and those associated with hyperchaotic mapping. All the keys are tested one by one; the key space of parameters b and d is 1015, and the key space of the remaining parameters is 1016, so the total key space is 10 (15 × 2 + 16 × 7) = 10142 ≈ 2471. The key space of different algorithms is shown in Table 2 [16, 40–42]. The key space test and comparison results indicate that the proposed encryption scheme has adequate capability to resist brute-force attacks.
5.1.2 Key sensitivity
The encryption scheme can be considered key-sensitive when a small error in the key can cause decryption failure on the decryption side. In the key sensitivity test, “kid” and “information1” are used as the test images. During the test, each key on the encryption side is kept constant, and the key a = a + 10-16 on the decryption side. The decryption results are shown in Figure 8. The ciphertext image cannot be decrypted successfully with smaller parameter variations. As shown in Figure 8, a small error in the key causes the decryption to fail, verifying the key sensitivity of this scheme.
[image: Two rectangles filled with multicolored static noise. The left rectangle is vertical, and the right rectangle is horizontal. The noise pattern consists of a mix of tiny colored specks.]FIGURE 8 | Key sensitivity test results, a = a+10−16.5.2 Statistical characterization
5.2.1 Histogram
A histogram can visually depict the strength of the pixels in the image. By comparing the histograms of the original image and the encrypted image, the ability of the encryption scheme to change the pixel values of the image can be verified. The histograms of “kid” and “information1” are shown in Figure 9. The histograms of the original images have distinct crests and varying distributions at each pixel level. The histograms of the encrypted images show an undifferentiated uniform distribution, which means that the pixel-level distribution of the original images is effectively changed and hidden by the encryption scheme.
[image: Two sets of grayscale histograms labeled (a) and (b). In (a), the left histogram shows multiple peaks with pixel counts under 4,000, while the right histogram displays sharp peaks with counts reaching 15,000 at specific grayscale values. In (b), both histograms show evenly distributed pixel counts around 250, indicating a uniform distribution across grayscale values.]FIGURE 9 | Histogram of “kid” and “information1”: (a) original images and (b) encryption images.5.2.2 Correlation
The property of local smoothing of the image determines a strong correlation between the adjacent pixels of the image, and the intensity of the correlation is measured by both the coordinate plot and the coefficient, which are shown in Figure 9 and Table 2, respectively. As shown in Figure 10, neighboring pixels of “kid” and “information1” are compactly distributed on a straight line with slope 1, which means that the neighboring pixels have the same or similar values. The adjacent pixels of the corresponding encrypted images are distributed throughout the coordinate space, and the values of the adjacent pixels are not correlated. As shown in Table 3, the correlation coefficients of the original images are large, while the correlation coefficients of the encrypted images are close to 0. The change in the correlation between the adjacent pixels of the image indicates that the encryption scheme effectively swaps the location and changes the values of the pixels, thus hiding the correlation characteristics of the original images.
TABLE 2 | Comparison of key spaces	Algorithms	Reference [40]	Reference [16]	Reference [41]	Reference [42]	Proposed
	Key space	2249	2266	2352	2398	2471


[image: Two 3D scatter plots labeled (a) and (b). Plot (a) shows separated colored layers (red, green, blue) on a grid, viewed from side angles. Plot (b) displays the same colored layers but denser and more overlapped, viewed from a more top-down angle. Both plots have axes numbered zero to two hundred on the base and zero to fifteen vertically.]FIGURE 10 | Correlation coordinate diagram of “kid” and “information1”: (a) original images and (b) encryption images.TABLE 3 | Correlation coefficients of different images.	Images	Original images	Encryption images
	Horizontal	Vertical	Diagonal	Horizontal	Vertical	Diagonal
	Kid	0.9739	0.9776	0.9551	0.0015	0.0009	−0.0023
	Information-1	0.8458	0.7476	0.6864	−0.0016	0.0018	−0.0008
	Girl	0.9924	0.9879	0.9813	0.0019	0.0022	−0.0009
	Information-2	0.7887	0.6612	0.6005	−0.0008	0.0016	−0.0012
	Boy	0.9718	0.9638	0.9534	−0.0012	−0.0016	−0.0036
	Information-3	0.7692	0.6208	0.5325	−0.0021	0.0013	−0.0024


5.2.3 Information entropy
Information entropy is used to test the statistical characteristics of an image. For an image, the higher the information entropy is, the more information it contains, and the more confusing the image is. The original images contain a certain amount of visual information, and their information entropy is a constant value. The information of the encrypted images is confusing, and the information entropy increases with a theoretical maximum value of 8 [43]. The information entropy test results for different images are shown in Table 4, and the information entropy test results for different algorithms are shown in Table 5 [35, 42, 44–46]. As shown in Table 4, compared to the original images, the information entropy of the encrypted images increases significantly and is close to the theoretical maximum. As shown in Table 5, the designed encryption scheme has some advantages in hiding the statistical features of the image data.
TABLE 4 | Information entropy of different images.	Images	Original images	Encryption images
	R	G	B	R	G	B
	Kid	7.3133	7.1356	7.2659	7.9972	7.9973	7.9972
	Information1	4.2216	4.4069	4.6804	7.9962	7.9966	7.9963
	Girl	7.8485	7.0813	7.2107	7.9996	7.9995	7.9996
	Information2	4.0338	4.3841	4.7260	7.9973	7.9972	7.9972
	Boy	7.5723	7.5670	7.5405	7.9995	7.9995	7.9995
	Information3	3.1523	4.6179	5.2750	7.9959	7.9958	7.9959


TABLE 5 | Information entropy of different algorithms.	Algorithms	Image size	Encryption images (average)
	R Channel	G channel	B Channel
	Reference [44]	256 × 256	7.99720
	Reference [35]	256 × 256	7.99698
	Reference [42]	256 × 256	7.99705
	Reference [45]	256 × 256 × 3	7.9958	7.9950	7.9949
	Reference [46]	256 × 256 × 3	7.9837	7.9916	7.9950
	Proposed	200 × 289 × 3	7.9972	7.9973	7.9972


5.3 Anti-rolling edge test
The encrypted images containing children’s information are printed on the clothes, and if the edge of the image rolls up as the clothes are used, then the edge information may be invalidated. When the edge information of the images is invalidated, the decryption effects of the encrypted images are shown in Figure 11. The edge of the original images is cropped by one circle, and the invalidated information accounts for 23.44%; the cropping effects are shown in Figure 10a. The visual effects of the damaged ciphertext images after being decrypted on the decryption side are shown in Figure 10b. As shown in Figure 11, the original information can still be recovered even if the child’s information and photo edges are rolled up to some extent.
[image: (a) Two graphics showing noise patterns, one vertical and one horizontal. (b) A young child eating a snack outdoors next to a card with the text: "Name: Star, Date of birth: October 12th 2018, Address: Room 001, No. 001, Binhai Road, Dalian, China, Phone number of mother: 12345678, Phone number of father: 87654321."]FIGURE 11 | Anti-rolling edge test results: (a) cipher image and (b) restored image.5.4 Noise test
The cipher image is usually acquired using the photographing method, which produces noise on the cipher image. Salt and pepper noise and Gaussian noise are chosen to model the effect of noise on image restoration. Figure 12 shows the cipher image subjected to salt and pepper (S&P) noise with 0.1, 0.01, and 0.001 intensity and Gaussian noise with 0.001 intensity. The content of the image can be clearly seen at the reduction end, which in turn illustrates the feasibility of the scheme.
[image: Four green panels labeled (a), (b), (c), and (d), each containing identical text: "Name: Star, Date of birth: October twelfth, 2018, Address: Room 001, No. 001, Binhai Road, Dalian, China, Phone number of mother: 12345678, Phone number of father: 87654321."]FIGURE 12 | Noise test results: (a) S&P 0.1; (b) S&P 0.01; (c) S&P 0.001; (d) Gaussian noise 0.001.5.5 Differential attack
Differential attack is a common method used by attackers to crack algorithms. The attacker randomly changes one pixel point of the plaintext image to get the cipher image and analyzes the difference between the two cipher images to crack the scheme.
In the differential attack test, the plaintext image is encrypted twice; the first time is normal encryption, and the cipher image is T1; the second time, the attacker randomly changes one pixel point of the plaintext image to get the cipher image, and the cipher image is T2. Since the scheme plaintext information is associated with the initial value of the chaotic system, randomly changing one pixel value of the plaintext image will again result in a different initial value of the chaotic system, and its chaotic sequence also changes. Therefore, the encrypted structure and content are changed, and the resulting encrypted image is also changed.
The difference between T1 and T2 is evaluated by the number of pixels change rate (NPCR) and the unified average changing intensity (UACI). The test results are shown in Table 6.
NPCRT1,T2=1MN∑i=1M∑j=1NSignT1i,j−T2i,j×100%UACIT1,T2=1MN∑i=0M∑j=0NT1i,j−T2i,j255−0×100%,
where Sign (•) is a symbolic function.
TABLE 6 | Test results of different images.	Images	NPCR (%)	UACI (%)
	Kid	99.6012	33.4311
	Girl	99.6114	33.4821
	Boy	99.6241	33.4636
	Average	99.6122	33.4589


5.6 Comparison with other state-of-the-art encryption schemes
In conclusion, the various performance metrics mentioned above are discussed to compare the proposed encryption algorithm with other state-of-the-art chaotic and non-chaotic encryption algorithms. Reference [46] and Reference [47] proposed chaotic encryption schemes. Reference [48] used the advanced encryption standard (AES) scheme. The comparison results are shown in Table 7.
TABLE 7 | Comparison with other encryption schemes.	Process	Proposed	[46]	[47]	[48]
	Key space	2471	2326	2448	2128
	NPCR (%)	99.6122	99.6025	99.60	99.5650
	UACI (%)	33.4589	33.4612	33.42	33.4675
	Entropy	7.9972	7.9993	7.9993	7.9971


6 DISCUSSION AND CONCLUSION
6.1 Discussion
In recent years, significant progress has been made in visual information mapping techniques based on deep learning [49, 50]. The visual consistency of feature embedding has been optimized through the cascading attention mechanism, and the robustness of cross-modal information has been improved using adversarial generative networks [51, 52]. These techniques are better able to print child-protective cipher information on clothing in the future.
The existing solutions mainly conduct anti-edge curling and noise tests for image encryption on carriers such as clothing and schoolbags. However, in practical applications, children’s information may be printed on more complex carriers (such as clothes with rough fabric textures and easily worn plastic labels). In the future, the decryption effect of encrypted images under extreme physical conditions (such as high temperature, water stains, and tensile deformation) can be further tested, and combined with image restoration algorithms (such as damaged area completion based on deep learning), the adaptability of the scheme to diverse carriers and environments can be enhanced.
6.2 Conclusion
An image encryption scheme is proposed in this paper for the protection and verification of missing children’s information. First, the dynamical behavior of the hyperchaotic mapping used in the design of the encryption scheme is analyzed, and the analysis results prove that the hyperchaotic mapping is suitable for image-encryption design. Then, the pseudo-random sequences are used to swap the missing child image information with random length random positions, divided into row swap and column swap. Next, a selective XOR is used between the image sequence and the pseudo-random sequences. Finally, the effectiveness of the encryption scheme is verified by simulation. Considering that the missing child’s information should be decrypted by a specific person, the security of the encryption scheme should also be guaranteed. The sensitivity to the key and the large key space guarantee the resistance of the encryption scheme to exhaustive attacks. Comparing the statistical characteristics of the data between the cipher images and the original images, the pixel-level distribution status of the original images, the correlation between the adjacent pixels, and the amount of information contained in the image are hidden or broken. Considering that children’s clothes will have curled edges in the process of use, the image encryption scheme is tested against curled edges. The test results show that even if the missing child information has a certain degree of curled edges, it can be recovered. In summary, this scheme provides technical support for the protection and verification of missing children’s information.
Moreover, this technique can be applied to prevent the missing of children. For example, the detailed information of children, along with those of their parents (Figure 13), can be encoded. The encrypted image will be attached to the clothes (Figure 14). In instances where children go missing, law enforcement agencies can employ specialized readers to decrypt the encrypted information, thereby facilitating accurate and expeditious contact with designated guardians. Moreover, the amalgamation of image encryption significantly amplifies the computational complexity faced by malicious entities attempting to breach the encryption, effectively impeding easy access to children’s information and mitigating concerns regarding privacy breaches. It can enhance the probability of successfully locating missing children.
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