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With the rapid development of science and technology and network technology, the
study of information security has become a hot spot, and image encryption has
potential value in this regard. In this paper, an image encryption scheme based on
controlled zigzag transform and bit-level encryption under the quantum walk
environment is proposed. First, the parameters of the alternating quantum walk
are obtained using the SHA-256 method, and the probability matrix of the quantum
distribution on the two-dimensional lattice is obtained by multiple walk
measurements; second, the spatial dislocation and bit-level dislocation of the
image are realized by performing controlled zigzag dislocation and three-
dimensional tesseract-like rotational dislocation on the color image; �nally, after
preprocessing the probability matrix of the quantum distribution, the matrix is bitwise
with the dislocated image to achieve the encryption protection of image information.
The effectiveness of the encryption scheme is veri�ed by simulation experiments,
and the scheme has a signi�cant encryption effect. Compared with other encryption
schemes, this scheme has better key sensitivity and dislocation effect, which
provides a new approach to the �eld of image quantum encryption.
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1 Introduction

With the fast development and application of network technology, image information is
more and more widely used in our daily life for different purposes such as medical images,
scanned images, and remote sensing images Hossein Movafegh Ghadirli and Enayatifar [1];
Jianfeng Zhao et al. [2]; Sui and Gao [3]; Nanrun Zhou et al. [4]; Yuxin Shen et al. [5]; Xiaoyong
Ji et al. [6]. To prevent image information from being attacked by hackers and other illegal
elements during the network transmission process, which poses a threat to information security,
researchers from various countries have studied various methods to hide and protect image
information Gen Liu and Jiang [7]; Yuzhen Li et al. [8]; Xingyuan Wang and Cao [9]; Wang and
Sun [10]; Vidhya and Brindha [11]. The current common image encryption methods are
roughly divided into two parts: 1) the traditional scrambling algorithm is based on the spatial
position of the image pixel value Gen Liu and Jiang [7]. It can transform the image information
in the spatial position, which can achieve the visual encryption effect, but the whole image can
be encrypted. The pixel values that are not processed are vulnerable to data analysis attacks and
have poor security. 2) The image encryption algorithm is under the chaotic system Wang
and Guan [12]; Li-Hua Gong et al. [13]; Wang and Liu [14]; Abitha and Bharathan [15];
AL-Hashemy and Mehdi [16]; Hegui Zhu et al. [17]; Gao [18]; Liu et al. [19]. Encryption
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technology based on the chaotic system was developed in the 1990s
and has been continuously improved due to its sensitivity to initial
conditions, ergodicity, and randomness, and it has become the
most widely studied and used encryption algorithm. However, the
chaotic sequence generated by the conventional chaotic algorithm
generally has local linearity, and the correlation shows a certain
periodicity, which affects the security of the image more or less.

In recent years, researchers are keen to combine traditional pixel-
based spatial scrambling methods with chaotic systems and have
proposed many “scrambling-diffusion” image encryption
algorithms. Among them, the commonly used scrambling methods
combined with chaotic systems are the following: Arnold transform
Sui and Gao [3]; Nanrun Zhou et al. [4], zigzag transform Gen Liu and
Jiang [7]; Yuzhen Li et al. [8]; Xingyuan Wang and Cao [9]; Wang and
Guan [12], Knight Parade transform Xiaoyong Ji et al. [6], DNA
encoding Wang and Liu [14]; Wang and Sun [10]; Li-Hua Gong et al.
[13]; Yi-Nuo Wang et al. [20], Rubik’s cube transform Vidhya and
Brindha [11]; Abitha and Bharathan [15]; AL-Hashemy and Mehdi
[16]; Hegui Zhu et al. [17]; Jingbo Zhao et al. [21], and so on. In 2015,
Yuzhen Li et al. took a combination of the zigzag scrambling transform
and a 3-D logistic map chaotic structure into consideration and
proposed an image encryption scheme, which increased the key
space and improved the security of image information compared
with the general chaotic encryption Yuzhen Li et al. [8]. In 2016,
Abitha K.A combined the chaotic Baker with the Rubik’s cube
principle to come up with a novel image encryption method,
which increases the security of the cryptographic system Abitha
and Bharathan [15]. In 2019, Xingyuan Wang put forward an
image encryption method that takes the zigzag scrambling
transform and LL compound chaotic system to improve the
scrambling effect by improving the traditional zigzag scrambling
transform Xingyuan Wang and Cao [9]; in the same year, Wang
also proposed a combination of zigzag scrambling. The image
encryption algorithm combining transformation and DNA-like
encoding has higher security and sensitivity than the previous
chaotic algorithm by improving zigzag scrambling transformation
and DNA-like encoding Wang and Sun [10]. In 2021, Hegui Zhu came
up with a bit-level image encryption algorithm based on the 3-D
Rubik’s cube, which provided a new idea for the bit-level diffusion
encryption of 2-D images Hegui Zhu et al. [17]. Although the chaotic
algorithm generally has the characteristics of ergodicity and
randomness, it can fully encrypt the image and can resist most
attacks, but its periodic characteristics render the security of the
image not well protected.

To cope with the periodic characteristics of chaotic systems, some
researchers have introduced neural networks Zhang and bo Fang [22];
XingyuanWang and Li [23]. In 2015, Kun Zhang et al. proposed an
image encryption algorithm based on a TD-ERCS system and wavelet
neural network, using a wavelet neural network to study a TD-ERCS
system to obtain an aperiodic-chaotic sequence Zhang and bo Fang
[22]. In 2021, Xingyuan Wang et al. took the BP neural network into
consideration , used it with PWLCM to produce a random and
aperiodic key stream for image encryption, and �nally obtained a
good encryption scheme with good encryption effect and security
XingyuanWang and Li [23]. Moreover, some researchers have found
another new way of thinking to solve many problems that cannot be
solved by classical computers against the background of the rapid
development of quantum computing and quantum communication
Elias Venegas-Andraca [24]; S. Marsh and Wang [25]; Fen Liu et al.

[26]; Jing-Yi Dai and Zhou [27]; Ahmed et al. [28]; Alanezi et al. [29];
Ahmed et al. [30]; Nan-Run Zhou et al. [31]; Yulin Ma et al. [32];
Ahmed et al. [28]; Quan Lin et al. [33]. The quantum walk has been
widely studied by researchers because of its non-periodicity in
addition to the randomness of chaotic systems S. Marsh and Wang
[25]. In 2020, Ahmed A. Abdel-Latif et al. proposed a quantum walk-
based pseudo-random number generator, which has a good
encryption effect in quantum image encryption Ahmed et al. [28].
In 2021, Bassem Abd-El-Atty et al designed a variety of new image
encryption schemes using quantum walks A. Alanezi et al. [29];
Bassem Abd-El-Atty and El-Latif [34]; Ahmed et al. [30]. On the
basis of various scholars, this paper uses the randomness and
aperiodicity of quantum walks in two-dimensional space to
propose an image encryption scheme combining zigzag and 3-D
Rubik’s cube transformation under a two-dimensional quantum
walk for the �rst time. The scheme not only uses the strong
randomness of the quantum walk but also fully combines the
zigzag scrambling transform and Rubik’s cube-like azimuth-level
image encryption and achieves the expected image encryption
effect. The organization of this paper is roughly arranged as
follows: the introduction and arrangement of relevant knowledge
are shown in Section 2, the third part is the experimental
veri�cation and analysis of the scheme; the experimental
veri�cation and analysis of the scheme are shown in Section 4; and
�nally, Section 5 shows a conclusion and provides the future of the
scheme outlook for work and vision.

2 Preliminaries

2.1 Two-dimensional quantum walk

Quantum walk, which is known as quantum random walk, is the
manifestation of particle random walk under quantum mechanics.
Quantum walks can now be divided into two categories—continuous
quantum walks and discrete quantum walks. This study uses discrete
quantum walks. The Hilbert space H of the discrete quantum walk is
mainly composed of the coin register space Hcoin and the position state
register space Hpost tensors. The quantum walk process on the two-
dimensional Hilbert space can be divided into two steps: the �rst is to
determine the coin operator �C used to represent the state of the coin
and then the transfer operator �S is used to determine the direction of
one-step walking; this process can be dynamically expressed as a
process in which a unitary operator �U acts repeatedly in the
superposition state.

�U � �S �C � �I� �, (1)

where �U is a unitary operator, �S is the transfer operator, �C is the coin
operator, and �I is the identity gate which is shown as the identity
matrix. The coin operator can usually be expressed as

�C � cos � sin �
�sin � cos �� �, (2)

where we choose the � � �
4, and �C is the Hadamard operator.

The transfer operator, also known as the offset operator,
determines the offset of the superposition state. When the spin of
the coin state is upward (that is, |0�), the superposition state advances
one unit in the positive direction; on the contrary, when the spin of the
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coin state is downward (that is, |1�), the superposition state advances
one unit in the opposite direction.

�S � 1��1 || � � n � 1��n || + 0��0 || � � n + 1��n || (3)

In a quantum walk on a two-dimensional lattice, Hpost is
determined by the positional state | M, N� | M, N � Z{ } tensor,
so the unitary operator repeatedly acting on the superposition state
can be expressed as

�U � �SY,X �H � �I� �, (4)

�SY,X �
1
2

�SX + �1( )n �SX� � +
1
2

�SY + �1( )n+1�SY� �, (5)

�SX � 1��1 || � �
M,N�Z

M � 1, N��M, N ||

+ 0��0 || � �
M,N�Z

M + 1, N��M, N ||
(6)

�SY � 1��1 || � �
M,N�Z

M, N � 1��M, N ||

+ 0��0 || � �
M,N�Z

M, N + 1��M, N ||
(7)

When the number of steps the particle walks is odd, �SY acts on the
superposition state; when the coin state is |1�, the position state is one
step forward in the negative direction of the Y-axis; and when the coin
state is |0�, the position state is one step forward in the positive
direction of the Y-axis. On the contrary, when the number of steps
taken by the particle is an even number, �SX acts on the superposition
state; when the coin state is |0�, the walker moves towards the positive
X-axis. The direction is one step forward. When the coin state is |1�,
the position state is one step forward in the negative direction of the X
-axis. Assuming that the initial state is �ini, the superposition state after
the particle walks n steps is �n. Measuring the possibility of the

FIGURE 1
Zigzag scrambling transform principle.

FIGURE 2
The bitwise expansion of a two-dimensional decimal matrix extended to a three-dimensional space to construct an eighth-order Rubik’s cube-like.
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superposition state of each point, we can get the probability
matrix P(Y, X, n).

P Y, X, n( ) � �
coin

�y, x, coin| �Un|�inti�
����

����2

� �y, x, 0| �Un|�inti�
����

����2 + �y, x, 1| �Un|�inti�
����

����2. (8)

2.2 Controlled zigzag transform

As a method of scanning and scrambled transformation, zigzag
scrambling transformation means that the elements in the zigzag
scrambling scanned image matrix are �rst saved in a one-dimensional
array, and then they are rearranged into a two-dimensional matrix
based on �xed rules. The order of the classic zigzag scrambling
transform scan is zigzag from the upper left corner to the bottom
right corner.

In order to make the scrambling effect better to overcome the
periodicity of the traditional zigzag transformation, this

paper proposes the zigzag transformation which is under the
two-dimensional quantum walk (as shown in Figures 1, 2): the
initial position of the zigzag transformation is determined by the
quantum walk. The random sequence generated by the walk is
determined, and the upper-right corner and upper-left corner of
the pixel are zigzag scanning and stored in two sets of one-
dimensional arrays in turn, and then the upper-right corner array
is in front of the lower-left corner array and a new one-dimensional
array is formed in the back, in a certain order.

2.3 Rubik’s cube-like transform

The Rubik’s cube, also known as the magic cube, was �rst
proposed by foreign scholar Erno Rubik and has been widely
used in mechanical engineering; later, it entered everyone’s daily
life as an educational toy for developing intelligence. Each layer of
the Rubik’s cube can be rotated arbitrarily, and the more the
betweenness, the more the rotation methods. By rotating the

FIGURE 3
Encryption algorithm under a 2-D quantum walk.

TABLE 1 Eighth-order Rubik’s cube rotation mode.

T2 = 1 T2 = 2 T2 = 3 T2 = 4

T1 = 1 The �rst layer is rotated 90° The �rst layer is rotated 180° The �rst layer is rotated 270° The �rst layer is rotated 360°

T1 = 2 The second layer is rotated 90° The second layer is rotated 180° The second layer is rotated 270° The second layer is rotated 360°

T1 = 3 The third layer is rotated 90° The third layer is rotated 180° The third layer is rotated 270° The third layer is rotated 360°

T1 = 4 The fourth layer is rotated 90° The fourth layer is rotated 180° The fourth layer is rotated 270° The fourth layer is rotated 360°

T1 = 5 The �fth layer is rotated 90° The �fth layer is rotated 180° The �fth layer is rotated 270° The �fth layer is rotated 360°

T1 = 6 The sixth layer is rotated 90° The sixth layer is rotated 180° The sixth layer is rotated 270° The sixth layer is rotated 360°

T1 = 7 The seventh layer is rotated 90° The seventh layer is rotated 180° The seventh layer is rotated 270° The seventh layer is rotated 360°

T1 = 8 The eighth layer is rotated 90° The eighth layer is rotated 180° The eighth layer is rotated 270° The eighth layer is rotated 360°
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blocks of each layer, there will be a positional offset, and the Rubik’s
cube can be restored by using the same reverse rotation. Based on
this idea, we expand the image map like an eighth-order Rubik’s
cube; the layers of the Rubik’s cube are selected through the random

sequence obtained by the quantum walk, and the Rubik’s cube is
rotated in a certain way to complete the pixel-value calculation. Also,
the bit-level scrambling improves the security and con�dentiality of
image information.

FIGURE 4
Experiment results: (A) is the encryption and decryption result of the bridge of size 1,440•1,080, (B,C) stand for the encryption and decryption result of the
baboon of size 512•512, and the encryption and decryption result of the house whose size is 512•512.

FIGURE 5
Histogram distribution of Baboon: (A) is original image’s histogram, and (B) is encrypted image’s histogram.
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I0�255 � I8,I7, I6I5, I4, I3, I2, I1� 	0,1, (9)

Y�
X�
 � � ROTE �( ) Y

X
 �, (10)

ROTE �( ) � cos � �sin �
sin � cos �
 � � cos � 1 0

0 1
 � + sin � 0 �1
1 0
 �

� exp � 0 �1
1 0
 �� �. (11)

3 Methods

In this article, taking advantage of the chaotic and aperiodic
characteristics of the quantum walk, a new image encryption scheme
is proposed under the two-dimensional quantum walk, combining zigzag
scrambling transformation with random position as the starting point and
bit-level scrambling encryption of a 3-D Rubik’s cube rotation (the general
content of the scheme is demonstrated in Figure 3).

3.1 Image encryption

In this scheme, the color digital image is encrypted by combining
the novel zigzag transform and 3-D Rubik’s cube under the two-
dimensional quantum walk, as demonstrated in Figure 3. The speci�c
steps of the encryption scheme are as follows.

Step 1: The color image Icolor is separated to obtain three single-
channel sub-images IR, IG, and IB:

Icolor �
split

IR, IG, IB� 	. (12)

Step 2: The information of the single-channel sub-image is
analyzed, especially the size information of the image
IR(M, N), IG(M, N), IB(M, N).

Step 3: Using the alternating random walk of parameters A and B
obtained by calculating the hash value of the image on the two-
dimensional grid, the probability matrix in the two-dimensional space
is obtained (the size is the same as that of the processed single-channel
sub-image matrix).

P Y, X, n( ) � �
coin

�y, x, coin| �Un|�inti�
����

����2

� �y, x, 0| �Un|�inti�
����

����2 + �y, x, 1| �Un|�inti�
����

����2. (13)

Step 4: The conversion probability matrix p is the control sequence
Q1 and Q2 is to control the zigzag transformation (the sequence Q1
represents the initial row number position of the zigzag
transformation, and the sequence Q2 represents the initial column
number position of the zigzag transformation).

Q1 � fix P × 1010� � mod M (14)

Q2 � fix P × 1010� � mod N. (15)

Step 5: The initial position of the square matrix is determined
according to the control sequence Q1 and Q2, and the iterative zigzag
transformation is performed.

Step 6: Binary conversion is performed on the pixel matrix to
obtain sub-bit-level images of each sub-image. The bit-level images of
the image square matrix form an eighth-order Rubik’s cube-like F, and
each binary bit represents a small cube.

Step 7: The matrix p obtained by the quantum walk is converted
into control sequences T1 and T2 to control the rotation of the Rubik’s
cube-like. The way of the Rubik’s cube-like is shown in Table 1.

T1 � fix P × 1012� � mod 8 + 1, (16)

T2 � fix P × 1012� � mod 4 + 1, (17)

F� T1, T2( ) � SELETE F, T1, ROTE
�
2
pT2� 
� �. (18)

Note: F� = SELETE [F, z, ROTE(�)] means to select the Rubik’s cube’s z
layer and rotate � counterclockwise. F denotes the class tesseract
composed of the original expansion, T1 denotes the sequence of
selected tesseract layers, T2 is the parameter of rotation angle, and
F� denotes the result after rotation.

Step 8: Each matrix is compressed into a two-dimensional image
(convert the pixel value into decimal), and the bitwise circular
principle of the Rubik’s cube is used to perform a circular shift L
on the pixel value according to the control sequence T2 to obtain sub-
images R, G, and B.

L � 3pT2. (19)

Step 9: The probability matrix obtained by the quantum walk is
converted into an encrypted matrix T3 and bitwise XOR processing on
sub-images R, G, and B is performed to obtain encrypted sub-images
REN, GEN, and BEN.

T3 � fix P × 1012� � mod 256, (20)
REN � R � T3
GEN � G � T3
BEN � B � T3

���
�� (21)

3.2 Decryption algorithm

This scheme belongs to a type of symmetric encryption. The decryption
process is the inverse process of the encryption process. Here, we will not
expand it in detail and provide a brief description of the steps:

TABLE 2 Information entropy of three channels.

Person Bridge House Baboon

Channel R 7.99975 7.99948 7.99918 7.99914

Channel G 7.99982 7.99966 7.99922 7.99926

Channel B 7.99926 7.9996 7.99919 7.99929

Average 7.99961 7.99958 7.9992 7.99923

TABLE 3 Information entropy of different encryption schemes.

Proposed Wang and Guan
(2020) [12]

Hegui Zhu
et al[17]

XingyuanWang and Li
(2021) [23]

Bassem Abd-El-Atty and El-Latif
(2021) [34]

Average 7.9994 7.9976 7.9971 7.9973 7.99981
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Step 1: The encrypted image is separated into three channels, the
quantum walk with the same parameters is used to generate a
probability matrix, it is converted to obtain an encrypted matrix
T3, and bitwise XOR is performed with each single-channel image.

P Y, X, n( ) � �y, x, 0| �Un|�inti�
����

����2 + �y, x, 1| �Un|�inti�
����

����2, (22)

T3 � fix P × 1012� � mod 256, (23)
�R � REN � T3
�G � GEN � T3
�B � BEN � T3

���
�� (24)

Step 2: The probability matrix p obtained by the quantum walk is
converted into control sequence T3, T3 is inverted to obtain sequence
T4, and a reverse cyclic shift L� is performed on the pixel value
according to T5.

T3 � fix P × 1012� � mod 4 + 1, (25)

L� � 3pT4. (26)

Step 3: The pixel values are converted into binary bits to form an
eighth-order Rubik’s cubes-like �F.

Step 4: The probability matrix p obtained by the quantum walk is
converted into control sequences T2 and T3, T2 and T3 are inverted to
obtain sequences T5 and T6, and they are used to control the Rubik’s
cube inversely.

T2 � fix P × 1012� � mod 8 + 1, (27)

T3 � fix P × 1012� � mod 4 + 1, (28)

�F� T5, T6( ) � SELETE �F, T5, �ROTE
�
2

× T6� 
� �. (29)

Note: �F� � SELETE[�F, z, �ROTE(�)] means to select the Rubik’s
cube’s z layer and rotate � counterclockwise.

Step 5: According to the conversion probability matrix p as the
control sequence Q1 and Q2 performed the inverse zigzag
transformation to obtain the sub-image.

Q1 � fix P × 1010� � mod M, (30)

Q2 � fix P × 1010� � mod N. (31)

Step 6: The three sub-images are combined to obtain a color
image Im.

4 Results and analysis

Aiming at the periodic characteristics of traditional color image
chaotic encryption systems, this paper proposes an image
encryption scheme combining a zigzag scrambling transform
and 3-D Rubik’s cube under the quantum walk. To verify that
this encryption scheme has a good encryption effect, experiments
were carried out with color images of different sizes, and histogram
analysis, information entropy analysis, correlation analysis, key
security analysis, and anti-jamming analysis were carried out. The
initial parameters used to perform a two-dimensional quantum
walk are N = 600, T = 800, �, and � obtained from the hash value of
the image.

4.1 Experiment results

To illustrate the encryption effect of the image, we encrypted and
decrypted multiple images of different sizes, and the experimental results
are shown in Figure 4. From this, we can see that the encrypted image has
changed signi�cantly, and no information can be obtained visually. The
decrypted image restores the information elements it had before.

4.2 Histogram distribution analysis

The histogram can visually represent the statistical information of the
image, re�ecting the distribution of each gray value in the image. A good
image encryption algorithm should have a good histogram distribution. In
this study, the histogram experiment is performed on the original image
and the encrypted image, and the results are shown in Figure 5.

According to the experimental results, we found that the
histogram distribution of the original image is uneven, while the
histogram distribution of the encrypted image is uniform. It is dif�cult
for an attacker to crack the transformation relationship between the
plaintext image and the encrypted image through statistical analysis.

4.3 Information entropy analysis

Information entropy is mainly used to describe the
complexity of objects and is often used in the �eld of images

TABLE 4 Image correlation.

Image Status Direction

Horizontal Vertical Diagonal

Bridge Original 9592 9578 9290

Encrypted 00467 0077 0159

Person Original 9960 9968 9924

Encrypted 0093 0115 0136

Baboon Original 9333 8457 8121

Encrypted 0063 0156 0072

House Original 9558 9565 9211

Encrypted 0067 0091 0062

Peppers Original 9702 9725 9576

Encrypted 0096 0102 0078

TABLE 5 Value of NPCR and UACI.

Channel Bridge Person Baboon House

NPCR(%) R 99.6075 99.6404 99.6040 99.6170

G 99.6016 99.6051 99.6204 99.6143

B 99.6125 99.6124 99.5895 99.6162

UACI(%) R 33.7961 33.3326 33.6446 33.3428

G 33.5189 33.4163 33.4295 33.4783

B 33.4575 33.7854 33.4068 33.7636
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to measure the degree of the chaos of images. The degree of
diffusion of pixels in each gray level of the image’s three channels
is calculated to obtain the information entropy value of the
different signal-color channels, the larger the value is, the
more uniform the pixel distribution is, the stronger the
randomness is, and the better the performance is against
statistical attacks. The calculation method of information
entropy can be expressed as

H pi� � � � �
L

i�0
P pi� � log2P pi� �, (32)

where L = 28–1 = 255 indicates the possible grayscale values, pi

represents the pixel values, p (pi) represents the possibility that the
pixel value is pi, and the H (pi)’s ideal value is 8. Therefore, the
closer the information entropy value is to eight, the more evenly
distributed it is, and the better the encryption effect. We
calculated the information entropy value of the encrypted
image and compared it with other encryption algorithms. The
experimental results are shown in Tables 2, 3. From Table 2, we
can see that our information entropy reaches about 7.999,
indicating that the image has a good distribution and the
encryption scheme has a strong capability to resist statistical
analysis.

4.4 Correlation analysis

Correlation stands for the degree of intimacy of the relationship
between two or more element variables. For color images, correlation
represents the degree of closeness between adjacent pixels in each
color channel; traditional color digital images have a strong correlation
and are vulnerable to external analysis attacks, while the encrypted
image is less relevant, and the lower the correlation is, the more
outstanding the encryption effect of the image encryption scheme is.
We randomly selected 3,000 pairs of adjacent pixels in color and
encrypted images for horizontal, vertical, and diagonal experimental
calculations, and the experimental results are shown in Tables 4, 5;
Figure 6. Correlation is calculated as follows:

D px� � �
1
N

�
N

i�1
pxi �

1
N

�
N

i�1
pxi�� ��

2
, (33)

ccov px, py� � �
1
N

�
N

i�1
pxi �

1
N

�
N

i�1
pxi�� �� pyi �

1
N

�
N

i�1
pyi�� ��, (34)

RXY �
ccov px, py� �
������
D(px)

� ������
D(py)

� . (35)

From the experimental test of correlation, we found that the pixel
distribution of the color image before encryption is linearly correlated

FIGURE 6
Bridge’s correction: (A) is original image’s correction, and (B) is encrypted image’s correction.

TABLE 6 Value of NPCR and UACI of different schemes.

Proposed
person

Wang and Guan
(2020) [12]

Hegui Zhu
et al [17]

XingyuanWang and Li
(2021) [23]

Bassem Abd-El-Atty and El-Latif
(2021) [34]

NPCR
(%)

99.6193 99.6002 99.6048 99.6078 99.60543

UACI
(%)

33.5114 33.4592 33.2966 33.5309 33.45229
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and the correlation coef�cient is close to one, while the pixel
distribution of the encrypted image is uniformly tiled and the
correlation coef�cient is close to zero. It shows that the color
image has a strong correlation, and the adjacent pixels of the
encrypted image is irrelevant and have an excellent capability to
resist statistical analysis.

4.5 Key security analysis

The security of the key is extremely essential in image encryption, which
is re�ected in the following two parts: one is a large enough key space, the
bigger/broader the key space is, the stronger the key’s capacity of resistance
to the brute force search is; the other is the key sensitivity: the more sensitive
the key, the stronger the ability to be resistant to the brute force search
attacks is. This study uses a two-dimensional alternating quantum walk with
four parameters (N, T, �, and �) to obtain the key, where � and � are
obtained from measuring the hash value of the image, so the encryption
scheme has a large enough key space: 1016p1016p216p8p216p8 = 1032p2256,
which can resist various traditional brute force search attacks. To verify that
the scheme has a suf�ciently sensitive key, we measure the NPCR and
UACI values between encrypted images before and after the key parameter
change is calculated by changing a parameter (or bit) in the key. The
calculation formulas of NPCR and UACI are as follows:

T i, j� � � f x( ) � 0 , CKEY � CKEY�
1 , CKEY � CKEY�

� , (36)

NPCR �
�i,jT i, j� �

MpN
p100, (37)

UACI �
� CKEY i, j� � � CKEY� i, j� �� �

MpNp255
p100, (38)

where M means the length of the image, N represents the width of
the image, CKEY is the image encrypted with the initial key, and
CKEY’ is the image encrypted with the changed key. We obtained the
experimental results as shown in Table 6. As we know, the closer
the value of NPCR is to 99.6409%, the closer the value of UACI is to
33.4635%, indicating that the intensity of pixel change is greater,
the key is more sensitive, and the encryption scheme is more secure.

4.6 Different attack analysis

In the process of information transmission, it will inevitably face
interference from the outside world and even attacks. Therefore, an
effective image encryption scheme can not only effectively protect the
image information but also ensure that the information will not be lost
when it is interfered with and attacked. This study conducts
experimental tests on common interference and attacks. We not
only simulate the encrypted image under different degrees of noise
attack, and the experimental results are shown in Figure 7; we also
simulate the situation when the encrypted image is subjected to
different degrees of occlusion attack, and the experimental results
are shown in Figure 8. It can be seen from the �gure that we can

FIGURE 7
Noise attack: (A) is the decryption result of adding 5% salt noise, (B) is the decryption result of adding 5% salt noise, (C) is the decryption result of adding
35% salt noise, and (D) is the decryption result of adding 1% gauss noise.

Frontiers in Physics frontiersin.org09

Zhang and Wang 10.3389/fphy.2022.1097754

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1097754


recover a clearer image, indicating that our proposed scheme has the
excellent ability to resist such common attacks.

4.7 Time and space complicity analysis

In the proposed image encryption scheme, Z scrambling
transform and 3-D Rubik’s cube transform are combined.
Assuming that the size of the image to be encrypted is M • N • 3,
the time cost of a two-dimensional quantum random walk to generate
a random sequence with image sensitivity is O (2 • M • N); the time
complexity of the zigzag scrambling transform is O (T • M • N), where
T is the sequence length of the selected random position; and the time
complexity of a 3-D Rubik’s cube rotation and bitwise XOR processing
of the image is O (2 • M • N). Therefore, the time complexity of the
scheme is O ((4 + T) • M • N).

The space complexity of the proposed scheme is O (M • N). The
space complexity of the random sequence key generated by two-
dimensional quantum random walk is O (M • N), the space complexity
of pixel space scrambling image obtained by zigzag scrambling

transform is O (M • N), while the space complexity of diffusion
encryption is O (M • N) + O (M • N) = O (M • N), and the space
complexity of the encryption scheme is O (M • N) + O (M • N) + O (M •
N) = O (M • N).

5 Summary and prospects

This paper proposed an image encryption scheme based on
controlled zigzag transform and bit-level encryption under the
quantum walk. To be speci�c, the work introduces the
alternating quantum walk in quantum computing as the key
generator of the penetration algorithm, improves the classical
zigzag transform so that it is controlled by random sequences
with non-periodicity, and constructs controlled three-
dimensional tesseracts for rotational dislocation encryption in
the pixel-value direction by expanding the dimension to achieve
the “dislocation-diffusion” structure of the encryption algorithm. It
increases the key space of traditional encryption algorithms,
enhances key sensitivity, and improves the complexity of the

FIGURE 8
Occluded attack: (A) is the result of an experiment that occluded 16% of encrypted images, (B) is the result of an experiment that occluded 25% of
encrypted images, (C) is the result of an experiment that occluded 36% of encrypted images, and (D) is the result of an experiment that occluded 49% of
encrypted images.
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encryption scheme and the ability to resist attacks. Through
experimental tests, it is veri�ed that the information entropy
value of the encrypted image is about 7.999, the correlation
coef�cient is close to zero, the pixel distribution is uniform, and
it has a good key security, which can effectively resist attacks such as
statistical analysis, brute force search, and noise in�uence. The
introduction of the quantum walk and control ideas in this scheme
provides a new idea for image encryption. It is undeniable that this
study needs to improve encryption ef�ciency. In the future, we will
continue to combine quantum thinking and control thinking with
traditional algorithms to design reliable encryption schemes.
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