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The eld of neuroimaging has embraced the need for sharing am collaboration. Data
sharing mandates from public funding agencies and major jamal publishers have
spurred the development of data repositories and neuroinfonatics consortia. However,
ef cient and effective data sharing still faces several hdfes. For example, open data
sharing is on the rise but is not suitable for sensitive datahtit are not easily shared,
such as genetics. Current approaches can be cumbersome (sutas negotiating multiple
data sharing agreements). There are also signi cant data @ansfer, organization and
computational challenges. Centralized repositories onlypartially address the issues.
We propose a dynamic, decentralized platform for large scel analyses called the
Collaborative Informatics and Neuroimaging Suite Toolkfor Anonymous Computation
(COINSTAC). The COINSTAC solution can include data missifrgm central repositories,
allows pooling of both open and “closed” repositories by deeloping privacy-preserving
versions of widely-used algorithms, and incorporates thedols within an easy-to-use
platform enabling distributed computation. We present amiitial prototype system which
we demonstrate on two multi-site data sets, without aggregéing the data. In addition, by
iterating across sites, the COINSTAC model enables meta-atytic solutions to converge
to “pooled-data” solutions (i.e., as if the entire data werein hand). More advanced
approaches such as feature generation, matrix factorizaih models, and preprocessing
can be incorporated into such a model. In sum, COINSTAC enabt access to the many
currently unavailable data sets, a user friendly privacy abled interface for decentralized
analysis, and a powerful solution that complements existandata sharing solutions.

Keywords: decentralized processing, privacy, brain imagin g, data sharing, decentralized algorithms

Frontiers in Neuroscience | www.frontiersin.org 1

August 2016 | Volume 10 | Article 365


http://www.frontiersin.org/Neuroscience
http://www.frontiersin.org/Neuroscience/editorialboard
http://www.frontiersin.org/Neuroscience/editorialboard
http://www.frontiersin.org/Neuroscience/editorialboard
http://www.frontiersin.org/Neuroscience/editorialboard
http://dx.doi.org/10.3389/fnins.2016.00365
http://crossmark.crossref.org/dialog/?doi=10.3389/fnins.2016.00365&domain=pdf&date_stamp=2016-08-19
http://www.frontiersin.org/Neuroscience
http://www.frontiersin.org
http://www.frontiersin.org/Neuroscience/archive
https://creativecommons.org/licenses/by/4.0/
mailto:s.m.plis@gmail.com
http://dx.doi.org/10.3389/fnins.2016.00365
http://journal.frontiersin.org/article/10.3389/fnins.2016.00365/abstract
http://loop.frontiersin.org/people/12041/overview
http://loop.frontiersin.org/people/128661/overview
http://loop.frontiersin.org/people/107121/overview
http://loop.frontiersin.org/people/350308/overview
http://loop.frontiersin.org/people/177495/overview
http://loop.frontiersin.org/people/366683/overview
http://loop.frontiersin.org/people/301769/overview
http://loop.frontiersin.org/people/9286/overview
http://loop.frontiersin.org/people/350045/overview
http://loop.frontiersin.org/people/355124/overview
http://loop.frontiersin.org/people/69115/overview
http://loop.frontiersin.org/people/17883/overview
http://loop.frontiersin.org/people/884/overview

Plis et al. COINSTAC

1. INTRODUCTION on available local datasetButton et al., 2018 and the
aforementioned access to otherwise inaccessible data. The
While sharing neuroimaging data either prior to or subsequenrecently-proposed Virtual Pooling and Analysis of Research data
to a study's completion is becoming more commonpladeck (ViPAR) approachCarter et al., 20)&ystem attempts to capture
etal., 2008; Potkin and Ford, 2009; Poldrack etal., 20£BhBI  these bene ts. VIPAR uses open-source technologies to ésolat
etal., 201 two key challenges are emerging. The rst involvesjata from computation by permanently storing datasets atlloca
the volume of data that needs to be processed. In the mostyvidedites. To perform an analysis, it temporarily pools subsets of
used computational model (centralized sharing), all shafeth  the data via encrypted transfer to a trusted server. ViPARis a
are downloaded and processed locally. This entails signt ca example of work in the right direction: analyses are automate
computational and storage requirements, which become &aTi and the data are securely transferred exclusively between th
to access as data sets increase in size—many groups lackst ci trusted central server and individual providers.
infrastructure for processing. Secondly, for various reasthere Centralized computation solutions can impose severe
may be policy restrictions on openly sharing the data. Becaugfandwidth and trac requirements, as well as increased
neuroimaging has been used as a clinical research tool ftyne computational load. ViPAR pools data to a secure central serve
two decades, there are many years' worth of studies in whata d for each analysis, distributes the results, and deletes thieso
were collected without the necessary and appropriate consent fMulti-band imaging has already led to a 40-fold increase in
post hoadata sharing. In some cases the data can be properjsk space for functional and di usion datasese(nberg et al.,
anonymized and therefore be categorized as no longer mgetino1(): for truly large-scale neuroimaging studies, repeatec dat
the strict de nition of human SUbjectS researCh, but in othe transfers may become Cha”enging for even a small number
cases institutional or IRB policies may still prevent such dataf sites. In this respect the approach is very similar to the
from ever being shared for secondary use. Furthermore, #@ d many emerging central data repositoriessel et al., 2010; Hall
may be subject to governmental or proprietary restrictions ofet al., 2012; Castellanos et al., 2013; Ivory, 261ke data is
there may be prima facie reasons why the data may not ev@mporarily centralized each time a computation is performed.
be de-identi able. For example, individuals su ering from Er Analysis in centralized repositories avoids multiple pooling bu
diseases may be identi ed based solely on their scanniritwt  the data must be downloaded locally (or to the clotid)
and disease status\(eeney, 2002; Sweeney et al., ROHus, Centralized computation also does not address privacy
in many cases, openly sharing the data may not be possible gisues that prevent data from being transferred directlyenev
feasible Klomer et al., 2008; McGuire et al., 201ln addition,  over encrypted links. The enhancing neuroimaging genetics
data sharing is often facilitated by fairly specic data wsagthrough meta analysis (ENIGMA) consortiuriijompson et al.,
agreements (DUA). While DUAs enable sharing, virtuallyrgve 2014 takes a pragmatic approach to this issue—they adopt a
shared data set has its own DUA, and many of these are approvggbcess that shares summary statistics on locally analyzeg da
manually by a committee, so the timeframe to access datateat rather than centralizing the analysis of the original inagi
already shareable can be days, weeks, or even months. data at a single site. The ENIGMA method has proven very
When pooling data for sharing and analysis at a central sitguccessfullack et al., 2008; Thompson et al., 2014: Hibar et al.,
is not possible, one approach is to isolate data providers fromp15; Thompson et al., 2015; van Erp et al., J(BNIGMA uses
each other by either locally performing a centrally coordéth  photh mega- and meta-analysis approaches. In a meta-analysis,
analysis or relying on a trusted central computation entlty. \which has been used for large-scale genetic associatidiestu
both approaches the data is decentralized as it is stored éin t ~ this includes each site performing the same analysis, thessam
respective entities. Keeping the data in their original lawe  prain measure extraction, or the same regressions; thetiregu
provides a level of control and privacy that is signi cantly e ect sizes and other statistics are then aggregated. Metlyses
higher than that open sharing. Such an approach also lowegan summarize ndings from tens of thousands of individuals
the entry barrier for data providets(e.g., research or clinical since individual-level data are aggregated within a site, th
sites). This approach can potentially allow storing and protect summaries may not be subjected to institutional rewalls or
Iarge-scale data within a decentralized schema. Models asich require additional consent forms from Subjectgibar et al.,
ENIGMA (Thompson etal., 2014, 20)itake this approach, using 2015; van Erp et al., 20)L6The overall approach is an incredible
manual coordination while Ieaving the data at the site. Tbalg |eap toward enab"ng ana|yses on otherwise inaccessilde dat
of this work is to automate access and computation to allow Although the ENIGMA approach has led to a number of

larger-scale analyses on locally-managed data. innovative ndings through massive international collaigons,

.. . . there are some challenges that can be addressed by the approach
1.1. Existing Alternatives to Centralized we present in this paper. Firstly, the meta-analyses is e egtivel
Sharing and Their Limitations executed manually. This is time-consuming: someone has to

There are many benets to enabling automated access tarite the analysis scripts, coordinate with personnel at all
decentralized data. The greatest benets are the increas@drticipating sites to have the analysis scripts implementaha

statistical power in research studies compared to reliance - ) o )
Indeed, keeping both data and computation within the cloud camatively

IMainly due to removing the requirements of (a) having large le-ses\@pable solve the bandwidth and local resources problem once the data heea b
of storing all of the data in the pool, and (b) releasing participatinglalata tothe  transferred. Alas, the aforementioned ethical, legal and accesgtiestissues
public. remain unaddressed.
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and debug scripts to ensure correctness at the local sitels, abhe harmful since there is no way for a user to know if the
then gather the results back via email or online directariesprotection is indeed strong enough. Similarly to dataSHIELD
Second, summary measures are typically restricted to thwge t but deliberately much less technically complex, tBheacon
can be computed independently of other data. In additionProject (2015from the Global Alliance for Genomics & Health
an analysis using the ENIGMA approach described above {&A4GH), provides a simplistic decentralized data sharing or
typically “single shot” in that it does not iterate among site data lookup method for global genomic datasets. The “besicon
to compute results informed by the data as a whole—this is provide a web service access point for asking queries in tine for
meta-analytic solutioh From a statistical and machine learning of “Do you have a genome with a speci ¢ nucleotide at a speci ¢
perspective, single-shot model averaging has good asymptotacus?.” While the beacon project has been designed to protect
performance (as the number of subjects and sites becom#se underlying datasets by returning only allele presertseace
very large) {icdonald et al., 2009; Zinkevich et al., 2010;information, recentlyShringarpure and Bustamante (20tave
Zhang et al., 2012, 20)L3However, other work has shown demonstrated that not only is reidenti cation (of an inddial)
that more communication between sites is needed for stedist possible with a small number of queries, but that relatives can
consistency $hamir et al., 2094 In more practical scenarios, also be detected, and that this was possible even with seiagenc
more communication can de nitely improve performance: errors and di erences in variant-calling. This suscepttigiBerves
simple model averaging does not account for variability leetw as a cautionary tale when data sharing mechanisms of seming
sites due to small sample sizes. privacy protected data can be exploited, and further illugtsdahe

By allowing additional communication, sites can implementcriticality of having multiple levels of privacy protectionitiunto
a more e cient and accurate learning procedure, especiallyany data sharing methodology.
if the method can be cast as an optimizatione(ic et al.,
2000; Nedic and Ozdaglar, 2009; Ram et al., 2010; Duchi, et
201). Allowing the computation to touch the data multiple
times has many advantages: we show how iterative approacﬂgpdel )
yield more accurate solutions (closer to the pooled-dataaneg 'deally, a framework would allow analysis of large scale, but
analysis) without requiring individual subject measureste  distributed data in a way that (i) provides the same resultt th
communicated directly. would have been obtained if the data were in one place, (ii)

lteration also enables the use of many other importanfr€Serves the p.rivacy. of individual data}sets, a}nd (iii) iseabl
methods that cannot be implemented in a single-shot apprach© Scale to multiple sites and process increasing amounts of
For example, more complex calculations such as feature hegrnj data. Cumulatively VIPAR, and ENIGMA (almost) address the
may require iteration and thus not be amenable to a single-shoSt tWO requirements but not the third. The results produced
approach. In particular, simply merging features learned atlloc PY @n analysis using ViPAR are virtually identical to those
sites may not lead to signi cant gains, but iterated compiatat that would have been obtained on pooled data, because the
and communication between the analyst and the local sites c4lat@ are, indeed, pooled. In ENIGMA the privacy is plausibly
improve performance. Unlike the big data MapReduce/Hadoo;ﬁ’reS?”_’ed by keeping thg data at. their respective locations and
scenarios (e.g., those implementedimharia et al., 203@pache restricting the transferred |nfo.rmat|on to the summary nse@es
Spark, 2015c.f. H20, 2015and others) in which the data only,_and thus represents an improved (but not quanti ed) Ibve_
can be rapidly “shu ed” between iterations, in collaboragiv Of Privacy. Nevertheless, ENIGMA supports a message passing
research systems the data must stay put and the connectiolf§rastructure that could, in principle, implement decentezid
between sites are in many cases heavily bandwidth limitegOmMPutation much more complex than the currently performed
which leads to di erent classes of algorithms. In epidemiagay Single-shot” meta-analysis. In principle, messages can Izegas
research, researchers proposed the dataSHIELD systeffspn ~ 0etween sites and the master until convergence to a global
et al., 2010: Gaye et al., 2)¥dr decentralized data control. arlaly5|s. The proplem, as with VIiPAR, is with scaling. Scalllng
By allowing data holders to maintain control over accessY'RAR would require powerful central servers of large ca!yacn
such an approach allows for more privacy protections avhile for ENIGMA one would need the Iarge_ scale coordinated
the cost of additional labor in implementing and updating aWork of many humans. One of the surprising aspects of the
distributed architecture. However, neither the ENIGMA mode ENIGMA approach is that individuals have been so willing
nor dataSHIELD quantify privacy or provide any guarantee§° spend their t|r_n€ coordma_tlng such an analysis m(_)tlvz_ated
against re-identi cation Garwate et al., 20)4o0r does either only by the promise of scienti ¢ advancement and publication.

approach easily enable analyses that require iteration artieng We expect a large increase in the willingness to participate if
sites. researchers can automate the process of iteration and fekdina

Notably, the sense of protection provided by the p|ausib|é)rinciple,with the addition of dataSHIELD's approach this can b

(but not quanti ed) notion of privacy (like in dataSHIELD) mya ~ Satis ed. However, dataSHIELD currently only fully implente

a single method (generalized linear model), in a scripting
The ENIGMA team has also performed mega-analysis on a sub-set eé,casenvironment, for relatively low-dimensional data and watit an
though this requires sharing of the full data to a central locatind due to privacy automated way of building new collaborations/consortia \vith
concerns does not include genome wide analysis studies (GWAS8Y. dre also h t It also d ti t . feat
actively working on multi-shot approaches, further demonstrating tieed for the sys _em' also oe_s no m_corpora e preproce_ssmg orfeatu
such tools. generation, both of which are important for enabling systams

4We will highlight some of these approaches in this paper. work with brain imaging data, as we mention later.

4 2. Requirements for a Decentralized
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TABLE 1 | The challenges addressed by COINSTAC. 2. THE COINSTAC APPROACH

Current challenges to research COINSTAC solutions COINSTAC is designed with the intent of providing a convertien
and powerful web-based workbench for executing decengmaliz

Privacy protection for subjects Differential privacy mods . . .
and privacy-preserving algorithms on locally stored data agre
Data sharing concerns for investigators Raw data are not shrad; they are across organizations, and returning results to the regurest
used and summaries are shared (see Figure 1). The COINSTAC system enables the same
Complex processing streams A platform for automated, iteriad, analyses that can be accomp“Shed by aggregating shared data

from multiple sites without exposing collaborators to the

distributed algorithms o ) - . .
administrative headaches associated with actually spattie

Centralized compute resources Local computation of input dta, data. In this paper we demonstrate an initial implementation of
centralized aggregation the system that implements the message passing infrasteictur
Quality assurance/data heterogeneity Anomaly detection ahvalidated an.d InCluc'e.S a.n example subset of processmg a.lgorlthm_s' Our
quality control methods (planned) primary objective is to demonstrate the organizing principles
and feasibility of the tool being developed. The ultimatelgoa
Ease of use Passive oninvestigators part; data  of COINSTAC is to provide a comprehensive set of tools

reuse occurs without interruption for collaboratively processing decentralized data. COINST

enables this by providing a framework for performing large-

] scale decentralized analyses. It forms virtual clusters te§ si
1.3. Our Alternative that execute automatically generated computations on their
In this paper we present our vision of a framework that is|ocal data and aggregate statistics using global inferenes.rul
designed to address all three goals and we also demonstratisis communal organization provides exible and intelligen
working prototype system which implements the infrastructureresource management, in which a continuous stream of
for our proposed solution. We are developing the Collaborativéarge scale projects can be formed and completed without
Informatics and Neuroimaging Suite Toolkit for Anonymous the need to create new organizations or project-specic
Computation (COINSTAC) system that automates federatedtorage vaults.
analyses such as single-shot ENIGMA analyses and other
similar systems. Our framework includes iterative approache2 1. COINSTAC Model

provides ways to run decentralized-data algoritinm the  cOINSTAC will provide users a venue for widespread sharing
complete data, and, as an option, a way to impose mathematicghq aggregate analyses of multimodal datasets, while maimgai
privacy guarantees on all shared pieces of information. Wit'@;ranular control of privacy. Building upon the existing
COINSTAC we hope to leverage and accelerate community e Oltapabilities of COINScott et al., 2011; Landis et al., 216
as demonstrated in ENIGMA by providing tools that automateip;g next-generation system inherits powerful data coitect
such coordination. The use of COINSTAC also has the pOte”ti%tegration and management capabilities, which have been
to reduce cost by avoiding the need for powerful centralizedy5ttje-tested” with more than 40,000 imaging datasetsather
servers and reducing the amount of e ort needed to coordinatgjaa-types (http://coins.mrn.org). COINSTAC will enable 1sse
large scale analyses by making them easy to set up and toymod§ move from data acquisition to sharing with minimal e ort.or
and rerun. A list of challenges and the ways COINSTAC ad@ss jemonstrate this model, the COINSTAC prototype has easy-to-
them is summarized ifable 1 As we show, automation opens se protocols for attaching new sites to the system. We provide
up the possibility of implementing decentralized analyses thay yniform data interface (UDI) to allow data sources to mainta
result in the same solutions as pooled-data analyses would. Thyeg| |e organization, without having to make separate cofies

is possible by automatically iterating among sites with feed using COINSTAC.

from the central analysis into the next step of the distrigdit COINSTAC model is based on the following key components:
computations. This is not feasible in a system based on human g5se of Interaction and CollaborationThe purpose of the
implementation of every step of the analysis but, depending  coINSTAC interface is to actively promote collaborations
on the algorithm, can either improve results relative to the and data sharing. The current prototype is a platform

“single-shot” analysis or be virtually indistinguishalfitem the for building and running new algorithms that operate
pooled-data analysiss@ker et al., 20)5In addition, it also on decentralized datasets. However, these algorithms
en_ables the incorporation of_ more form_alized and quanti ed when fully interfaced to preprocessing pipelines, pipelined
privacy models, such as dierential privacy)\(ork et al., themselves, and augmented with our planned key solutions
2006; Dwork and Roth, 20)4In a nutshell, COINSTAC will will provide a number of important functions. Users will

e ectively unify the r.espective strength.s of VIPAR, ENIGMA and be able to easily search for relevant data in COINSTAC,
dataSHIELD in a single system that is easy for an end user to 45 well as invite new users or data contributions to the

install and use. system. Whether working collaboratively or individually,

users will be able to form virtual clusters of data visible to
SThese algorithm run on data spread across research centers but pradasalt them, on the y, while generating relative meta-statistics or
as if the data were in one place (eRpj et al., 2005; Baker et al., 2D15 comparison benchmarks of their own local data. Although
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these features are not yet fully implemented in the prototype
they represent a signi cant part of the motivation for
building it.

Decentralized Algorithms:COINSTAC implements a highly
exible approach to pipelining complex data analysis
algorithms (PCA, ICA, NMF, regression) within a chosen
collaboration by enabling decentralized version of the gnan
commonly used processing methods. This work is ongoing:
we have developed, used and published decentralized
methods for regression, PCA, NMF, and ICA which will be
added to our prototype in the near future®0tluru et al.,
2014; Bakeretal., 2015; Imtiaz et al., J0ltEsections below
we explain the details of their operational backbone—the
decentralized gradient descent—and show how common

prototype for the regression analyses. The approach that we
will explain below will allow us to add privacy guarantees to
many algorithms that use decentralized gradient descent for
the solution. Furthermore, in COINSTAC contributing sites
control privacy permissions for their data.

Web-based End-user Platform:COINSTAC uses a web-

based platform for end-users to interact with clients/nodes.
This will make the platform available and scalable to as
many clients and users as needed. The web-based tools
allow local administrators to con gure and curate locally
stored data and user accounts. More broadly accessible tools
allow querying nodes on their data, their computational
capabilities, and the nature of virtual consortia in whichyhe
may wish to participate.

analyses such as regression can be realized within suchThe overall vision of how we see COINSTAC pushing state-of-
framework. the-art multisite data analysis is summarizedHigure 2
Privacy Preserving Data Mining: To expand the reach

of the system to data sets which may be impossible t® 2. Algorithms for Decentralized Data
share, COINSTAC will incorporate “di erential privacy” to Analysis

most of the algorithms made available for decentralize ur automated system for analysis of decentralized daaset

processing which enables privacy management at "’ﬁmmensely simpli es existing collaboration methods. We raak

granular level. We already have this implemented within OUr jistinction between single-shot schemes, in which loites s

5The goal is to eventually provide a private version of each algorithrthe
pipeline.

compute some summaries of their local data which are then
combined by a central aggregator, vs. iterative methods, in
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x COINSTAC

DATA STORAGE DATA STORAGE

1. centralized (high cost) 1. local clients (no cost increase)

2. federated/managed (high 2. dynamic use of available data
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2. or restricted access and * high data utilization and reuse
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2. advanced algorithms done * 3. intuitive interface
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FIGURE 2 | COINSTAC vision for multisite data analysis relativ e to the current most common approaches.

which the aggregator and local sites communicate back ang the responses:
forth to re ne their results. Existing systems such as ENIGMA

manually support single-shot analyses; our goal in COINSTAC y wWxCh. (1)
is to automate this using software (scripts) that can enable a

larger number of participating sites with minimal delays. Our|t s standard to include the o seb as part ofw:

infrastructure also allows us to implement iterative anadyse
a large number of sites, something which is virtually impblesi

w
using the manual approach due to the overhead of delays and w b )
human stress. We illustrate the approach on a linear regressio
problem. X X (3)

Consider a setting where there dxesites and each sijehas 1
a data seDj D f(xj;yj) ;i 2 f1;2;:::; njggwherex;;j 2 RY _ _ o
is a d-dimensional vector of real-valued features, apd2 R Thus from now on we will consider learning in the model
is a response. That is, each site haslata points for a linear
regression. The goalisto talinear model that relates tratires y wx (4)
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A popular way of implementing linear regression in this settingsome idea of the expected value of a hippocampal volume in the
is ridge regressiofHastie et al., 2009in which the vector of normal population. This assessment includes many sources of
regression coe cients is found by minimizing the following variability: imaging parameters and contrasts, di erent imads
function: for measuring the volume, and precision in extracting volume
estimates. A more interesting example is the e ect size for
disease, such as the di erence in hippocampal volume between
individuals with long term schizophrenia and individuals fdut
psychosis. Such rapid automated assessments could be used to
pive a quick sense of the expected nding was well as the range of
riability.
Averaging all of the predictors with equal weights has
some justi cation statistically if each of the data sites hihe
same amount of dataj@;j D n for all j). If each of the
sites draws its data from the same population according to
the same sampling distribution, then each of the sites will
W have statistically identical data and should produce stesiBy
F(w) D F(w). (6) !de.ntlcal regression coe cienfj. Thus averaging thg coe cients

) is like taking the sample average from a population—the mean
predictor should be a better estimate of the best predictor for
An objective function in this form is called separable (sincén€ population. For smaller sample sizes, we have shown that a
it splits over the sites), and such functions have been studiedata-aided aggregation strategy that treats local sitpsoaading
extensively in distributed optimization, signal processiagd ~New features for the aggregatdbgwate et al., 20)provides

machine learning. We assume that a central aggregator noggni cantimprovements over averaging: this works ié4 has
(which we call AG) would like to compute the minimizer of itS Own data set.

N
FWD (i wx)?C > kwi? ©)
iD1

This function measures a weighted combination of the total
squared-error from predicting; usingw” x;;j and the squared va
length of w. The jkwk2 term, known as a regularizer, helps
prevent over tting.

To get an objective function across all of the nodes, we csin ju
try to minimize the sum of their local objectives:

jD1

F(w). A major limitation of single-shot averaging is when datasset
at di erent sites have widely varying sizes. This is even more
2.2.1. Single-Shot Analysis complex if the sites contain di erent populations. A variable

In a single-shot approach (like that of ENIGMA), each gitmn  weighting scheme could recover some performanSanate

nd the minimizer \§ of its own local objectivés(w), thereby et al., 201} but there are no “canonical” solutions to addressing

solving the local regression problem. They would then seedé¢h this variability. One approach is through ensemble learning

to AGG who could average the vectoh® : j D 1;2;:::;Ng techniques Dietterich, 2000; Rokach, 2010; Mendes-Moreira

or perform a more sophisticated meta-analysis. Minimizinget al., 201}, which have been used to aggregating classi ers and
Fj(w) can be done with standard o -the-shelf solvers includedregressors in a data-driven manner.

in most programming libraries. The pseudocode is shown in ) )
Algorithm 1. 2.2.2. Iterative Analysis

Rather than using an o -the-shelf optimization method logall
(as in Algorithm 1) we can use an iterative approach.

Algorithm 1 Single-shot averaging This entails implementing an optimization method in a
Require: DataD; at sitej for sitesj D 1; 2;:::; N, whergjD;j D distributed fashion by having the sites and& communicate
n for allj. iteratively. This is a form of distributed gradient descenhe
1: for j D 1toN do gradient of F(w) is the sum of the gradients of the local
2: \§ D argmin,, Fj(w). functions:
3 Nodej sendsf) to AGG.
4: end for p X )
5: AGG computes®D & 1,1 \@ return \@ rFw) D ler F(w); Q)
Averaging is the simplest aggregation method, but mor(\aNhere
sophisticated strategies may yield better results. For plgm 3
our earlier work demonstrated a data-aided aggregaticetstyy rEW)D 2 (v W Xij)x;C w. (8)
that treats local sites as providing new features for the iD1
aggregator $arwate et al., 20),4which provides signi cant
improvements over averaging. At each timet, the algorithm has &G send the value of the

In addition to regression, we can use the single-shotegression coe cientsw; to each of the nodes, which then
framework to measure the average value of some measuresacrosmpute their local gradients Fj(w;) and send them back to
the datasets at di erent sites. For example, averaging thenwel AGG. The aggregator &G takes the average of the gradients and
of the hippocampus across all sites from healthy adults giveakes a gradient step.
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Algorithm 2 Decentralized gradient descent convincingly demonstrate that with increased sample size th
quality of feature estimation increases and this is true fothb

n for allj, step size , Tol for convergence pooled '(.1ata ICA and our proposed djICA which performs
1. AcGinitializesws 1 D 0, F(we 1) D C1 ,r F 1D 2 Tol 1 competitively although the data is not shared between thessit

2 while kr Fe 1k > Tol do Moreover, we have found that splitting across sites does not

3 forj D 1toN do degrade the results given the same data volume.

4: AGG sendsn; 1 to nodej . . .

5. Nodej computes Fj(We 1) andFj(we 1) 2.3. lefe'rentlal Privacy _

6: Nodej sends F(we 1) andF(we 1) to AGG COINSTAC's decer_1traI|zed dgta_analyss_ approach als_o opens

7 end for b the possibility of using otherwise inaccessible da’Fa. Acudised

8 AGGcomputes F r F(We 1). Faggregate Pefore, access to “Raw” data may not be available for many
gradient reasons $arwate et al., 20).4As discussed earlier, COINSTAC

9.  AGGcomputesve Wg1 T F. Fgradientstep automates the manual aggregation approach of ENIGMA,

10 AGGcomputesF(wg) D jNDl F (we) which allows researchers to share intermediate resultscaal

11: if F(wg) > F(we 1) then derivatives. However, some organlzathns or |nd|V|duaIaym

1 - Freduce step size if overshoot not be allowed to share direct data derivatives due to privacy

13: else concerns related to subject re-identi cation. One sourck o

" Accsets Fe lDP 'NDlr Fi(we). F commit updates privgcy concerns is a focus on the ethlics of informed consent:

15 AGG setsF(We 1) D #:(Wc)- subjects may have ag'reed to allow their data to be used for one

16 AGGsetsve 1 D We stud_y,_ _but even sharing “aggrggates" may no_t be coverec_i by

17 end if the |n|_t|al consent form. Legal issues abound in data stgarl_n

18- end while especially across state and national lines: the European &nion

data privacy laws may not be compatible with the HIPAA
regulations in the United States. In order to maximize thdigpi

Algorithm 2 shows the basic decentralized gradient descefi access this type of data COINSTAC supports an infrastructure
procedure. The algorithm passes the iterate to the locgnd algorithms that mathematically guarantee privacy ofadat
sites which return gradients and the local objective valiie. While providing a secure technical framework to still enable
the objective increased, the algorithm backtracks and asalv € Ciéntanalysis on all these otherwise inaccessible dasase
the step size, otherwise it continues descending along the 1N€ key to providing these privacy guarantees is quantifying
gradient. For the regression objective we can use the gradieP'vacy risk (and a working technical platform that enables
formula above, but for more complex objectives we may©U to do something with it). Dl_eren_tlal privacy is a recently
have to approximate the gradient. An alternative approacfproposed framework to accomplish this goal{ork etal., 2005
to using a tolerance check on the gradient is to run the\otably, the notion of privacy in de ned as a property of an
procedure for a xed number of iterations: such di erences in @/90rithm, not a dataset. Di erentially private algorithmsyt
implementation may depend on the particular data set being?o control the risk that individual data points can be infedre
analyzed. rom the output of the algorithm. This means that di erentially

Another application in which an iterative gradient descentPivate algorithms are randomized. For example, a di erentially
procedure is useful is decentralized joint ICA (djlCABaker private regression algorithm would produce a random vector
etal., 201p of regression coe cients. Ideally, the distribution of theitput

To test the djICA algorithm we used the fMRI simulation will be concentrated around good coe cients (high utility)hile
toolbox simTB Erhardt et al., 20)% to generate spatial remaining insensitive to variations in the input that repratthe
components. Using these components we formed the grounBréSence or absence of individuals (high privacy). .
truth mixing matrix A. For time series we have used a realistic 10 Understand the privacy guarantee, consider an algorithm
model of fMRI component time series iadquist et al., 207 A Which could have one of two inputs: a databseontainingn
Mixing the ground truth time courses with we obtain simulated  Individuals, or a nearly identical databasécontainingn 1 of

subjects. Assuming a subject per site we test djICA and compapée individuals inD and one di erent individual, so that where

it to performance of a single local ICA on the pooled datal Nasxi, database®®hasx’ 6Dx;. The idea is that the output
shouldn't reveal whether thieth individual hadx; or x°. For

starting with 2 participating sites and increasing them up o s "
1024 Figure 3A) and also keeping the total number of subjects? deterministic functiom (such as the average)D) 6DA (DY ,

at 2048 while splitting them across sites from 2 to 10240 this would not guarantee privacy. We say that a randomized
(Figure 3B). Figure 3summarizes performance of the algorithm 8/90rithmA guarantees {)-di erential privacy if

by displaying Moreau-Amari index\(acchi and Moreau, 1997

that compares the quality of the estimation of the unmixing P(A(D)2S) exp. /| PA(DY2S)C . 9)
matrix against the ground truth mixing and is invariant to

the scaling and permutation ambiguities of ICA. The resultfor any measurabfeset of outputss Y.

19: return we

http://mialab.mrn.org/software 8This is a mathematical technicality.
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FIGURE 3 | Comparison of djICA ISI with that of pooled data ICA. (A) Effect of increasing the number of subjects in an experimemnith two sites. Distributed
ICA has performance competitive with centralized ICA even thugh the data is split across different sites and only derivates are shared.(B) Effect of splitting a total
subject pool of 2048 subjects among an increasing number of ises. There was no visible change in performance despite theata being distributed.

Since being proposed byDwork et al. (2006) the outputs of computations from local dataMang et al.,
di erentially private algorithms have been designed for2013; Huang et al., 2014; Ji et al.,, 2014; Song et al.);2015
a number of applications, including statistical parametera recent study by the authors found that di erentially private
estimation asiviswanathan et al.,, 2008; Smith, 2008aggregation of local classi cation rules could potentiallgdéo
2011; Chaudhuri and Hsu, 2011, 20)l12regression and major improvements in overall accuracgdrwate et al., 20).4
classi cation Chaudhuri et al., 2011; Kifer et al., 2012;Theoretical guarantees for distributed optimization al¢foms
Rubinstein et al., 2012; Yuan et al., 2012; Song et al., 20HBe often asymptotic and do not give reasonable predictions fo
Bassily et al., 2014; Jain and Thakurta, 2014; She et,)2Bh5 the smaller sample sizes typically encountered in neuroingagin
exhaustive description of these works is beyond the scope applications.
the current paper—we direct the interested reader to the recen We can adapt both our single-shot and iterative approaches
monograph of Dwork and Roth (2014)and the tutorial by to make the procedures dierentially private. For the single-
Sarwate and Chaudhuri (2013) shot case, local sites can replace their local algorithm with

Inthe context of distributed learning, some general algoris  di erentially private counterpart. In an iterative computatio
have been proposed that work on the principle of averagingnodel, the sites can send noisy gradient evaluations. In genera
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the noise distribution will depend on many application-speci ¢ 2.3.2. Iterative Approaches
parameters: the privacy risk, the dimension of the data, Single-shot communication settings work for problems in @i
the range of data values, the speci ¢ objective function einthe goal is aggregation, but do not allow for feedback and

optimized, and so on. re nement of the results. We can also implement di erentially
. private iterative algorithms for learning from decentraliz
2.3.1. Single-Shot Approaches data. The challenge is that every time the local sites trétnsm

The simplest approach to aggregation is in a single-shot. In thigiformation about their data they “leak” information abotfteir
approach, COINSTAC receives a request from a researcher apglvate data. Under the standard di erential privacy calculi t
generates sharing requests to the data holders. The dati@nsol total privacy risk is the sum of the risks from these sequéntia
automatically runs a di erentially private computation on tine  disclosures. In order to protect against this, each iteratias
local data and share the result to the researcher who can theg be itself more private (hence more noisy), leading to a
aggregate the results. As a simple example, consider computifiideo between privacy and utility in terms of the number of
an average: there akesitesj D 1,2;:::; N, each of whichhas jterations. In essence, a single analysis can come witha tot
di erentsampledx;;j:j D 1;2;:::; ng The goalisto estimate the privacy budgetthe challenge is how to spend that budget across

mean across all of the data, WhICh is assumed to follow a simpjgrations of the algorithm. This tradeo appears in centeald
model:

xijD Cz; (10)  Algorithm 4 Di erentially private stochastic gradient descent

Require: Data Dj at sitej for sitesj D 1;2;:::; N, where
wherez;;j is standard normaN (0; 1) measurement noise for the iDjj D nforallj, timeT, learning rate parameter, privacy
i-th sample at sitg. As described in our earlier workS@rwate parameter , regularization parameter
et al., 201}, if the actual data is bounded s@; 2 [0;1] each  1: AGGsetsw; D 0
data holder can share a di erentially private version of tHeral 2:fortD 1toT do

means: 3 forjD 1toN do
4: AGG sendaw; to nodej
1 X" 1 5: Nodej generates privacy-preserving noje
KD m N C “m s (11) 6 Nodej computesyj;; D r Fj(w) C Zj.
ib1 7 Nodej sendsyj;; to AGG.

8: end for
wherew; is a Laplace random variable with unit variance. The 9.  Acgcomputesmci D wy L P jNole-t

t
researcher can then average these noisy averages to form gf end for

estimate with vananc& C Wr 11: return wrc1

Algorithm 3 Di erentially private single-shot averaging analyses as well. For example, the private power methbdaft

Require: Data Dj at sitej for sitesj D 1;2;:::; N, where (2013)uses an iterative procedure to compute a singular value
jDjj D nfor allj, privacy parameter, di erentlally private  decomposition (SVD) for principal component analysis (PCA).
optimization methodA (D; ). For regression and classi cation, di erentially private stastic

1: forjD 1toN do gradient methods $ong et al., 20)5can be used to process

22 \@DA(D;; ). large data sets to iteratively improve the regression coants.

3. Nodej sendsf to AGG. Such noisy iterative procedures may suer from increased

4: end for P variability: techniques such as minibatching can oftenphel

5: AGG computes@D & J-ND 1\@ return @ recover performance in the face of additional noiSei(g et al.,
2013.

There are two ways to implement dierentially private

The single-shot approach can also be used for regression ierative methods within COINSTAC. The simplest is to use the
other optimization-based problems, as shown in Algorithm 3:stochastic gradient approach outlined in Algorithm 4, which
a sitej with data pairsf(x;;j; yi;j)g of variables and e ect can is a variant of stochastic gradient descent (SGD). We replace
compute a dierentially private local estimate of regressiorthe sites' gradient with a dierentially private counterparts.
coe cients W using any -di erentially private methodA (D; ). However, because the returned values are noisy, the algorith
They can send these to an aggregator which will then aggregatall not have monotonically improving performanc&¢ng et al.,
the vecto't_s A simple approach is to estimate by the averaged15. Another approach would be to cycle sequentially through
W D % ,Dl\@ However, using more advanced ensemblghe sites, as in djICA Raker et al., 20)5 each site could
learning techniques[ietterich, 2000; Rokach, 2010; Mendes-optimize/update (in a di erentially private manner) the iterate
Moreira et al., 201 can result in better aggregation. If the wy and then pass it to another site. By cycling through the sites
researcher has their own data set, they can also use it feerbetrepeatedly, this approach could re ne the iterate while satigfyin
ensemble learningSarwate et al., 20).4 an overall privacy budget.
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2.4. Web-Based Platform such as user creation and authentication. The web server
One of the main aims of our implementation of the decentradize hosts a RESTful web service poweredNxyde.js (2015)and
data analysis system is to maximize democratization of ththe Hapi.js (2015)framework. In addition to responding to
discovery process and allow as many users (individual rekess HTTP requests, the Node process monitors the noSQL datastore
and research groups) to form consortia and perform datdor changes which should result in re-running aggregate
analysis and metadata exchange regardless of their locatid  analyses.
constraints. However, it is clear that some requirementgeha  The COINSTAC client is a portable desktop application
to be set for participation. Availability of network connemti  which can be installed on Windows, Mac and Linux operating
and computational resources (i.e., a workstation) are shingt systems. The application is built withiilectron (2015) an
that cannot be avoided. Our goal however is to minimizeopen source environment for building desktop applications using
the requirements. Although it may seem logical to require aveb technologies. In an Electron application, a single Node.js
consortium researcher to bring in data to the virtual teammain process starts the application, and launches a separate
to participate in a project, it is also true that allowing rendering process, which renders the user interface in a rmeatli
researchers without data may also be of benet. Similarly, i Webkit web browser window providing the user experience of a
ENIGMA people contribute their expertise even when theystandalone application.
have no data, however, this process is not automated. It The user interface of the application is essentially a web
may be of value for some consortia to have an option ofpplication that interfaces with the main thread via Inter-
adding subcontractors, remote participants or crowd-sawgci Process-Communication (IPC) and remote APIs over HTTP.
the e ort of optimal pipelining of the data pre-processing. The application relies on unidirectional data ow inspired by
Forcing members to contribute data may limit the researsherFacebook'sFlux (2015) architecture. The idea behind~iux,
who are able to participate in a virtual project. Addressing the2015 is a way to make actions predictable and application
requirement of democratization of research, we have made twstate easier to reason about. Our particular implementation
key decisions: (i) to develop the client and the server baseaf this paradigm Redux, 201pallows for highly reasonable
on web technologies for client-server interactions, anjith  application state management through functional programming
transfer data through the HTTP protocol. The rst decisiordle paradigms. This has many benets, including hot code
to an extremely portable tool that is able to run on any of theswaps during developmeht predictable interaction ow and
three major operating systems. While the second requiremergasy debugging. User interface data schemas are enforced
greatly increases the user-base as it enables the clientsusing (Ampersand, 2015 which allow for straightforward
function without any additional special permissions from&bc validation and management. The interface itself is made with
IT departments. Essentially this is similar as accessingla weReact (a declarative view layer); it promotes code reusable
page with the same risks but with all the additional bene ts ofcomponents and supporting code organization.
COINSTAC. All of these tools—CouchDB, Electron, Redux, React,
We have create a software implementation guided by thesempersand Models, etc.—are open source and freely available to
main requirements with the objective of further democratg  use.
research and enabling decentralized consortia and projects )
The overview of its architecture is listed iRigure 4 we 2-4.1. User Experience
describe some of the system components, design choices, ahde COINSTAC work ow is designed to be simple and intuitive.
technical details of this implementation in the remaindertios ~ FOr data contributors, it consists of the following steps:
section. o _ (1) registration and login (e.grigure 5A),
The _CO_INSTAC application uses standardized we 2) joining a consortium (e.gFigures 58,3,
commuqlcatlon protocolg to synchrqnlze (meta)dgta .betwee 3) importing data (e.gFigure 5D),
each cllgnt.and Web-vylde agceSS|bIe synchronization no ) running an analysis, and
that maintains consortia-specic data stores. Data store%S) reviewing results.
are noSQL document stores managed GyuchDB (2015)
CouchDB exposes a RESTful interface through which data can bégure 5 shows the look-and-feel of the COINSTAC client
retrieved and modi ed. CouchDB also provides mechanisms foprototype for some of these operations. The consortia list in
eventually consistent replication, which allows multiplelieas Figure 5B demonstrates a case of exercising a granular control:
of the same database to receive both read and write requeg®rts of a local data pool can be involved in di erent consortia
simultaneously. While database storage is provided by GpB¢h (studies). Atthe same time, a data provider only allows ttata
the syncronization part is provided by PouchDB JavaScripto be used for the agreed-upon purposes of a consortium; to use
library. these data for something else, a di erent consortium needsto b
The cloud-based datastores are complemented by a wgdined. Notably, the same dataset can simultaneously be apart o
server, which controls access to data that should not beultiple consortia with their speci c allowed uses. The indival
visible to all clients. The number of web service endpointgonsortium view inFigure 5C can show progress of ongoing
hosted by the web server is greatly reduced by allowing tire€omputations and other monitoring information. Despite, the
access to the CouchDB REST interfaces for each datas'[o‘%is allows continuous development and modi cations without retpg full
There are still some endpoints required to handle tasksystem restart and maintaining the uptime.
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FIGURE 4 | Architecture of the COINSTAC implementation. ~ The client is a desktop application written using standard @b technologies on top of theElectron
(2015)and Node.js (2015) Electron enables installation on any major OS and access tiow level system utilities not available to browser-based @b apps. The server
is a RESTful API running on top oflode.js (2015)and Hapi.js (2015) Data is stored in multipleCouchDB (2015)datastores. Client-server data transfer takes place via
the RESTful webservice, and synchronization mechanisms & are built intoCouchDB (2015)

client being essentially a web application, in COINSTAC it issoftware). However, approaches that simultaneously view all
trivial to add data to a consortium by a simple point and clickmultidimensional data samples as poiftsn a 2D map, similar
operation via standard OS tools which users are already i@mil to the one shown irFigure 6, can provide a quick overview of
with (Figure 5D). the complete dataset and point to inconsistencies or anomalies
Continuous granular control of one's data is a core(see more details irPanta et al., 20)6 The goal of these
motivational component of our approach. Leaving this controlapproache is to represent a dataset consisting of large number
in the hands of each researcher and providing consortia ugidi of multidimensional samples in a way that preserves structure
tools allows us to let researchers build trustworthy catation, that relates the samples to each other. Similar samples thus
where the questions of control and access of the data ag@N A—— . i onal d o i
resolved prior to engagement. In part, we plan to facilitatez ote that in these approaches a multidimensional data sample is turrtedai

. . ero-dimensional point, thus plausibly preserving the privacy of ganhple by
such an approach by providing all local pre-processing tOOI§o|lapsing all information to a much sparser representation.

(building on the existing code base of already used openesour 11Usually called nonlinear dimensionality embedding.
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FIGURE 5 | User interface examples and parts of the COINSTAC wor  k ow: (A) login to the system or account creation, (B) viewin g (after creation) of
the list of consortia the user is involved in, (C) view of a sin gle consortium, and (D) adding les to a project within a conso rtium. Consortia list in(B)

demonstrates a case of exercising a granular control: partéor all) of a local data pool can be involved in different coostia (studies). At the same time, a data provider|
only allows their data to be used for the agreed-upon purposg of a consortium; to use these data for something else, a défent consortium needs to be joined. The
individual consortium view in(C) can show progress of ongoing computations and other monitoing information. Despite the client being essentially a weapplication,
in COINSTAC it is straightforward to add data to a consortium sing a simple point and click operation via standard OS toolsvith which the users are already familiar.

appear as points located close together while dissimilar samplé® method used to produce such an embedding (not unlike
are placed farther apart. This is a helpful property for anomalyther methods in this class) is inherently local and relies
detection. If all but one sample are similar nding that odd on computation that involves computing a distance metric
sample may require looking at each of them in turn. With between each and every sample. The limitations of the current
an embedding approach the odd sample will conveniently benethods, however, do not at all mean that COINSTAC cannot
placed apart from the rest and thus easily identi ed. Indeedjmplement a distributed nonlinear embedding schema with
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When the user is ready to contribute data to one of the
analyses established by one of their consortium, they may visi
the “Projects” page. The user may easily create a new “Project”
and add les to it3. Once les have been added, the user may
select a consortium and and analysis to run against the piejec
les. As each leis analyzed, the results are incrementallyl ce
in the background. The application will emit a noti cation when
all les are analyzed. The application will also emit a noti cation
when the central server has completed its aggregation, and
the aggregation result is available for view in the consarsu
overview page.

The web technologies and the client provide an
implementation of the infrastructure that allows creation
of virtual research centers (consortia) and implements all
the steps of information exchange among the members of
a consortium. This is a framework for decentralized data
processing and information exchange. However to be useful,
it needs algorithms that are able to function in a decentedi

FIGURE 6 | Nonlinear 2D embedding using t-SNE on a dataset of environment and analyze the data without the need to ever

10,000 structural MRI scans collected at the Mind Research N etwork move it into a central place or to load all the data into the same
(stored in COINS). The colors are added at the post-processing stage and machine RAM.

signify two different eld strengths (i.e., two scanners) usd for data collection.

Notably, the data are visibly different for the two scannersVe also show that

despite this, the coding of effects such as age is remarkablgimilar in the two 3 RESU I—TS

scanners, providing support for cross-scanner studies with incorporate

calibration factors Panta et al., 2016). The COINSTAC prototype implementation is equipped with

all required infrastructure to support the algorithms of
Section 2.2. The current (initial) version provides the meéor
privacy. We already are working on an approach that can relgommunication between the master and the client nodes as well
on a public dataset available to all researchers (as we hage the hooks to modify local and global gradient and objective
pointed above there are multiple open neuroimaging databasegynctions. To demonstrate the COINSTAC infrastructure, we
Using this dataset as a reference a full 2D map of all data in faave implemented the single-shot and iterative versions of
consortium can be constructed and used to convey the overaiidge regressiolf. Note, the single-shot and iterative schedules
structure Globerson et al., 2007of the data with the same already implemented by the framework are open-ended skedeton
privacy guarantees as other decentralized data methodsein tifior implementation of various decentralized data algoritm
COINSTAC. Although several algorithms with required properties alrgad
The prototype is already available but, as a prototype, it magxist, including our own djICA and multilevel classi cation
require technical skills to install, mainly because of teedfor results Garwate etal., 2014; Baker et al., 20m6re development
previously described dependencies. However, the framewatk ais needed to support many of the popular tools used for
approach were chosen to quickly lead to the following desirableeuroimaging analysis. There are many existing distributed
(and already implemented) outcome . To use the system, useadgorithms which could also be adapted to decentralized data
will rst download the COINSTAC client. No installation press — settings.
will be required?. The user, double clicks the application and We applied two versions of ridge regression to brain structure
begins immediate use. Users may register from within theollected as part of two di erent studies, one including chion
COINSTAC login screen: an account is needed for autheritinat schizophrenia and healthy controls and another including
and subsequent control of consortia membership. substance users and healthy controls. For the rst study, we
After an account is created and the user has logged injsed three neuroimaging datasets physically located on three
he/she may navigate to the “Consortia” page, accessible frodh erent machines communicating through the HTTP protocol.
the navigation bar. Here, all consortia that are active foe t The total number of subjects on all machines was 224. Each
current user are listed together with the high-level metada machine with the respective dataset constituted a “site,"fzaml
regarding each of them. Selecting a consortium brings tieetes  roughly half (patients/controls: 35/39, 36/40, 35/39) thenple
the consortium overview page. A user can see the consortiungs individuals with schizophrenia and half healthy controls.
description, members, analyses de nitions, and latest amealy Each site's data had already been analyzed using FreeSi&fer 5
aggregate results. (this and other pre-processing steps will be incorporated withi

13The current prototype is limited in assuming that the les are processedllpc
12The prototype needs a presence Mbde.js (2015)and its package manager via common pipelines, however, the work is in progress on automating the
pulling some dependencies into a local directory, which may requirenieah  preprocessing as well.

skills, however, the nal version will only need a download. 14The regularization parameter waD 0.7.
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COINSTAC in future versions). Note, this analysis is done petogethet®. The advantage is an obvious speed up in the research
subject and no cross-site communication is required at fiies  operation and ability to focus on research rather than begtire
processing step although some analysis may require pipeliningaintenance cost.
of decentralized operation. The COINSTAC system was used Consequently, COINSTAC is not (primarily) a system for
to generate the results of ridge regression regressingigfiet r distributing raw data among anyone who desires to conduct
hippocampal volume on the cases and controls label. The datase¢search with it. In this sense the system is not competing,with
during the computation never left the sites and the volumesawe but rather augments the current centralized systeis(Horn
computed prior to the computation at each site individually; atet al., 2001; Marcus et al., 2007; Dinov et al., 2010; Pdiiak, e
each site, the appropriate datasets for cases and controls w&@L2; Mennes et al., 2013; Poldrack et al., 2013; Autism Brain
identi ed automatically by the local COINSTAC platform, the Imaging Data Exchange, 20168COINSTAC solves problems
right hippocampal volumes for each were extracted from thehat are not otherwise addressed: quick engagement with the
original FreeSurfer output les. data that is hard to get access to due to the paperwork—
For single-shot ridge regression COINSTAC followsand a resulting time delay—burden, and accessing datasats th
Algorithm 1. Each site computes a local ridge regressiodue to privacy reasons cannot be shared. As such, COINSTAC
results—beta-weights—which are communicated to the e¢ntris a powerful tool for distributed research consortia at all
analyzer. In our test case the betas are a single element vecitovestigation stages while their project is ongoing and kefo
(we used centered data and labels). The central analyzexgaetr the data is fully sanitized, scrutinized and ready to be put to a
the results according to line 5 or Algorithm 1. The di erent central open place for anyone to work on. Thus, while the highly
sites were balanced for cases and controls and roughly agealuable goals of central repositories are to empower further
matched. As expected, the right hippocampal volume wascienti c research on previously collected data, COINSTAC i
signi cantly reduced in individuals with schizophrenia (fo primarily an agility tool for that data at all stages of research
the “single-shot” D 0.00043, the t to the pooled data was of the groups that originally conceived of the study and
RZ2D 0.061375p D 1.856@ 04). conducted it prior to the open-access-ready stage. Furthezmo
For comparison purposes we also aggregated the original da@OINSTAC complements open data sharing initiatives with
and performed a regression on the full dataset; Bevalue for  ability to perform research on data that will unlikely be ever
right hippocampal volume was very similar to (but not exactlyshared mostly due to privacy and legal concerns. Indeed,
the same as) to the distributed measuR® (D 0.061542p D  existing repositories can, in principle, serve as a data source
1.818® 04), as might be expected by other meta- vs. megder COINSTAC consortia, thus leveraging existing availalaa
analysis comparisong (irner et al., 2013; van Erp etal., 2014  and combining with other data not available within a given
Following the same setup of three data sites as in theepository.
case of the single-shot analysis we also ran the COINSTAC Indirect access to raw data, or a lack of it in the conventlona
implementation of the iterative version of ridge-regressising  sense, may seem as an insurmountable block for qualitynedsea
Algorithm 2. The R? value produced for this analysis waswhen evaluated from the conventional data processing wisdom.
0.061530. Results, even for this small example, show a clédultiple successes of the ENIGMA projedctilbar et al., 2013;
progression of accuracy when the centralized data reswdkiest  Thompson et al., 2014, 2015; van Erp et al., 20h6wever,
single-shot iterative  centralized provide a strong evidence, that conventional approach to data
0.061375 0.061530 0.061542 analysis is not the only one possible. COINSTAC enables
Di erences between the three approaches are clear but reliativeautomation of the mostly manual process of communication
small in this particular, relatively simple, example, but can i across sites. Automation means logging of all steps and a
theory have a signi cant impact on the results for larger andresulting lower costs for catching and correcting errorarks
more complex analyses as are typically run for ENIGMA. Foto the ease of reruns of overall analyses within a consortia.
the second study, we used the same setup, and the number ldirthermore, the di erences in the operation in decentratize
subjects for each group was the same (we used a subset of dsegttings and the centralized approach will lead to di erenttbes
from an existing ongoing study). We also applied the iterativgpractices that are already emerging in other data processing
(multi-shot) approach to to compare total gray matter volume elds dealing with large amounts of decentralized data. For
in substance users vs. healthy controls (100 subjects ih eaexample, an approach to the quality control that may help
group). Results showed D  0.0000027 and show an expectedchere is a decentralized version of the results presented in
statistically signi cant reduction in gray matter volume. Figure 6 (Panta et al., 20)6We are working on algorithms for
that but others will emerge once COINSTAC gains adoption.
The quality assurance tools built for the decentralized data
4. DISCUSSION settings and integrated with COINSTAC will allow consortia
participants to mark outlier data for exclusion from the anadys
In the current form COINSTAC is envisioned as a waywithout even requiring its physical relocation or access toate
for researchers with the data to quickly form consortia tohosts.
test out ideas, and produce scienti ¢ results without needin

to go through any data-related agreement paperwork, orsry appreciate the diculties imagine a consortia with up to a hundred
infrastructural challenges of pulling all participating dataparticipating sites.

for the “best” value :
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Our prototype, which also includes a dierential privacy (if all the paperwork is in place), then dataless consortium
enabled ridge regression as a special case, forms the femmdatmembers can gain access to the data. Although in this raw
for more complex single-shot analyses, such as taking intdata sharing case the system looks rather similarly to the
account individual age, gender, scanning site, 1Q, and rothecentralized repositories, the decentralized nature célrpstivide
covariates that might be necessary for any statistical aisabf advantage of redundancy and peer-to-peer sharing to lower
brain measures along the lines of the ENIGMA analyses. Thie networks load and increase the throughput. We have not
automation will greatly simplify and speed up the manual workyet actively worked on this option, but that could be a nice
required for performing “ENIGMA-like” analysis in settings addition.
outside COINSTAC. COINSTAC automates all the manual The current COINSTAC prototype runs on all major
steps that are related to algorithm execution. The scriptslesktop OSs and is being designed to be available on any
are automatically sent: i.e., a consortium executes its ippel device; the designed responsive user interface is able te scal
transparently to the fact that the data may be spread acrogsd adapt to many screen sizes which will be instrumental
sites around the globe. The scripts are now pipelines, eashhen ported to mobile platforms. CouchDB also provides
element of which has been already implemented and vetted (thmechanisms for eventually consistent replication, whichveslo
prototype only implements ridge regression at this initial gdin  multiple replicas of the same database to receive both read
The consortium chains the elements in the desired order andnd write requests simultaneously. This feature will evehtua
sets parameters. If the parameters did not produce a satisjactoenable hierarchical organization of multiple synchronieati
results, the head of the consortium may tweak them and rerumodes.
the analysis until desirable outcome is achieved. All oft tha Neuroimaging research is being performed on various
happens without any explicit interactions with any of the otherplatforms under varying (constantly updated) OS versions
sites that are part of that consortium. COINSTAC takes care adnd using di erent versions of software tools. Mostly, the
all of the interactions under the hood. The aggregated tesul publications mention the software versions that were used
such as regression coe cients, are automatically avalaibl in presented analyses but rarely every version detail of all
each participating site upon completion of the pipeline run.pieces of the software complex (OS, libraries, etc.) is irdud
The gathering, storing and message passing (that otherwiggguably, these di erence may have an impact on the outcome
needs to be handled by numerous emails) has by then already a study, although we would expect that these dierence
happened unbeknownst to the happy scientist who deeply caresay average out in the decentralized data settings. The most
about the result and COINSTAC now allows them to focusstraightforward solution of requiring everyone to use thensa
onit. platforms with the same software (and possibly hardware)

Furthermore, the ability to rerun the analysis quickly andversions for research is impractical and outright ridicusou
without extra overhead may be a game changer as it allovas it creates more problems than it solves. Our approach,
quick re-analyses often needed due to random mistakes,g¢ld n instead, is to log all of the processing and computation steps
to probe parameter ranges and hyperparameter optimizatiorperformed in a study. Having COINSTAC tool operating at
However, as it has been previously obsenat(vate et al., 2014 all member sites enables e ortless provenance of complex data
the single-shot schema is guaranteed to lead to improvemengsocessing streams and further enables us to generalizésesu
only in the limit of in nite data and may not produce a desira&l to multiple systems. In the plans is to add features that enable
result if the datasets at the local site are quite di erent. tba  extracting all of the provenance information to supplement a
other hand, the algorithms that are allowed to iterate thybu publication.
the sites multiple times theoretically produce the same answe The algorithm schemas presented in this paper assume
as the aggregate analysis would on the same data. Empiric@mputation at every node is nished before an answer is
studies also conrm that Rotluru et al.,, 2014; Baker et al., generated or an iteration can proceed. Unfortunately, in a
2015. These are the iterative multi-shot analysis that are hgavi heterogeneous environment on the network we cannot expect
based on the single-shot developments algorithmically and ithat every node is always available. To cop with that we plan
terms of the required infrastructure. Manually realizingriattive  to implement multiple strategies for the algorithms to follow
algorithms in decentralized data settings is impracticatl anand for a speci ¢ consortium members to choose from. It is
COINSTAC may be one of the rst neuroimaging tools allowing straightforward to enrich COINSTAC with exception handling
this option. mechanisms that inform the central computation node of any

However, as the vision described in this paper may havproblems at the local node. This would ease the control of
indicated, individuals without data would not be able to ¢éak the process. One option is to declare every site's result is
part in such consortia directly via installation of the COINGC  important and if errors or timeouts are happening to any of
software. This does not mean such researchers cannot petiici the nodes the system will escalate the issue to the operator
intellectually at the pipeline planning and decision makinglevel and would not proceed until it is xed. When the number
steps—they will just not need to install COINSTAC clients a®f sites is large, consortia members may desire to trade the
they do not have data to run the pipeline on. The key pointdesire to include each and every local node's results in® th
is that only sites that host parts of decentralized datasetine analysis for the speed of obtaining the result even on the
to install the tool. We can easily envision, that if the memsbe partial data. In this case, a timeout at the master node would
of a consortium would like to share raw data when neededolve the problem. The timeout rule would also work if some
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of the sites has a dierent frequency of updates than anyCOINSTAC is just a tool that connects researchers in a project
other. Notably, all computational and network issues areyeasbut only after they have established an agreement outside of
to track and analyze as this process will happen automaticalthe system. Like many existing social network tools it reties
on all clients and each site can obtain an overall dashboandarticipating researchers knowing who they want to connect
with the health status of the system. These features areefutuwith in a consortium. We envision that with the help of
work. automated data exploration tools and some parts from the $ocia
COINSTAC is an infrastructure tool that enables the resiearcnetwork tools, COINSTAC may help people to meaningfully
on decentralized data that we envision as a currently missinform consortia from within the environment reducing the
piece in the options available to neuroimaging researchertoad on researchers in establishing everything up-frontisit
The vision that entails its use is broader in many sensesur hope that this approach will open up access to many
but an important piece we have not discussed and notlata sets that currently cannot be utilized due to practical
covered by COINSTAC is consortia building infrastructure.or regulatory limitations. Our general approach is of course
COINSTAC picks up at the stage when researchers have alreaalyplicable to any type of data in concept. As the size of
found each other and agreed on collaborating. We wouldvailable data continues to grow, approaches like those in
like to work on tools that simplify and enrich this process COINSTAC will be in even greater demand if we want to fully
allowing researchers to search through already establishéeverage existing data to maximize the power of our scientic
consortia, to evaluate their data against already availail inquiry.
the network and more. Of course, all contingent on the level
of privacy and access existing consortia have allowed. OnRUTHOR CONTRIBUTIONS
part of that system could be a statistic portal that shows
usage and other statistics. This is all future work whileSMP suggested the idea of the decentralized data system, laye
the are working on preparing the presented prototype forout the initial system's architecture, developed algorishm
wide adoption. Current use was limited to our institution wrote initial paper draft and coordinated writing. AS
running on multiple machines and processing several hundredeveloped algorithms with dierential privacy, worked on

datasets. writing the paper. DW coordinated the implementation
of the prototype, including writing corresponding sections
5. CONCLUSIONS AND FUTURE WORK of the paper. CD developed and re ned the architectural

details of implementation, worked on implementation of the
In summary, we present a new concept for decentralizedyrototype. DL helped with architectural choices and took
privacy-enabled, processing of brain imaging data, which wan active part in implementation of the prototype. CR was
believe is an important addition to the data sharing arsenaéssential in architectural choices, infrastructure mairgnce
in this age of big data. We implement and demonstrate and software development of the prototype. SP provided
working prototype (demonstration) called COINSTAC, andbrain imaging data processing pipelines and visualization
perform several “proof of concept” analyses on volumetrialgorithms development. JT provided global connections to
MRI data. Key benets of our proposed approach (notthe neuroimaging community, datasets maintenance and
necessarily implemented in the limited prototype, among ather manuscript writing. JS helped with overseeing the ethical
include: (1) computation on decentralized data without karg component of developing a platform for private data analysis
bandwith requirements (implemented in the prototype), (2)and manuscript writing. KC provided context of development
ability to form consortia and rapidly rerun multiple analysesof tools in the similar idea space and worked on writing. PT
with minimal e ort (implemented in the prototype), (3) an helped in concept development, bringing in experience from
option to use iterative approaches such a multi-shot regressiopractical use of a distributed system, writing the manuscript
or more complex multivariate approaches like ICA or NMF KH provided substance abuse dataset and the expertise in the
(partially implemented in the prototype), (4) privacy enabled eld. VC headed the overall project, formed the vision and
computation which provides quanti able privacy protection architecture of the developed system, managed the teamggork
through addition of specic noise distributions (not in the on writing.
prototype yet), and (5) a focus on ease of use, enabling a
simple mapping of data on one's computer to an existing e ACKNOWLEDGMENTS
structure (not fully in the prototype). In the future, we plan
substantial extensions to the existing prototype includihg t This work was supported by the NIH under award
addition of data pre-processing and quality control functidity 1R01DA040487 (to VC) and U54 EB040203 from the NIH BD2K
as well as the addition of tools for increasingly complexorogram (to PT), the NSF under award CCF-1453432 (to AS),
modeling and additional privacy-enabled algorithms. Onecggle DARPA and SSC Paci ¢ under contract No. N66001-15-C-4070
direction is enhanced consortia building functionalityu@ently  (to AS).
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