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Power-electronic inverters play a central role in modern power systems due 
to the increasing penetration of renewable energy sources such as solar 
photovoltaics, wind generation, and battery energy storage. While this transition 
supports decarbonization goals, it also introduces significant challenges 
related to system inertia reduction, voltage and frequency stability, control 
interactions, and cybersecurity. Conventional grid-following (GFL) inverters 
rely on external grid references and lack of inherent inertia, whereas grid-
forming (GFM) inverters can autonomously establish voltage and frequency, 
emulating key characteristics of synchronous generators. This paper presents a 
comprehensive state-of-the-art review of battery energy storage system–static 
synchronous compensators (BESS-STATCOMs) operating in both GFL and GFM 
modes but the primary focus of the paper is to bring out the efficacy 
of BESS-STATCOM operating in GFM. The review systematically compares 
control philosophies, stability characteristics, grid-interaction mechanisms, 
implementation challenges, cybersecurity considerations, and economic and 
environmental impacts. By synthesizing recent high-impact research and 
evolving grid-code requirements, the paper identifies unresolved challenges 
and emerging research directions for inverter-dominated, low-inertia power 
systems. The presented analysis provides practical insights for researchers, 
utilities, and system operators seeking resilient and stable deployment strategies 
for BESS-STATCOM technologies. The core contribution of this review is a 
unified, state-of-the-art synthesis of Battery Energy Storage System–STATCOM 
(BESS-STATCOM) technologies operating in both Grid-Following (GFL) and Grid-
Forming (GFM) modes, with particular emphasis on the emerging role of GFM 
control in low-inertia, weak-grid, and inverter-dominated power systems. 
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1 Introduction

The rapid growth of renewable energy sources and distributed 
generation has fundamentally transformed modern power systems. 
As synchronous generators are progressively displaced by inverter-
based resources (IBRs), system inertia and natural damping are 
significantly reduced, leading to increased frequency deviations, 
higher rates of change of frequency, and greater sensitivity to 
disturbances—particularly in weak-grid and low short-circuit-
ratio environments (Wang F. et al., 2024; Mirmohammad and 
Azad, 2024; Pourkeivani et al., 2023; Mahmoud et al., 2022; 
Afzal et al., 2020). These challenges are further exacerbated in 
microgrids and renewable-dominated distribution systems, where 
stable voltage and frequency regulation becomes increasingly 
complex (Pourkeivani et al., 2023; Rangarajan et al., 2024). Grid-
following (GFL) and grid-forming (GFM) control represent two 
fundamentally different operating paradigms for inverter-based 
systems. GFL converters synchronize to an existing grid voltage and 
frequency using phase-locked loops (PLLs) and inject controlled 
currents, functioning primarily as current-controlled sources 
(Moore et al., 2025; Singh et al., 2023). While effective in strong-grid 
conditions, GFL control is vulnerable to instability in weak grids due 
to PLL interactions, reduced system strength, and limited inherent 
inertia (Singh et al., 2023; Zhao et al., 2021; Yuan et al., 2023). In 
contrast, GFM converters autonomously regulate voltage magnitude 
and frequency, emulating key characteristics of synchronous 
generators and enabling inertial response, black-start capability, 
and improved resilience under islanded or low-inertia conditions 
(Rangarajan et al., 2024; Mahmoud et al., 2022; Singh et al., 2023). 
The integration of battery energy storage with static synchronous 
compensators (BESS-STATCOMs) extends conventional reactive 
power compensation by enabling active power support, frequency 
regulation, and fast dynamic response (Prakash et al., 2022; 
Rangarajan et al., 2020). This dual functionality allows BESS-
STATCOMs to simultaneously address voltage stability, frequency 
control, and transient performance challenges arising from the 
high penetration of renewable energy sources (Afzal et al., 2020; 
Musleh et al., 2017; Shukla et al., 2024). In addition, BESS-
STATCOMs can be configured to operate in both GFL and GFM 
modes, enabling flexible adaptation to varying grid conditions 
and supporting seamless transitions between grid-connected and 
islanded operation (Moore et al., 2025; Singh et al., 2023).

Despite the growing deployment of STATCOMs and battery 
energy storage systems, existing review literature often treats GFL 
control, GFM control, STATCOMs, and energy storage technologies 
in isolation. Many studies focus on either conventional grid-
following STATCOM operation or grid-forming concepts without 
explicitly addressing the combined operational characteristics 
of BESS-STATCOMs under realistic weak-grid, faulted, and 

Abbreviations: BESS, Battery Energy Storage System; BESS-STATCOM, 
Battery Energy Storage System–Static Synchronous Compensator; DER, 
Distributed Energy Resource; GFL, Grid-Following; GFM, Grid-Forming; 
IBR, Inverter-Based Resource; PCC, Point of Common Coupling; RoCoF, 
Rate of Change of Frequency; SCR, Short-Circuit Ratio; PLL, Phase-Locked 
Loop; VSM, Virtual Synchronous Machine; PMU, Phasor Measurement Unit; 
SoC, State of Charge; SCADA, Supervisory Control and Data Acquisition; 
FDI, False Data Injection and; DoS, Denial of Service.

multi-inverter conditions (Zhao et al., 2021; Yuan et al., 2023). 
Furthermore, prior reviews frequently overlook control-interaction 
issues, mode-transition challenges, and small-signal stability 
concerns that arise in inverter-dominated networks with low 
system strength (Singh et al., 2023).

This paper presents a comprehensive state-of-the-art review 
of BESS-STATCOMs operating in both grid-following and 
grid-forming modes. The review systematically compares 
control architectures, stability mechanisms, grid-interaction 
characteristics, fault response, cybersecurity considerations, and 
practical implementation challenges. By consolidating recent 
high-impact studies and evolving grid-code developments 
(Yang et al., 2017a; Yang et al., 2017b; Jayachandran et al., 2021; 
Mira-Gebauer et al., 2023), this work identifies unresolved 
challenges and emerging research directions, providing a structured 
reference for researchers, utilities, and system operators seeking 
resilient and stable solutions for future inverter-dominated power 
systems. An overview of BESS-STATCOM technologies in both 
modes is presented in Figure 1. Existing review articles largely 
treat grid-following control, grid-forming control, STATCOMs, and 
battery energy storage systems in isolation. As a result, the combined 
operational characteristics of BESS-STATCOMs providing both 
reactive power compensation and active power support, particularly 
under weak-grid, low short-circuit-ratio, faulted, and multi-
inverter conditions, are not systematically addressed. Key issues 
such as control interactions, mode-transition stability, small-
signal stability, and emerging cybersecurity and implementation 
challenges are often overlooked. This review bridges these gaps by 
presenting a unified and structured comparison of grid-following 
and grid-forming BESS-STATCOM operation, emphasizing 
stability mechanisms, control architectures, performance metrics, 
and practical deployment considerations relevant to modern 
inverter-dominated power systems.

In addition, they will explore the ability of these devices to 
provide a full range of accessories, including voltage and frequency 
support, fault transfer capabilities, and vibration suppression, thus 
ensuring system resilience (Rangarajan et al., 2020). Finally, the 
integration of artificial intelligence and machine learning into 
STATCOM’s control system offers promising possibilities for 
prediction maintenance, improved error detection and adaptive 
response to dynamic network conditions. These intelligent control 
systems, especially in more advanced cyber threats such as 
data injection attacks, can optimize STATCOM performance by 
anticipating network disturbances and proactively adapting their 
functions to maintain stability. These attacks may come from 
various sources, including denial-of-service attacks on remote 
terminals and deception attacks targeting data transmitted via 
communication networks, which ultimately affect state estimation 
results and lead to misleading control functions (Bae, 2020). 
This requires the development of sophisticated cybersecurity 
measures, including multi-sensor time prediction algorithms, 
to strengthen the resilience of networks to such widespread 
threats (Reda et al., 2021). Advances in computational technology, 
including machine learning and artificial intelligence, are crucial 
to the development of robust and adaptive control strategies for 
STATCOMs, enabling them to effectively tackle emerging grid 
challenges and increase their resilience to cyber-physical threats 
(Pavón et al., 2023; Awad and Bayoumi, 2025). These intelligent 
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FIGURE 1
Overview of BESS-STATCOM in GFM and GFL modes.

systems can actively adjust STATCOM operations to mitigate the 
impact of complex cyberattacks aimed at a wide range of monitoring 
and control systems, otherwise harming network status awareness 
and causing false control action (Musleh et al., 2017; Ashok 
and Wang, 2017). This proactive adaptation enabled by artificial 
intelligence is particularly critical to the growing incidence of cyber-
physical attacks on critical infrastructures (De and Sodhi, 2022). 
Furthermore, it is essential to develop a secure and effective 
STATCOM communications protocol to ensure the integrity and 
reliability of data exchange on smart networks. This is particularly 
relevant in high-frequency renewable energy environments 
where precise and fast control is necessary to maintain network 
stability and energy quality (Mohamed Elimam et al., 2020). 
The use of artificial intelligence-based predictive maintenance 
further strengthens the network’s resilience, enabling early 
detection and mitigation of hardware failures and performance 
degradation in STATCOM units, thus preventing unexpected 
damage (Tabassum et al., 2024; Alhamrouni et al., 2024). In 
addition, the integration of distributed ledger technology could 
provide unchanging and transparent operational data records, 
strengthening the security posture against data manipulation 
and unauthorized access. This comprehensive approach includes 
advanced control, safety and intelligent optimization to maximize 
the potential of STATCOM batteries for the robust distribution 
system. The increasing reliance on digitally controlled BESS-
STATCOMs introduces cyber-physical vulnerabilities associated 
with communication networks, sensing devices, and control 
platforms (Rajaperumal and Columbus, 2025). Cyber threats 
such as false data injection attacks, denial-of-service attacks, 
and communication spoofing can disrupt voltage regulation, 
frequency support, and protection coordination, potentially 
compromising overall grid stability. These attacks primarily 
target measurement signals, controller reference values, and 
communication links between local controllers and supervisory 
systems (Kharlamova, 2023; Pourkeivani et al., 2023). As a result, 
delayed or incorrect control actions may occur, leading to degraded 
dynamic response or unstable operating conditions. To mitigate 
these risks, recent research emphasizes secure communication 

protocols, encryption techniques, anomaly detection methods, and 
resilient control strategies. Integrating cybersecurity considerations 
directly into the design and operation of BESS-STATCOM control 
systems is therefore essential for ensuring reliable and secure 
operation in future smart grids (Ojo et al., 2024).

Figure 2 presents a high-level conceptual classification of BESS-
STATCOM technologies, highlighting their functional roles in 
modern power systems. The figure illustrates how the integration 
of battery energy storage extends conventional STATCOM 
capabilities beyond reactive power compensation to include active 
power support, frequency regulation, and inertial response. This 
classification provides the foundational context for understanding 
the evolution of BESS-STATCOM control strategies discussed in 
subsequent sections.

Figure 3 illustrates the operational principles and system-
level interaction of BESS-STATCOMs within inverter-dominated 
grids. It emphasizes the bidirectional power exchange enabled 
by the battery interface and its impact on voltage regulation, 
frequency support, and transient stability. The figure conceptually 
demonstrates how BESS-STATCOMs enhance grid resilience under 
weak-grid and high-renewable-penetration scenarios, forming the 
basis for later discussions on Grid-Following and Grid-Forming 
control paradigms.

Today, when it comes to renewable generation power electronics 
interfaces, two dominant control strategies of inverters stand 
out: grid following mode (GFL) and grid form mode (GFM). 
The GFL inverter is designed to synchronize with the existing 
network voltage and frequency reference. They are primarily based 
on external network strength and stability, and focus primarily 
on injecting controlled active and reactive power, depending on 
current grid conditions. In contrast, GFM inverters operate by 
setting their own voltage and frequency values. They play an 
important role in supporting grid stability, especially in weak 
grids, microgrids or landing conditions, and are increasingly 
regarded as an essential element for future grids with a high 
penetration of renewable energy and a reduction in the inertia 
of synchronous machines. A comprehensive summary of the duality 
between the two technologies can be found. The implementation 
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FIGURE 2
Performance metrics and stability analysis of BESS-STATCOM in GFL and GFM modes.

FIGURE 3
Future trends of BESS-STATCOM in terms of storage and control algorithms and policies.

and practical considerations of BESS-STATCOM is shown
in Figure 4.

The control strategies and architectures of BESS-STATCOM 
employing GFL and GFM control mechanisms are shown in 
Figures 5, 6 presents the applications and case studies of BESS-
STATCOM in GFL and GFM modes. Hybrid combinations are also 
possible where switching between GFL and GFM modes play a 
vital role. GFMs use droop-based control (like P–ω or Q–ω) to set 
their own voltage and frequency, acting as voltage sources, while 
GFLs use PLL-based control (id–PLL or vq–PLL) to follow the grid, 
acting as current sources. GFMs show I–θ or P–θ swing behavior 
and are stable under open-circuit conditions or when connected 
to a current source, but unstable in short circuits. GFLs show 
V–θ or Q–θ swing and are stable under short-circuit conditions 
or when connected to a voltage source, but unstable when open-
circuited. In terms of grid strength, GFMs may become unstable 

in strong grids, while GFLs struggle in weak grids. Synchronization 
controllers also affect stability; GFM is sensitive to high-droop gains 
(GFDs) and GFL to high PLL bandwidth (GPLLs). For internal 
control, GFMs require fast voltage control, and GFLs require fast 
current control to maintain stability Overall, the differences are 
mainly in software control strategies and not in hardware, each 
adapted to different network conditions and stability requirements. 
An important point to note is that, although the basic difference lies 
mainly in the control software and firmware, GFM converter designs 
tend to be more robust in physical terms, with improved filtering and 
overloading capabilities to address the most demanding network 
support functions. GFL and GFM controls are shown in Figure 7.

Figure 7 compares the fundamental control architectures 
of Grid-Following (GFL) and Grid-Forming (GFM) BESS-
STATCOMs. The GFL structure relies on a phase-locked loop 
(PLL) to synchronize with the existing grid and operates as a 
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FIGURE 4
Implementation and practical considerations of BESS-STATCOM.

FIGURE 5
Control Strategies and architectures of BESS-STATCOM employing GFL and GFM control mechanisms.

controlled current source, whereas the GFM structure behaves as 
a voltage source, directly establishing grid voltage and frequency 
through droop control or virtual synchronous machine concepts. 
The manuscript explicitly demonstrates that:

• GFL and GFM modes represent fundamentally different 
control philosophies, not merely implementation variants.

• GFM-enabled BESS-STATCOMs provide inertia emulation, 
voltage/frequency reference formation, black-start capability, 
and enhanced resilience, which are critical for future 
power systems.

• Hybrid and adaptive GFL–GFM operation is emerging as a 
practical pathway for real-world deployment.

• The overall impact of the paper is to serve as a comprehensive 
reference framework that consolidates control principles, 
stability mechanisms, grid-interaction behavior, cybersecurity 
considerations, and future research directions for BESS-
STATCOM technologies.

• Manufacturers and technology developers: The paper 
provides detailed insights into converter topologies, control 
architectures (GFL, GFM, and hybrid), current-limitation 
strategies, energy sizing implications, and implementation 
challenges that directly inform system design and product 
development.

• Grid operators (GRTs/TSOs/DSOs): The structured 
comparison of GFL vs. GFM performance, standardized 
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FIGURE 6
Applications and case studies of BESS-STATCOM.

FIGURE 7
Simplified control block of GFL and GFM based inverters for BESS-STATCOM technologies.

stability and performance metrics, fault behavior, weak-grid 
operation, and cybersecurity implications supports grid-code 
development, technical specifications, and planning decisions.

2 Importance of battery integration in 
STATCOM

By integrating batteries into STATCOM, it fundamentally 
changes the functionality of the operation, extends beyond 
conventional reactive energy compensation to active energy 
support, and improves transition stability (Abdelkader et al., 2024; 
Pei et al., 2020). This integration enables STATCOMs based 
on batteries to provide critical services such as frequency 
control, voltage support, power-on-demand suppression, and to 
significantly improve network reliability and stability in unstable 
times (Husnoo et al., 2022; Khare et al., 2021). In particular, the 

intrinsic energy storage capacity of the battery allows STATCOM 
to function as an active energy source and storage tank, responding 
dynamically to the needs of the network with sub-cycle accuracy 
(Alkhorem et al., 2024; Maghami et al., 2025; Pourahmad et al., 2023; 
Ding et al., 2021; Khashayardoost et al., 2025). This capability is 
particularly crucial to mitigate the impact of intermittent renewable 
energies; as high power fluctuations would otherwise undermine 
grid stability. Furthermore, the dispatchable nature of BESS-
enhanced STATCOMs allows a rapid injection or absorption of 
real energy, which is essential to maintain system inertia and avoid 
cascading failures in weak or falling networks (Ghosh et al., 2023; 
Öhrström et al., 2025). In addition, the hybrid configuration 
combines high-performance power electronics and battery energy 
reserves, provides rapid fault rate support and voltage recovery, 
and enables superior performance in the management of severe 
failures and voltage changes. This dual function makes battery-
based STATCOMs a versatile asset that can solve various grid 
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stabilization challenges, from stable voltage control to dynamic 
transition management. Furthermore, the ability of these systems 
to seamlessly transition between grid-following and grid-forming 
modes further increases their utility and can enable advanced 
control strategies that effectively manage complex grid interactions 
and support microgrid formation (Parajuli et al., 2024). The 
synergy between STATCOM technology and battery energy 
storage is particularly important for improving the quality and 
stability of energy from renewable energies (such as wind power 
plants) with intermittent production, which requires greater 
compensation (Arulampalam et al., 2006). This integration not 
only mitigates voltage fluctuations, but also provides frequency 
support, and in general improves the inertia reaction of these 
renewable energy systems, which, in a more comprehensive 
approach, provides a stronger and more controlled network that 
combines traditional STATCOM energy compensation systems 
with active energy injection and absorption systems, and provides 
a complete solution to the frequency, load balance, and energy 
buffer services that cannot be offered by traditional STATCOM 
(Panda et al., 2023; Pinto et al., 2020). These advances require 
sophisticated control algorithms to manage the complex interactions 
between energy compensation and active energy distribution and to 
optimize network performance under different operating conditions 
(Kamran, 2021). This integrated approach is essential to address the 
increasing problem of penetration of renewable energy, which causes 
network changes and overlaps. For example, STATCOM’s SVC 
PLUS® energy storage technology is a supercapacitor that supports 
voltage and frequency beyond conventional static voltage regulation 
(Slimene et al., 2025), providing stability and proactive voltage 
support, especially for low-power networks, while supporting 
inertia and contributing to the regulation of primary frequencies 
(Ravi et al., 2023). This advanced ability to regulate dynamic 
voltages and frequencies makes STATCOM batteries important 
components of grid stability, especially in high-energy renewable 
energy systems (Pagnani et al., 2020a). This global approach not 
only improves network stability, but also improves overall energy 
management efficiency by quickly reacting to network frequency 
fluctuations, balancing supply and demand (Pati et al., 2025), and by 
providing continuous, proactive monitoring, protection and control 
systems in real time, ensuring the performance of STATCOM 
batteries and avoiding cascade failures (Ashok and Wang, 2017; 
Musleh et al., 2017). These advanced STATCOM strategic locations, 
especially in high-distributed systems, reduce voltage leaks and 
vibrations and improve transition stability, and significantly improve 
energy quality (Afzal et al., 2020; Ahmouda and Gladwin, 2023). As 
a result, these systems are crucial to facilitating the reliable operation 
of modern networks increasingly dependent on intermittent 
renewable energies and contributing to overall system security and 
energy supply quality (Pati et al., 2025; Ashok and Wang, 2017). 
In addition, such devices have considerable economic benefits, 
reducing greenhouse gas emissions and operational costs, and 
increasing renewable energy utilization in times of high demand 
and low generation (Montoya et al., 2021). This underlines their role 
in facilitating energy arbitration and peak shaving and ultimately 
contributing to more sustainable and economically viable energy 
infrastructure. Integration of these advanced STATCOMs with real-
time monitoring and control systems (such as field monitoring, 
protection, and control systems) further improved the ability to 

respond to network disturbances and better know their situation 
(Masood et al., 2018). Such systems use a phalanx measurement unit 
to measure voltage and current synchronously and allow a precise 
and real-time understanding of the grid dynamics, which is key to 
optimizing STATCOM operation (Mohamed Elimam et al., 2020; 
Pourkeivani et al., 2023). This allows better and faster response to 
network anomalies and improves the overall stability and reliability 
of the power system (Yang et al., 2017b). This integration of PMU 
data into advanced state estimates enables more detailed and 
accurate diagrams of grid conditions, allowing pre-control actions 
and coordinated responses in large geographical areas (Ashok and 
Wang, 2017; Mohamed Elimam et al., 2020; Pourkeivani et al., 2023). 
The grid stability enhancement could effectively be undertaken 
by GFMs with its inherent inertia as compared to GFL. The 
corresponding flow diagram is shown in Figure 8.

Figure 9 presents the operational efficiency of BESS-STATCOM, 
demonstrating its ability to enhance power quality, stabilize voltage, 
and optimize energy flow with rapid dynamic response. Figure 10 
highlights the positive environmental impacts achieved through 
its integration, including reduced emissions, increased renewable 
energy utilization, and a transition toward cleaner grid operations. 
Building on this, Figure 11 shows how BESS-STATCOM supports 
global sustainability efforts by contributing to key Sustainable 
Development Goals, particularly clean energy access and climate 
action. Figure 12 outlines the economic benefits, emphasizing cost 
savings through improved asset utilization, reduced operational 
expenses, and deferred infrastructure investment. Figure 13 
focuses on technological innovations such as advanced power 
electronics, intelligent control strategies, and real-time digital 
monitoring that enhance system performance and adaptability. 
Figure 14 compares performance improvements between Grid-
Following (GFL) and Grid-Forming (GFM) modes, highlighting 
superior stability, frequency regulation, and inertia support under 
GFM operation. Figure 15 further illustrates the compatibility of 
BESS-STATCOM in both GFL and GFM modes within smart 
grids, emphasizing interoperability, communication readiness, 
and seamless integration with renewable and distributed energy 
resources. Finally, Figure 16 captures the broader global and 
community-level impacts, showcasing how BESS-STATCOM 
strengthens grid resilience, enhances energy access, and contributes 
to a sustainable and reliable energy future.

3 Grid-forming mode for 
battery-based STATCOM

Unlike the grid follow mode, the battery STATCOM, which 
operates in the grid-forming mode, can create and maintain stable 
voltage and frequencies, even if there are no strong grid reference 
points, and act effectively as a source of voltage. These intrinsic 
capacities support isolated microgrids, provide black-start services, 
improve grid resilience, and allow a seamless transition between 
network connections and landing operations (Shukla et al., 2024). 
This way of operating is particularly beneficial in the integration of 
high-permeability renewable energy sources, which often introduce 
variability and disruption into the network by providing a basic 
regulation of voltage and frequency (Pourkeivani et al., 2023). In 
addition, the STATCOM system, which forms the network, can 
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FIGURE 8
Role of GFM based inverters for BESS-STATCOM technologies towards grid stability enhancement.

FIGURE 9
Operational efficiency of BESS-STATCOM.

FIGURE 10
Environmental impacts of integrating BESS-STATCOM.
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FIGURE 11
Sustainable Development Goal achievement through clean and green energy.

FIGURE 12
Economic benefits of BESS-STATCOM in terms of cost savings.

provide synchronous generator characteristics and system inertia and 
fault current by simulated the characteristics of the system, which 
are essential to maintain stability in weak network environments 
and critical disturbances (Pagnani et al., 2020a). This functionality 
is achieved by advanced control algorithms that allow STATCOM 
to control output voltage and frequency independently and thus 
actively shape network electrical characteristics. In addition, the 
implementation of distributed control technology can optimize 
STATCOM’s reaction to different systems from weak to strong 
systems and thus improve the overall stability and adaptability of 
the system (Masood et al., 2018; Askarian et al., 2024). This enabled 
them to overcome the limitation of the transmission converter, 

especially in systems with low short circuit ratios and critical fault 
events, where the behaviour of transmission formation was crucial 
to maintaining voltage stability and preventing cascade failures 
(Saldarini et al., 2023; Laaksonen, 2025; Yan et al., 2024; Zuo et al., 2020; 
Zeng et al., 2024). The inherent capacity of STATCOMs to form 
grids as voltage sources also makes them less vulnerable to the loss 
of voltage at a common junction point during transit events and 
ensures better voltage regulation than their counterparts following 
the grid (Haggi et al., 2020). However, STATCOM, which forms a 
network, is vulnerable to excessive current during grid failure, which 
requires an advanced current limitation strategy to maintain its voltage 
mode characteristics (Manamperi et al., 2024). Furthermore, voltage 

Frontiers in Energy Research 09 frontiersin.org

https://doi.org/10.3389/fenrg.2026.1750315
https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org


Rangarajan et al. 10.3389/fenrg.2026.1750315

FIGURE 13
Technological innovations of BESS-STATCOM.

FIGURE 14
Performance improvements of BESS-STATCOM in GFL and GFM modes.

source converters running in grid configurations are vulnerable under 
overload conditions, usually limiting the output current to about 125% 
of the nominal value to prevent power electronic switches from being 
damaged (Shah et al., 2023; D’silva et al., 2023; Sawant et al., 2024; 
Baeckeland and Seo, 2023). This requires a sophisticated control 
mechanism that can smoothly transition between voltage and current 
control modes and ensure stability and protection under different 
operating conditions (Matsuda-Dunn et al., 2023; Pagnani et al., 2022; 
Seo et al., 2023a; Seo et al., 2023b). Such a current limitation 
strategy often decomposes the current into positive, negative, and 
zero sequence components, and the specific control is adjusted to the 
error characteristics (Wang F. et al., 2024). This approach is crucial 
to prevent transformer damage and ensure continuous operation 
in the event of grid failures while providing essential grid support 
functions (Wang F. et al., 2024). Conversely, the network-forming 
converter transitional virtual resistance strategy provides superior 

performance during failure recovery by continuing operation until 
the fault current normalizes, which reduces the overvoltage compared 
to conventional virtual resistance methods (Wang F. et al., 2024). This 
improves the dynamic performance during fault collisions, because 
adaptive impedance adjustments improve the system stability and 
speed up voltage recovery. 

In this review, grid-forming approaches are classified based 
on their fundamental voltage–frequency reference generation 
principles, such as virtual synchronous machine, droop-based, 
and direct voltage–frequency control. Model predictive control 
is treated as a control implementation technique rather than a 
grid-schemes. This classification ensures conceptual consistency 
across the presented figures. 

Figures 17–21 collectively describe the fundamental 
components and advanced aspects of BESS-STATCOM operation 
in Grid-Forming (GFM) mode. Figure 17 presents the 
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FIGURE 15
Compatibility of BESS-STATCOM in GFL and GFM modes in Smart Grids.

FIGURE 16
Global and community impact of BESS-STATCOM in Smart Grids.

power-electronic converter topology and the corresponding 
control architecture that enable autonomous voltage and 
frequency generation within GFM systems. Figure 18 illustrates 
the battery-integration framework and associated energy-
management strategies that ensure stable power delivery, optimal 
charging–discharging control, and reliable support during 
grid disturbances. Figure 19 outlines the key system-design 
considerations and implementation challenges, including controller 
tuning, hardware configuration, protection coordination, and 
real-time operational constraints encountered in practical GFM 
installations. Figure 20 examines the grid-interaction characteristics 
of GFM-based BESS-STATCOMs, emphasizing their influence on 
grid stability, inertia enhancement, fault-ride-through capability, 

and overall power-quality improvement. Finally, Figure 21 
highlights emerging trends and ongoing research directions, 
covering advancements in control algorithms, enhanced converter 
technologies, cyber-physical resilience, and the broader role of 
GFM-enabled BESS-STATCOMs in future smart grid ecosystems.

4 Operational principles of 
grid-forming converters

The converters that form a grid function by regulating their 
output voltage and acting effectively as a voltage source behind the 
resistance, which is essential to maintain the stability of the network 
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FIGURE 17
Power electronics and control of BESS STATCOM in GFM mode.

FIGURE 18
Battery Integration and Energy Management of BESS STATCOM in GFM mode.

and voltage support during the failure (Baeckeland et al., 2024). This 
intrinsic ability allows them to provide essential services such as 
inertia simulation and the contribution of fault currents that are 
important for stabilizing energy systems with high penetration of 
renewable energy sources (Wang J. et al., 2024). Unlike a current-
generating grid converter that behaves like a current source, a grid-
forming converter is highly susceptible to external disturbances, 

and attention must be paid to the protection of the overload 
(Lin, 2020). This vulnerability requires a robust current limitation 
strategy to prevent converter damage in short circuit conditions, 
including common approaches such as dynamic virtual resistance 
and switching to another control mode (Kim and Poor, 2011; 
Zheng et al., 2025). These advanced current limitations ensure that 
the converter can continue to operate and maintain the system 
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FIGURE 19
System Design and Implementation challenges of BESS STATCOM in GFM mode.

FIGURE 20
Grid Interaction and Impact BESS STATCOM in GFM mode.

stability during network malfunctions by limiting the current of the 
failure while maintaining the voltage source characteristics of the 
converters that form the grid (Irfan et al., 2023; Rousis et al., 2020). 
However, these strategies must be carefully designed to avoid 
compromising the grid-forming converter’s ability to support 
voltage and frequency during disturbances, especially during the 
crucial first-peak and second-peak periods of transient overcurrent’s 
(Ahmadiahangar et al., 2024; Kirmani and Kumar, 2018). To address 
this problem, adaptive control systems that dynamically adjust 

virtual impedance and control modes based on the severity of the 
failure and grid conditions are crucial to ensuring the protection 
of converters and optimal network support (Zecchino et al., 2020). 
In addition, the theoretical synchronization process of voltage 
converters, based on Droop Control and Virtual Impedance, 
particularly when faced with large disturbances such as three-
phase bolt fractures, emphasizes the complex balance between 
the improvement of transition stability and the management 
of fractures (Zhao et al., 2023). In such events, the internal 
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FIGURE 21
Future trends and research directions of BESS STATCOM in GFM mode.

frequency of the power converter may vary significantly, resulting 
in angle differences and potential synchronization loss after fault 
clearance (Karve et al., 2025). In order to achieve this, advanced 
control strategies must be developed, requiring rapid detection and 
reduction of these deviations, often through rapid error detection 
algorithms and the implementation of virtual adaptive resistance to 
improve transit stability (Izadkhast et al., 2022). Thus, research is 
focused on improving the current restriction behavior of inverters 
that form grids during transition operations to maximize signal 
stability for small and large amounts (Baeckeland et al., 2024). This 
often involves carefully designing current limitation techniques to 
balance device protection and system-level requirements, reduce 
the risk of cascading events, and ensure operational flexibility. 
For example, the power reference adjustment has shown that the 
transit stability improves and limits the output current of the 
converter in a stable state, while the virtual transit resistance 
mainly deals with the transit overcurrent and has little effect on 
overall stability (Pagnani et al., 2023). Furthermore, by changing 
the resistance characteristics of dynamic virtual resistance strategies, 
they affect the accelerated and slowing regions during the faults, 
thus improving the transitional stability margin of the grid-forming 
inverter (Baeckeland et al., 2024). In the case of high-renewable 
energy systems, especially in highly renewable energy systems, 
high transition stability is often characterized by longer critical 
recovery periods. After the error is corrected, the virtual impulse 
is gradually deactivated, allowing resynchronization with the local 
measurement, and ensures stable operation (Pagnani et al., 2020b). 
Several current limitation strategies have been developed to 
ensure smooth transition between control modes and maintain 
transition stability, and some approaches combine concepts such 
as circular current restrictions with power constraints or dynamic 

adjustments to power references (Dyśko et al., 2020). Such 
advanced control strategies are essential to prevent failure of 
integrated devices and subsequent synchronization failures, leading 
to temporary instability, especially in the power network of 
inverters (Baeckeland et al., 2024).

Figures 22–26 present the key technical aspects of BESS-
STATCOM operation in Grid-Forming (GFM) mode, beginning 
with the fundamental operational principles that define autonomous 
voltage and frequency regulation (Figure 22); followed by the 
detailed control architectures and hierarchical control layers that 
govern GFM behavior (Figure 23); the system’s interaction with 
the grid, including inertia provision, voltage support, and fault-
ride-through characteristics (Figure 24); the performance metrics 
used to evaluate stability, dynamic response, power quality, and 
reliability in GFM operation (Figure 25); and the procedures for 
testing, validation, and compliance assessment of GFM-based BESS-
STATCOM units under laboratory and field conditions (Figure 26).

5 Advanced control algorithms for 
grid-forming Battery-STATCOM

These advanced control methods are particularly important for 
maintaining network stability and power quality under abnormal 
operating conditions and minimizing the risk of cyber-physical 
vulnerability (Ashok and Wang, 2017; Pourahmad et al., 2023). 
For example, robust dynamic state estimation technology is crucial 
for monitoring and controlling in real time, enabling microgrid 
dynamics to be seen and robust to protect against physical 
disturbance and potential cyberattacks (Pourkeivani et al., 2023; 
Ashok and Wang, 2017). In addition, the integration of these 
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FIGURE 22
Fundamental concepts of BESS STATCOM in GFM mode.

FIGURE 23
Control architectures of BESS STATCOM in GFM mode.

strategies into the overall framework for monitoring, protection 
and control of large areas can greatly improve the network’s 
overall resilience by coordinating high-impact and low-frequency 
reaction events, including cyber-physical attacks and other human-
induced events (Ashok and Wang, 2017; De and Sodhi, 2022). 
This is especially important for systems using battery-based 
STATCOM in grid mode, where the main objective is to accurately 
detect events and maintain continuous power supply for critical 
loads under adverse conditions. The increasing reliance on 
communication networks for data transfer in smart grid designs 

makes them susceptible to cyberattacks targeting sensors like 
phasor measurement units, smart meters, and controller networks 
(Shukla et al., 2024; De and Sodhi, 2022). Thus, the development 
of attack-resistant measurement design and control algorithms is 
essential to protect network stability and operation from advanced 
cyber-physical threats (Ashok and Wang, 2017). These threats 
can manifest themselves in data integrity attacks such as false 
data injection and re-injection attacks, and service denial attacks, 
thereby degrading the accuracy of measurement and control signals, 
leading to system instability and failure (Yang et al., 2017a). 
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FIGURE 24
Grid interaction of BESS STATCOM in GFM mode.

FIGURE 25
Performance metrics of BESS STATCOM in GFM mode.

For example, malicious attacks on the integrity of the network 
interconnection can disrupt secondary control objectives and 
minimize damage by utilizing the weaknesses of information and 
communication technologies (Saha et al., 2023). In order to address 
these weaknesses, it is necessary to adopt multiple approaches, 
such as robust encryption, authentication protocols, and anomaly 
detection algorithms, to identify and mitigate malicious activities in 
cyber-physical infrastructures.

Figure 27 illustrates the key control strategies employed in 
BESS-STATCOM under grid-forming operation, while Figure 28 
outlines its mechanisms for interacting with the grid. Figure 29 
highlights the role of digital intelligence and real-time monitoring 
in system performance, and Figure 30 presents the battery 

management and integration framework. Figure 31 details the 
influence of BESS-STATCOM on grid stability during GFM 
operation, whereas Figure 32 focuses on the associated power 
electronics control. Finally, Figure 33 showcases advanced modeling 
approaches and modern control techniques relevant to BESS-
STATCOM in GFM mode. While Section 5 has outlined the 
fundamental configuration, operating principles, and modeling 
considerations of BESS-STATCOM systems, their practical impact 
on grid stability is largely determined by the adopted control 
strategy. The following section therefore focuses on grid-following 
and grid-forming control approaches, highlighting their structural 
differences, stability characteristics, and suitability for modern 
inverter-dominated power systems.
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FIGURE 26
Testing and verification of BESS STATCOM in GFM mode.

6 Comparative analysis of 
grid-following and grid-forming 
modes

Grid-following and grid-forming BESS-STATCOMs differ 
fundamentally in control objectives and grid interaction. GFL BESS-
STATCOMs operate as controlled current sources synchronized 
to the grid through a phase-locked loop, making them effective 
for fast reactive power compensation and harmonic mitigation 
in strong-grid conditions (Kebede et al., 2021). However, their 
dependence on external voltage references limits performance 
under weak-grid or islanded operation. In contrast, GFM BESS-
STATCOMs behave as controlled voltage sources that autonomously 
establish grid voltage and frequency using droop control, virtual 
synchronous machine concepts, or direct voltage–frequency 
regulation (Torkashvand et al., 2020). This capability enables 
black-start operation, improved inertia response, and enhanced 
stability in low-inertia systems. While GFM control requires 
more complex tuning and protection coordination, it offers 
superior resilience in inverter-dominated networks. A structured 
comparison of both modes, including control architecture, stability 
behavior, fault response, and application suitability, is summarized
in Table 1.

• Grid-Following (GFL): The BESS-STATCOM operates 
as a power electronic converter that measures grid 
voltage/frequency and injects current in phase with the grid, 
using a phase-locked loop (PLL) or equivalent synchronizing 
scheme to follow the grid reference.

• Grid-Forming (GFM): The BESS-STATCOM actively 
establishes voltage magnitude, frequency and phase at its 
terminals (behaves like a voltage source or virtual synchronous 

machine), enabling it to support or create a stable grid 
reference even when the main grid is weak or absent. The 
aspect comparison of BESS-STATCOM in both GFL and GFM 
modes are compared and presented in Table 1.

6.1 Control, stability and application details

Grid-forming (GFM) BESS-STATCOMs operate as voltage-
controlled sources that emulate the synchronizing behavior 
of synchronous machines through advanced control strategies 
such as droop control or virtual synchronous machine (VSM) 
formulations. In this paradigm, voltage magnitude and frequency 
are directly regulated using active-power–frequency (P–f) and 
reactive-power–voltage (Q–V) droop characteristics, enabling 
autonomous grid operation without reliance on a PLL. To enhance 
dynamic performance and fault response, GFM control frameworks 
typically incorporate virtual inertia through second-order swing-
equation dynamics and virtual impedance elements to shape 
short-circuit behavior and limit fault currents. Current limiting 
mechanisms are embedded as protection features to ensure safe 
operation under abnormal conditions. The stability of GFM BESS-
STATCOMs is governed by droop gains, virtual inertia values, 
current limits, and the surrounding network impedance. In multi-
converter systems, improper parameter selection can lead to 
low-frequency oscillations or adverse interactions among parallel 
units. Small-signal stability and eigenvalue-based participation 
analysis are therefore essential tools for designing and validating 
GFM BESS-STATCOM controllers, particularly in microgrids and 
inverter-dominated distribution networks. Case studies reported 
in the literature demonstrate that appropriately tuned GFM BESS-
STATCOMs can provide inertial response, improve frequency nadir, 
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FIGURE 27
Control strategies of BESS STATCOM in GFM mode.

and maintain voltage stability during islanded operation and black-
start scenarios. These capabilities make GFM BESS-STATCOMs 
especially suitable for renewable-rich microgrids, remote networks, 
and future low-inertia power systems. Comparative studies indicate 
that GFL BESS-STATCOMs remain effective for voltage support 
and power-quality applications in strong grids, where stable voltage 
and frequency references are readily available. In contrast, GFM 
BESS-STATCOMs offer superior stability and resilience in weak or 
islanded systems by actively establishing grid voltage and frequency. 
Recent case studies highlight hybrid operational strategies in which 
BESS-STATCOMs transition between GFL and GFM modes based 
on grid conditions, combining strong-grid efficiency with weak-grid 
robustness. 

6.2 Performance under contingencies

• Short circuits/faults: GFL injects limited fault current set by 
current control and DC link limits; GFM can be designed 
to provide fault-level contribution resembling synchronous 
machines if required, but doing so increases stress and may 
require fast current limiting. Protection coordination must be 
revised for both.

• Loss of main grid: GFL likely loses synchronism and will trip or 
cut output. GFM can maintain voltage/frequency and support 
critical loads; transition strategies (synchronization, seamless 
transfer) must be designed to avoid transient disturbances.

• Load step changes: GFL adjusts current to meet setpoints 
(fast). GFM adjusts voltage/frequency references to share 
load—response speed depends on droop and virtual inertia 
tuning (tradeoff between stability and transient response).

6.3 Design & sizing implications for 
BESS-STATCOM

• DC Link & Energy Sizing: For GFL functions (STATCOM-
like), energy required is often small (short bursts) — 
DC/energy sizing can be modest. For GFM providing 
sustained islanding and frequency support, energy capacity 
must be sufficient for expected island durations and frequency 
regulation obligations.

• Converter rating: GFM may require higher apparent power 
rating and headroom for sustained voltage support and fault 
current contribution; consider oversizing or modular parallel 
converters.
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FIGURE 28
Grid interaction mechanisms of BESS STATCOM in GFM mode.

• Protection & switchgear: Protection settings, relay 
coordination, and breaker capabilities must be reassessed: 
GFM changes expected short-circuit levels and may require 
faster relays and adaptive settings.

• Thermal & lifecycle: Frequent GFM control actions (inertia 
emulation, continuous island support) may increase converter 
and battery cycling—factor into thermal management and 
lifetime budgeting.

6.4 Metrics for BESS-STATCOM in both 
modes

The following are the metrics that needs to be compared in both 
the modes.

• Voltage deviation (%) during a large load step or fault.
• Frequency nadir and RoCoF (Hz/s) following loss of 

generation or islanding event.
• Time to regain steady state after disturbance (s).
• Active/reactive power sharing accuracy in multi-converter 

setups (% error).

• Harmonic distortion (THD%) at PCC during steady state and 
transients.

• Fault current contribution (pu) and duration.
• Energy throughput and state-of-charge impact for islanding 

scenarios (kWh, cycles).
• PLL stability margin/eigenvalues (for GFL) and damping ratio 

of dominant modes (for GFM).

6.5 Test procedures that are executed

The following test procedures are performed.

• Small-signal stability analysis: linearize control loops 
and network; compute eigenvalues for single and 
multiple converter cases (GFL PLL modes and GFM 
droop/VSM modes).

• Time-domain simulations: perform faults, islanding 
events, load steps, and harmonic injection tests in 
EMT/RTDS or a detailed PSCAD/Simulink model. 
Compare voltage/frequency, THD, and current
traces.
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FIGURE 29
Digital intelligence and monitoring of BESS STATCOM in GFM mode.

• Hardware-in-the-loop (HIL): validate PLL behaviour 
and VSM dynamics under realistic grid impedance and 
measurement noise.

• Black-start test (GFM): verify island formation, 
synchronization with upstream grid reconnection, and 
protection coordination.

• Weak-grid tests (GFL): vary SCR and measure PLL lock 
stability, control oscillations, and required PLL/adaptive 
control gains.

• Lifecycle/energy tests: quantify battery SoC changes and 
cycling due to GFM long-duration support events.

6.6 Practical considerations of 
BESS-STATCOM in both the modes

The practical considerations of the BESS-STATCOM in both the 
modes.

• Hybrid capability: Consider designing BESS-STATCOM 
with dual-mode operation (GFL with fast switching to 
GFM during loss of grid) — this provides the best of 

both worlds but requires robust transition control and
supervisory logic.

• Adaptive controls: For GFL in weak grids, implement adaptive 
PLL or grid-strength estimation and switch strategies (e.g., 
PLL bandwidth reduction, virtual synchronous features) to 
improve stability.

• Virtual impedance: Use virtual impedance in GFM to 
shape fault currents and improve load sharing between 
multiple GFM units.

• Sizing for service mix: If primary intended function is 
STATCOM duties in a stiff grid, prioritize converter current 
rating and fast current control. If microgrid or black-
start is required, ensure sufficient energy capacity and 
droop/VSM tuning.

• Protection coordination: Reassess relay settings and fault 
detection logics depending on whether the device will operate 
primarily GFL, GFM, or switch between them.

• Testing & standards: Validate against relevant grid codes 
(e.g., LVRT/HVRT, islanding, reactive support requirements) 
and include manufacturer test reports or lab results where
possible.
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FIGURE 30
Battery management and integration of BESS STATCOM in GFM mode.

Grid-following (GFL) and grid-forming (GFM) modes 
represent two fundamentally different operational philosophies 
for a BESS-STATCOM. GFL units act as fast, current-controlled 
sources that track the existing grid reference via PLLs, making 
them highly effective for reactive power compensation and 
harmonic mitigation in strong grid conditions but vulnerable 
in weak or islanded networks. Conversely, GFM units behave 
as voltage references, emulating inertia and enabling black-start 
and robust island operation; they are therefore better suited to 
microgrids and low-inertia systems but require more complex 
control—droop, virtual inertia and virtual impedance—and careful 
coordination when deployed in multiples. Selection between modes 
(or deployment of hybrid/switchable designs) should be driven by 
the network strength, desired ancillary services (inertia, black-start, 
voltage control), energy storage sizing, and protection strategy. 
Comprehensive small-signal and time-domain testing, including 
weak-grid and islanding scenarios, is essential to validate stability 
and performance for the chosen mode.

The comparison presented in Table 1 is supported 
by representative studies reported in (Mirmohammad and 
Azad, 2024; Mahmoud et al., 2022; Singh et al., 2023; 
Zhao et al., 2021; Zeng et al., 2024), which evaluate GFL and 
GFM performance under weak-grid, islanded, and fault-ride-
through scenarios. 

Standardized performance metrics for GFL–GFM comparison: 
A rigorous comparison between Grid-Following (GFL) and Grid-
Forming (GFM) BESS-STATCOM operation requires the use of 
standardized performance metrics that are widely accepted in 
inverter-dominated power-system studies. Based on recent IEEE, 
IEC, and CIGRÉ-aligned literature, the following metrics are 
adopted in this review to evaluate dynamic performance, stability, 
and grid-support capability: 

i. Voltage deviation and recovery time: The maximum voltage 
dip or swell (in %) at the Point of Common Coupling 
(PCC) and the time required to restore voltage within 
acceptable limits following faults or large load changes. This 
metric directly reflects voltage-support capability and dynamic 
responsiveness.

ii. Frequency nadir and Rate of Change of Frequency (RoCoF): 
Frequency nadir (Hz) and RoCoF (Hz/s) following generation 
loss or islanding events are key indicators of inertial 
response. GFM BESS-STATCOMs typically demonstrate 
superior performance due to virtual inertia and droop-based 
frequency control, whereas GFL systems rely on grid reference 
availability.

iii. Small-signal stability indices: Eigenvalues, damping ratios, 
and participation factors of dominant modes obtained from 
linearized system models are used to assess oscillatory stability. 
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FIGURE 31
Grid interaction and stability of BESS STATCOM in GFM mode.

In GFL systems, PLL-related modes dominate under weak-
grid conditions, whereas in GFM systems, droop and virtual 
inertia parameters primarily influence stability margins.

iv. Fault current contribution and ride-through capability: The 
magnitude (per unit) and duration of current injection during 
fault events, along with low- and high-voltage ride-through 
(LVRT/HVRT) compliance, are used to assess protection 
compatibility and grid resilience.

v. Harmonic performance: Total Harmonic Distortion (THD%) 
at the PCC during steady-state and transient operation 
reflects power-quality performance. While GFL systems excel 
in targeted harmonic compensation, GFM systems require 
coordinated control to prevent interactions between voltage-
forming dynamics and harmonic controllers.

vi. Power-sharing accuracy: Active and reactive power-sharing 
error (%) in multi-converter environments indicates 
coordination effectiveness. GFM units naturally share load via 
droop mechanisms, whereas GFL units require hierarchical or 
communication-assisted coordination.

vii. Energy utilization and state-of-charge impact: Energy 
throughput (kWh) and battery cycling during islanded and 
frequency-support operation quantify the operational burden 
on the energy storage system, which is more pronounced 
in sustained GFM operation. The increasing complexity 
of BESS-STATCOM control architectures, particularly in 
digitally connected and communication-enabled power 
systems, introduces new operational challenges beyond 
conventional stability concerns. These challenges include 
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FIGURE 32
Power electronics control of BESS STATCOM in GFM mode.

cyber-physical vulnerabilities and control integrity issues, 
which are addressed in the following section. With mit

7 Future trends and 
challenges-discussions

As BESS-STATCOMs become more reliant on digital 
control platforms, communication networks, and remote 
monitoring systems, cybersecurity and operational resilience 
emerge as critical considerations. The effectiveness of both grid-
following and grid-forming control strategies can be significantly 
compromised by cyber-physical disturbances, making security-
aware control design an essential component of future power 
system operation. These devices are continually integrated into 

monitoring, protection, and control systems across the globe, 
which require strong cyber security measures to protect against 
potential vulnerabilities and maintain grid resilience (Ashok 
and Wang, 2017). Such cyber-physical systems are particularly 
vulnerable to sophisticated cyberattacks, which highlights the 
crucial need for advanced algorithms to distinguish between 
normal system disruptions and malicious intrusions (Ashok 
and Wang, 2017; Pei et al., 2020). Therefore, it is essential to 
design a multi-sense detection and control system based on 
multiple-sensor temporal prediction that withstands attacks 
and prevents data injection attacks that otherwise harm the 
security of the network and operational integrity. The increasing 
interconnection of modern power networks, combined with 
the widespread development of intelligent grid technologies, 
increases the risk of cyberattacks, including false data injection 
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FIGURE 33
Advanced control techniques and modeling of BESS STATCOM in GFM mode.

attacks, that can manipulate state estimate results and lead to 
false control actions (Kharlamova, 2023; Bae, 2020). Such attacks 
have a major impact on the reliability and performance of the 
electricity system, resulting in widespread failures or equipment 
damage (Pei et al., 2020; Geng et al., 2025). These cyberattacks 
can cause denial of service, data manipulation or disruption of 
communication networks, all of which can seriously compromise 
microgrid detection and response capabilities (OSTI OAI, 2024; 
Chen et al., 2020). This highlights the need to develop a strong 
and robust cyber-physical security framework to protect critical 
infrastructures and ensure the stable functioning of future power 
networks (Li et al., 2023; Ahmed and Maraz, 2023). Advanced 
detection algorithms and real-time monitoring systems are 
essential to detect and mitigate false data injection attacks, 
especially critical measurements such as phosphate measurements
(Hasan et al., 2025). 

8 Challenges in integration and 
operation

The complex interactions between traditional electrical 
system components and these advanced STATCOM components 
are particularly difficult to solve problems such as harmonic 
distortion and reactive electrical compensation. In addition, 
seamless communications and coordination between different 
network assets and STATCOM batteries are essential to optimize 
network performance and stability, particularly in complex multi-
vendor environments (Table 2) (Simões et al., 2023; Culler 
and Burroughs, 2021; Jahromi et al., 2019; Katuri et al., 2023; 
Badrsimaei et al., 2022). In addition, the interoperability 
of control systems and data formats between different 
manufacturers has created substantial obstacles that require 
standard communication protocols and robust data exchange 
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TABLE 1 Aspect comparison of BESS-STATCOM in GFL and GFM modes.

Feature/Metric Grid-following (GFL) Grid-forming (GFM) BESS-STATCOM 
(hybrid)

Supporting 
references

Primary control objective Track grid voltage/frequency; 
inject prescribed currents

Regulate voltage/frequency; 
act as voltage source

Reactive support + active 
power; flexible control mode

Moore et al. (2025), 
Singh et al. (2023), 

Rangarajan et al. (2024)

Synchronization mechanism PLL based No PLL (self reference) PLL in GFL; internal reference 
in GFM

Singh et al. (2023), 
Mahmoud et al. (2022)

Inertia emulation Limited/none Inherent via control Configurable (emulated via 
energy storage)

Rangarajan et al. (2024), 
Musleh et al. (2017), 
Shukla et al. (2024)

Fault ride-through capability Dependent on grid strength Stronger; self-supporting Enhanced with storage and 
adaptive mode

Zhao et al. (2021), 
Mahmoud et al. (2022), 

Prakash et al. (2022)

Weak-grid performance Poor, PLL instability at low 
SCR

Better, stable reference 
generation

Good if in GFM; transitional 
complexity

Singh et al. (2023), 
Yuan et al. (2023), 
Afzal et al. (2020)

Mode transition Not applicable Not applicable GFL ↔ GFM transitions 
require coordination

Moore et al. (2025), 
Singh et al. (2023)

Control interaction issues PLL current overlap, grid 
perturbation

Droop/VSM interaction in 
multi-inverter

Complex (measurement + 
mode logic)

Singh et al. (2023), 
Yuan et al. (2023), Ashok and 

Wang (2017)

Small-signal stability concerns High in weak-grid Lower; requires tuning Dependent on architecture 
and mode

Singh et al. (2023), 
Shukla et al. (2024), Bae (2020)

Response to voltage sag/Swells Limited support Active stabilization High (with energy reserve) Rangarajan et al. (2024), 
Musleh et al. (2017)

Energy management 
requirement

Low/none Moderate High (BESS state of charge) Prakash et al. (2022), 
Yang et al. (2017a)

Cybersecurity/Communication 
risks

Moderate (PLL/SCADA) High (reference control) Highest (mode logic + 
storage + comms)

Yang et al. (2017b), 
Jayachandran et al. (2021)

Typical application Strong grid interconnection Islanded/weak grid, black start Distribution support, hybrid 
grids

Mahmoud et al. (2022), 
Prakash et al. (2022)

TABLE 2 Cyber-Specific threats and impact on BESS-STATCOM in GFL and GFM modes with mitigation strategies.

Layer Key cyber threats Impact on BESS-STATCOM 
operation

Representative mitigation 
strategies

Measurement & sensing False data injection, sensor spoofing Incorrect voltage/frequency references, 
PLL instability (GFL), reference 
corruption (GFM)

Secure sensing, signal validation, 
observer-based and ML-based anomaly 
detection

Control & decision Parameter tampering (droop, virtual 
inertia), mode-transition attacks

Load-sharing errors, instability, unsafe 
GFL–GFM transitions

Cyber-resilient/adaptive control, trusted 
fallback modes, parameter validation

Communication DoS, spoofing, replay attacks Loss of coordination, delayed response 
during faults or islanding

Encryption, authentication, 
redundant/local control operation

mechanisms (Kharlamova, 2023) (Figures 34, 35). Although 
renewable energies and battery storage systems are distributed, 
they offer many benefits, complicate network management and 
require advanced control algorithms to maintain stability and 
reliability. In addition, the increasingly widespread use of Internet 
of Things technologies in battery storage systems presents new 
cybersecurity risks because these connected devices are vulnerable 
to various cyber threats (Kharlamova, 2023). These cyber threats 

range from data integrity attacks that alter charging forecasts, 
cause suboptimal or even dangerous operations, and service 
denial attacks that may obstruct important control functions. 
Consequently, the integration of a secure communication protocol 
and a real-time anomaly detection system is vital to mitigate 
these risks and ensure the uninterrupted and reliable operation 
of battery energy storage systems in intelligent grid infrastructures
(Kharlamova, 2023).
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FIGURE 34
Comparative Analysis of Grid-Following and Grid-Forming Modes: interaction in GFL and GFM mode and its comparative impacts.

FIGURE 35
Advanced control techniques and modeling of BESS STATCOM in GFL, GFM and hybrid modes.

9 Potential for hybrid operating 
modes

The study of hybrid operating modes combines the benefits 
of grid management and grid formation functions and is a key 
field of future research and development in battery-STATCOM 
applications that provides increased adaptability and resilience 

to different grid conditions. Such hybrid modes will enable 
dynamic switching between control paradigms, allowing battery 
STATCOMs to provide immediate auxiliary services such as inertia 
emulation and black start capabilities, while facilitating efficient 
participation in the energy market and managing the recurrent 
energy flow. This requires a sophisticated control algorithm that can 
change the mode in real time, depending on the grid conditions
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and operational priorities, to ensure optimal performance under 
normal and disorderly operation conditions. Additional research 
is also necessary to explore advanced grid formation algorithms 
with explicit current controllers to improve current regulation in 
converters due to their distinct overcurrent capability compared to 
synchronous machines (Pagnani et al., 2023). These technological 
advances in control strategies are decisive for ensuring stability 
of low-power systems, especially when considering the variability 
of renewable energies and frequency deviations (Adnan, 2023). In 
addition, artificial intelligence and machine learning can predict 
network instability and automatically change the control mode to 
improve network adaptability. In addition, advanced spatial and 
temporal anomaly detection technology and cyber-physical security 
measures are essential to protect intelligent control systems from 
advanced cyber-attacks that may affect dynamic reconfiguration and 
operational integrity. 

10 Conclusion

In summary, the growing dominance of inverter-based resources 
in modern power systems underscores the critical need for advanced 
solutions like BESS-STATCOM operating in both GFL and GFM 
modes. As conventional synchronous generator support diminishes, 
the capability of GFM inverters to emulate inertia, regulate 
frequency, and enhance grid resilience becomes indispensable. The 
combined functionalities of BESS and STATCOM not only address 
real and reactive power demands but also fortify the network 
against instabilities introduced by high renewable penetration. 
Through a comprehensive evaluation of control strategies, dynamic 
performance, and system-level interactions, this review reinforces 
the pivotal role of GFM-enabled BESS-STATCOM in shaping future 
smart grids. Ultimately, these technologies provide a robust pathway 
for achieving reliability, sustainability, and stability in increasingly 
inverter-dominated power networks. The manuscript thereby 
consolidates recent high-impact literature, highlights unresolved 
challenges, and identifies clear research gaps and future directions.
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