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Artificial Intelligence-based Learning Tools (Al-LTs) are rapidly reshaping higher
education by advancing the learning, teaching, and administrative processes. This
paper offers a systematic review of peer-reviewed research, published between
2020 and 2025, by examining the roles, advantages, and challenges of the Al-LTs
like ChatGPT, Deep Seek, Gemini, and Meta Al. Using a qualitative method, relevant
studies were sourced from databases such as Scopus and Web of Science, by
using strict criteria for the selection and extraction of data. The review highlights
that the Al-LTs can significantly improve the personalized learning experiences,
boost the engagement of students, and streamline the administrative operations.
However, they also introduce ethical challenges like algorithmic bias and risks to
data privacy. The study underscores the importance of responsible adoption of
Al, advocating for the development of faculty algorithmic transparency and the
robust collaboration of human-Al. Future research should prioritize empirical
investigations to further validate the influence of the Al-LTs across diverse academic
environments.
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1 Introduction

The stunning emergence of Al technology has dramatically transformed the traditional
modes of teaching, learning, and research in international higher education (Al Zaidy, 2024).
With these AI technologies, particularly GPT-based systems, developing and increasingly
being utilized, the learning processes have become more adaptive, innovative, and learner-
centered (Abulaiti, 2024). This user survey makes an effort to address the user need by: (1)
assessing the effects of the AI-LTs and integrating adaptive learning systems on the
performance of the students, (2) investigating the use of the AI-LTs by the faculty members
for pedagogical practice enhancement and (3) critically examining the ethical and the social
aspects of integrating the Al in the higher education. To support a thorough contextual
understanding, In higher education, Al-based Learning Tools (AI-LTs) like the intelligent
tutoring systems, automated grading, adaptive learning platforms, and analytics solutions have
significantly changed the learning method, research, and administrative work of experts,
students and faculty (Younas et al., 2025a; Afzaal et al., 2025).
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The swift advancement of Al-driven educational technologies
such as DeepSeek, GPT, and Gemini from 2020 to 2025 has
significantly influenced academic innovation, transforming
pedagogical methods and student interactions in higher education.
This transformation is grounded in established educational paradigms,
particularly Self-Determination Theory (Deci and Ryan, 1985) and
digital literacy frameworks (Ng, 2012; Eshet-Alkalai and Soffer, 2012),
providing a theoretical foundation for understanding how Al
enhances autonomy, competence, and relatedness in learners while
improving critical digital skills. From this perspective, Al systems
operate as both cognitive enhancers and catalysts for motivation and
self-directed learning. This review contextualizes the analysis of
DeepSeek, GPT, and Gemini within wider discussions on human-
machine collaboration and the changing epistemologies of digital
education by synthesizing various frameworks. This theoretical
framework clarifies the study’s objective and underscores its
contribution to our comprehension of the transformative impact of
Al-driven tools on pedagogy and student autonomy in contemporary
educational environments.

Additionally, situating Al-driven educational tools within
contemporary pedagogical ideas highlights their ability to improve
learner-centered and flexible teaching methods. According to
Vygotsky’s (1978) sociocultural theory and Siemens (2005)
connectivism, Al platforms such as DeepSeek, GPT, and Gemini
facilitate knowledge construction by providing personalized feedback,
enabling collaborative problem-solving, and supporting learning in
interconnected environments. These systems illustrate the principles
of adaptive learning (Johnson et al., 2016) by employing data-driven
insights to tailor training to individual needs, thus enhancing both
engagement and performance. Furthermore, within digital literacy
frameworks (Redecker and Punie, 2017; Spante et al., 2018; Younas et

al., 2025b), the integration of Al underscores the importance of critical
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digital competence, ethical awareness, and algorithmic transparency
in higher education. Thus, examining these tools within robust
theoretical frameworks strengthens the conceptual basis of academic
innovation research and underscores the significant educational
implications of Al in fostering equitable, independent, and forward-
looking learning environments.

1.1 Key impacts of the Al-LTs in higher
education

Hybrid systems: The continuous human-AI integration results in
the formation of hybrid systems that share the decision-making and
routine tasks more between machines and humans. This collaboration
can bring about the enhancement of automation to be more efficient,
the obtaining deeper insights from data, and the process of being
refreshed on a constant basis (Afzaal et al., 2024).

Enhanced outcomes: AI-LTs enable faster, more personalized
feedback, comprehensive customization of learning, improved student
engagement, and the automation of repetitive administrative tasks.
This might also produce quicker responses from students, making the
whole process of decision-making in educational institutions more
efficient (Younas et al., 2025c). As depicted in Figure 1, the
Al-Enhanced Personalized Learning Model shows how intelligent
algorithms, learner profiling, and the real-time feedback mechanisms
work in unison to deliver tailored academic support, thereby driving
notable gains in student achievement and instructional efficiency
(Tariq, 2025).

Innovation and problem-solving: Through AT's support in terms of
creativity in teaching and learning, the industry’s traditional problems
of scaling up, allocating resources, and providing personalized
assistance would be more easily dealt with and thus contributing to

Key Impacts of Al-LTs in Higher Education

FIGURE 1
Key impact of Al-LTs in higher education.
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the continuous pedagogical and organizational innovations in higher
education (Al Zaidy, 2024; Alateyyat and Soltan, 2024).

1.2 Leading the practical applications
reviewed

This review midpoints on three of the most straight and
transformative AI-LT types are mentioned in Figure 2:

Al-based tutoring systems: Tools like chatbots and virtual tutors
offer on-demand adaptive support, guiding students through complex
concepts and providing personalized explanations (Varghese, 2024).

Adaptive learning platforms: These tailor content, pacing and the
assessment to individual learners by using the real-time analytics to
optimize the outcomes for the diverse groups (Mahrishi et al., 2024).

Faculty engagement tools: Al applications can support the
educators by automating the course planning, content creation,
grading, and individualized feedback. This can free the instructional
time for the higher-order teaching activities (Sain et al., 2025).

1.3 Challenges and critical issues

Despite their promise, widespread adoption of the AI-LT raises
several concerns which are highlighted in Figure 3:

Algorithmic bias and discrimination: Unchecked, Al models can
continue or amplify the underlying social or cultural biases, impacting
equity and fairness in the assessment and instructions (Rasul et al., 2023).

Data privacy and security: These tools can manage sensitive
academic and personal information, providing robust privacy
safeguards and security protocols that are essential to prevent data
breaches or misuse.

Ethical dilemmas: Persistent ethical worries include transparency,
explainability, consent, accountability, and the evolving nature of
student-teacher roles (Bengueddach and Boudia, 2024).

10.3389/feduc.2025.1689205

1.4 Prerequisites for impactful adoption

Foundational awareness and usability: The practical value of
AI-LTs for educational stakeholders depends on clear awareness of
available tools and their ease of use as mentioned in Figure 4.
Broad and meaningful adoption is achievable only if faculty,
students, and administrators understand how to integrate and
benefit from these systems in daily academic practice (Aithal and
Aithal, 2023).

Focus and relevance for policy and practice: While Al is
transforming many aspects of education, this review mainly focuses
on tutoring systems, adaptive platforms, and faculty tools as these are
currently the most practical and influential AI-LT domains (Al Zaidy,
2024). Targeted insights and recommendations in these areas help
educators and policymakers prioritize interventions and investments
with the highest immediate impact for teaching and student success.
AI-LTs are rapidly shifting the landscape of higher education,
facilitating creative, adaptive, and efficient solutions, but these benefits
are coupled with distinct challenges in ethics, security, and equitable
access (Jin et al., 2025). A deep, practical understanding of leading
tools and their responsible use is vital for leveraging AT’s potential
while safeguarding academic integrity and student welfare (Kelly and
Sullivan, 2023).

2 Literature review

Scholars across fields such as computer science, ethics, psychology
and education have explored many facets of AI-LT implementation in
higher education (Abulaiti, 2024; Crompton and Burke, 2023). For
example, I found that among the top 50 research studies on Al in
higher education, the predominant themes include predicting
students’ academic performance, modeling student learning
behaviors, and analyzing dropout and retention rates (Fahd et al.,
2022; Siddiqui et al., 2025; Villegas-Ch et al., 2023).

Al-LT Categories
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Nevertheless, essential domains like communication skills,
collaboration, self-efficacy, higher-order thinking, and the broader
potential of Al remain under-researched in current literature (Shi,
2023). Moreover, AT’s role in higher education is still in its early stages,
indicating significant opportunities for further investigation and
practical innovation (Aithal and Maiya, 2023; Dzogovic et al., 2024).

The assessment examines each tool across the critical dimensions
as mentioned in Figure 5:

Learning personalization: The degree to which each tool can adapt
to the individual learner’s profiles and needs.

Student engagement: Interactive and dynamic features contribute
to active learning.

Adaptive learning capabilities: Real-time adaptation based on the
progress and comprehension of the student.

Support for critical thinking: Facilitation of the deep inquiry,
reasoning and cognitive skill development.

Frontiers in Education

Writing and research assistance: Support for research, citation
management, and academic writing.

Language and communication enhancement: Tools facilitating the
acquisition of language and competency of communication
competency (Pinzolits, 2023).

2.1 Assessment automation: Al-driven tools
for grading, feedback, and analytics

Additionally, the analysis also evaluates how these platforms can
assist the workflows of the faculty, address the key ethical challenges
(including bias and model transparency), ensure robust data privacy
and security, by shaping the evolving role of teaching. The final metrics
consider the alignment of each tool with modern pedagogical models,
offering a deep understanding of their practical utility and their
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Critical dimensions of tool assessment.
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integration within the contemporary environment of higher education
(Farooq et al., 2024; Noor et al, 2022). Recent innovations in
education continuously recognize the transformative potential of Al
for educational systems, with particular emphasis on enhancing
efficiency and productivity across institutional processes (Saha and
Mondal, 2024). The integration of the AI-LTs holds the promise not
only to revolutionize the instructional methodologies, but also to
streamline administration, management, recruitment of students and
the pedagogical workflows in both international and remote learning
contexts, thereby supporting sustainability and ongoing development
within higher education (Alotaibi, 2024; Tzirides et al., 2024).

The shift from the conventional, instructor-centered methods
toward the more machine-focused and knowledge-centered
paradigms calls for a learner-centric emphasis addressing students’
evolving educational needs and redefining the instructional role of
AI-LTs within the academic ecosystem (Haleem et al., 2022; Pawar,
2023). Research has indicated that using AI-powered platforms, such
as adaptive learning systems and smart tutoring technologies,
contributes to noticeable improvement in academic performance,
increased student motivation, and provision of very personalized
learning experiences (Ou, 2024; Sari et al., 2024; Tagkin, 2025; Younas
etal., 2024).

As reported by Kovari (2025), Przegalinska et al. (2025), AI-LTs
have a beneficial effect on the development of learning outcomes,
especially in the areas of skills training, group work, and the

Frontiers in Education

establishment of more productive research-oriented environments. In
addition, studies investigate how Al systems can be applied in online
education to facilitate a large-scale, personalized interaction between
learners and instructors, thus increasing access and supporting more
dynamic, responsive instructional practices (Fitria, 2021; Tan et al.,
2025). Importantly, findings from Dong et al. (2025) and Julius et al.
(2023) show that Al tutoring systems can have a considerable positive
impact on the academic performance of students in higher education.

Higher education is undergoing a transformation through AI that
is basically affecting all dimensions: it is not only opening access and
improving retention rates but also elevating the quality of learning and
teaching, making assessment and feedback more efficient, while at the
same time, cutting down on costs as well as paperwork. As these
changes unfold, the strategic deployment of AI-LTs is poised to further
advance educational effectiveness, institutional sustainability, and
student-centered innovation in higher education (George and
Wooden, 2023). The referenced study demonstrates a positive trend
in adopting Al-based learning tools within educational settings,
mainly due to their reputation as innovative methods for teaching and
learning. This growing acceptance reflects the perception of Al
technologies as cutting-edge solutions that can enhance instructional
effectiveness and modernize learning environments (Liu and
Yushchik, 2024; Meylani, 2024). Furthermore, as highlighted by the
studies (Dubey and Mishra, 2024; Gligorea et al., 2023; Mariyono and
Nur Alif Hd, 2025; Wang S. et al., 2024) Implementing Al teaching
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systems can produce beneficial impacts, specifically in college
students’ environmental education. These systems foster more
dynamic and engaging learning experiences, support the development
of knowledge and awareness about environmental issues, and
contribute to improved educational outcomes in this domain.
Collectively, these findings underscore the value of integrating Al
tools not only to advance general teaching practices but also to address
specialized topics such as environmental education, thereby expanding
their significance in higher education.

Table 1 illustrates the growing effect of the Al-based learning tools
(AI-LTs) in a variety of areas of study. Despite these advancements,
there is tremendous knowledge that still prevails regarding how the
stakeholders, administrators, teachers, and learners perceive and
utilize the Al tools, especially with respect to long-term institutional
and academic impacts (Watermeyer et al., 2024).

Recent research, as documented in Tables, demonstrates that
Al-based Learning Tools (AI-LTs) have had a profound as well as
growing impact on higher education in recent years (Abulaiti, 2024;
Aithal and Aithal, 2023; Al Zaidy, 2024; Alateyyat and Soltan, 2024;
Jin et al., 2025; Rasul et al., 2023; Sain et al., 2025; Tariq, 2025;
Varghese, 2024; Wang X. et al., 2024; Watermeyer et al., 2024; Younas
etal,, 2024; Younas et al., 2025b). These studies consistently show that
Al-supported education can significantly enhance learning outcomes,
primarily through improved learning processes, adaptive content
delivery, and increased student engagement.

It further shows in detail and in comparison, the top AI-LTs
shaping the higher education context. Al-based applications have

TABLE 1 Impact of Al-based learning tools in higher education.

ChatGPT
(2022-Present)

Dimension

DeepSeek (2023)

10.3389/feduc.2025.1689205

transformed the major sectors like education, business, industry,
cybersecurity, and communication by introducing disruptive
innovations that can reshape old traditional processes and practices.

Table 2 provides a comprehensive and comparative analysis of
leading AI-LTs, including the Meta AI, ChatGPT, DeepSeek, Gemini
and other emerging platforms actively deployed in the settings of
higher education (ChatGPT-40, 2024).

2.2 How do the Al-LTs affect the learning in
higher education?

AI-LTs transform learning effects are mentioned in Figure 6 and
explained in detail:

Boosting motivation and engagement: Studies (Al Zaidy, 2024;
Kovari, 2025; Neji et al., 2023; Yaseen et al., 2025) show that interactive
AT tools like chatbots significantly improve student motivation,
engagement, and teamwork, especially in fields like engineering.

Enhancing learning outcomes: Al tutoring systems and virtual
teaching assistants elevate academic performance, foster collaboration,
and lead to higher student achievement (Mariyono and Nur Alif Hd,
2025; Xu, 2024).

Enabling immersive experiences: Emerging virtual and immersive
learning environments (e.g., metaverse-based virtual labs) are shown
to strengthen both cognitive and practical skills, as well as support
vocational and technical education through VR applications
(Damasevicius and Sidekerskiene, 2024).

Gemini Al
(2023-Present)

Meta Al (2023-Present)

Personalized learning Al-driven contextual

Adaptive, real-time tutoring

Personalized content Multimodal learning (text, image,

inquiry discussions

recommendations code)

Student engagement Interactive Q&A, research High engagement, dynamic Gamification, Al-driven feedback | Text, image, speech-based
support discussions interaction

Adaptive learning Context-aware Dynamic, progress-based Intelligent tutoring systems Real-time Al for the personalized
recommendations adaptation learning

Critical thinking logical reasoning and Deep Analytical, reasoning-rich Al-generated cognitive insights Logical reasoning & Advanced

analytics

Writing and research Academic summaries,

assistance literature synthesis

Structured writing with citations

Al-supported literature review Al-enhanced multimodal writing

Language and Multilingual, academic

communication language support the communication

Natural language processing for

Al-driven speech synthesis and Enhanced linguistic analysis

translation

Assessment and feedback Al-powered grading,

explanations real-time feedback

Automated quiz generation,

Academic performance tracking Personalized, multimodal

assessment

Faculty assistance Al-generated course

materials, recommendations syllabus

Automated lesson planning,

Academic content, course Al-enhanced content creation

suggestions

Ethical concerns and bias

Bias in datasets, fairness

challenges

Risk of misinformation and bias

Ethical fairness concerns

Evolving bias mitigation strategies

Data privacy and security

Al-driven data protection

Risk of data breaches & misuse

Secure encryption standards

Privacy protection mechanisms

Impact on teaching roles

Augments educators, not

replaces

Supports blended/Al-assisted

learning

Virtual teaching assistants

Complements, not replaces,

educators

Support for teaching

models

Research-powered learning

Effective for flipped classrooms

Optimized for blended/hybrid

Strong multimodal learning

support
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TABLE 2 Metrics for assessing learning outcomes in Al-based higher
education.

Metric Al's role in

enhancement

Definition and
relevance

Knowledge retention | Percentage of course Al-driven spaced repetition,

content remembered adaptive content delivery

over time

Student performance = Grades, test results,and |~ Al analytics identify strengths

observable skill and weaknesses

improvement

Engagement rate Participation in Al monitors forums and class

discussions, activities, interactions

and course work

Personalized learning = How well instructionis | AI recommends custom

score tailored to the content dynamically
individual
Time to competency | Speed with which a Al accelerates learning with

learner achieves targeted interventions

proficiency

Critical thinking Problem-solving, Al presents challenge tasks to

score analysis, and reasoning | foster cognitive growth

skill measurement

Assessment accuracy | The objectivity and AT reduces grader subjectivity

reliability of evaluation | and errors

and feedback

Providing personalized support: Al enables adaptive learning
paths, real-time feedback, and tailored interventions by swiftly
analyzing vast student data including emotional and behavioral
analytics which improves outcomes for diverse learners (Kabudi et al.,
2021; Pawar, 2023; Tariq, 2025; Taskin, 2025).

Automating and enhancing assessment: The automation of grading
and the application of NLP and plagiarism detection enhance
assessment validity, reliability, and efficiency, reducing faculty
workload and offering faster feedback (Al-Zahrani and Alasmari,
2024; Gnanaprakasam and Lourdusamy, 2024).

2.3 What is the role of Al-LTs in higher
education for students?

For students, AI-LTs roles are explained in Figure 7:

Personalize learning journeys: Al dynamically adapts the content,
pacing, and instructional approach based on each student’s needs and
learning data, maximizing their engagement and supporting at-risk
learners with targeted interventions (Kovari, 2025; Ou, 2024; Pawar,
2023; Yaseen et al., 2025).

Foster teamwork and communication: Al-powered chatbots and
grouping algorithms facilitate better group collaboration and learning
outcomes in online and blended environments (Sain et al., 2025).

Deliver immediate support: Virtual teaching assistants and
chatbots are available 24/7 to answer questions, provide resources, and
provide constructive, real-time feedback.

Enhance critical skills: Through intelligent analytics, AI systems
support the development of higher-order skills, critical thinking, and

Frontiers in Education
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self-directed learning (Damasevicius and Sidekerskiene, 2024; Goyal
etal., 2023).

2.4 How do the Al-LTs impact the students,
faculty, and researchers of higher
education?

Impact of Al-based learning tools in higher education are
documented in Figure 8 and explained in detail as well.

2.4.1 For students

Academic improvement: Data-driven personalization improves
performance, retention, and motivation.

Increased equity: Al analytics can identify and support at-risk
groups for more equitable outcomes though ethical safeguards must
counterbalance new risks of bias and data privacy.

2.4.2 For faculty

Automated and efficient workflow: Al automates repetitive tasks
(grading, content delivery, and feedback), freeing faculty for creative
teaching and research (Farooq et al., 2024).

Innovative pedagogical models: Al enables flexible, student-
centered teaching methodologies, supports professional development,
and encourages positive perceptions toward technology (Mariyono
and Nur Alif Hd, 2025; Younas and Dong, 2024).

Collaborative framework development: Adoption is enhanced by
institutional support and continuous interdisciplinary collaboration
among educators, legislators, and AI developers.

2.4.3 For researchers

Advanced analytics capabilities: Machine-learning methods help
identify drivers of student success and dropout, enabling deeper
research into learning, grouping, and pedagogical strategies (Fahd et
al., 2022; Farooq et al., 2024; Villegas-Ch et al., 2023).

Interdisciplinary opportunities: AI-LTs foster new interdisciplinary
explorations in ethics, education science, data science, and psychology,
with growing attention to issues of bias, justice, and transparency
(Meylani, 2024).

2.4.3.1 Additional insights

Systemic and ethical challenges: Studies identify systemic obstacles
to Al adoption particularly in developing countries including cultural,
technological, and institutional barriers to gamification and advanced
Al tools.

Ethical deployment: Responsible implementation requires policies
for transparency, student consent, faculty-AI collaboration, and robust
data privacy protections, emphasizing fairness and inclusivity
(Al-Zahrani and Alasmari, 2024; Al Zaidy, 2024).

Transforming social and institutional relationships: The integration of
AI-LTs not only changes teaching and learning but redefines the
relationships between students, instructors, and technological systems
enhancing operational efficiency in administration, teaching, and
learning domains.

Al-based learning tools are accelerating the evolution of higher
education, fostering improved academic outcomes and engagement,
supporting personalized instruction, enhancing administrative and
faculty efficiency, and opening new pathways for research and
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Effects of Al-LTs on learning in Higher education
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FIGURE 6
Effects of Al-LTs on learning in higher education.

cross-disciplinary innovation while also demanding careful attention
to ethics, equity, and institutional readiness.

3 Methodology overview

This review utilizes systematic literature review methodology to
evaluate the existing body of research on the impacts, strengths, and
challenges of AI-LTs in higher education. The review was carefully
designed to ensure comprehensive coverage and minimize bias,
aligning with best practices for evidence-based educational research.
Figure 9 shows a complete overview of the methodology.

3.1 Guiding research questions

RQI: What is the impact of AI-LTs on student
learning outcomes?
RQ2: How do the faculty utilize AI-LTs for

instructional enhancement?

RQ3: What ethical and societal challenges arise from adopting AI
in education?

Frontiers in Education

3.2 Search strategy

3.2.1 Qualitative exploratory approach

The research adopts a qualitative design, focusing on thematic
synthesis rather than quantitative meta-analysis. Electronic
databases were rigorously searched for peer-reviewed articles
published in English from January 2020 to June 2025. Given the
diversity in study designs and reporting, improvement figures
like “30-40% better outcomes” are reported as cited in individual
studies and not  calculated meta-analytically in
this work.

In this paper in Table 3, the key scientific databases, in which
IEEE Xplore, Springer, Web of Science and Google Scholar were used.
The keywords used to conduct this study include the following ones:
Al in education, ChatGPT in higher education, DeepSeek, Al based
learning tools, adaptive learning. Following the search results, 45
related publications were chosen because of their dominant
contribution over others. Although the paper examines all documents
that have been conducted, it shows two areas of focus. It is important
to note though that the general number of publications on the issue
of Al application in education remains relatively low, but Al-based
educational initiatives have become more significant in the industry.
This paper suggests Al implementation, projects, concerns of benefits,

and adoption issues in education.
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Overview of methodology.

TABLE 3 Search keywords.

Searching by query string

Searching by keywords

Al in education,” “ChatGPT in higher
education,” “DeepSeek;” “Al-based

1. Application of Al in education
2. Al-based educational projects

» «

learning tools,” “adaptive learning,” 3. Benefits of Al technology in
education

4. Al adoption challenges in education

3.3 Databases searched

Major academic databases for this study include.

In Table 4, the key scientific databases, in which IEEE Xplore,
Springer, Web of Science and Google Scholar were used. The keywords
used to conduct this study include the following ones: Al in education,
ChatGPT in higher education, DeepSeek, Al based learning tools,
adaptive learning.

3.4 Inclusion and exclusion criteria

The inclusion and exclusion phase entails the determination of
the relevant publications to answer the research questions. To this
end, an inclusion and exclusion list has been created as presented
in Table 5.

Filtered on the titles and abstracts to remove the duplicate
articles and selected the ones that are in direct relation to our
research, were concerned with blockchain applications, projects,
benefits, and challenges of its adoption in education. Nevertheless,
some of the articles did not give us an opportunity to completely
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TABLE 4 Searches in databases.

Electronic database Query strings

Scopus Paper title, keywords, abstract
IEEE explore Paper title, keywords, abstract
Web of science Paper title, keywords
Springer link Paper title, keywords
Google scholar Paper title, keywords

TABLE 5 Inclusion and exclusion of articles.

Criteria for exclusion Criteria for inclusion

Studies were published before 2019. Studies published from 2020 to 2025
(the last 6 years) are used for this

review.

Non-English studies The full text is available in open online.

Editorial comments Journal, Conference, and Workshop

publications.

Studies that do not present the AI Studies that present Al benefits, and

application project’s benefits and challenges in education.

challenges in education.

access their contents and we disqualified them. In the search
selection process of this study 350 out of 500 articles were
excluded and 45 articles that were included in the relevant
publication were researched.

The final sample comprised 45 studies, which were chosen by
their methodological quality and the relevance to the research
questions; this relatively small number was predetermined by the
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low amount of high-quality and peer-reviewed empirical studies
about Al-based learning tools over the given period of time and
ensured a specific and credible synthesis of emerging evidence.

3.5 Screening process and data extraction

3.5.1 PRISMA protocol

The review followed PRISMA guidelines, employing four stages
as shown in Figure 10.

Subsequently, the analysis of the data was conducted,
including the AI application, the projects, and the benefits, as well
as the adoption challenges that are discussed in the 45 primary
articles. Following such analysis, articles were selected. These

themes have been picked up considering nine items displayed in
the table.

3.6 Structured data extraction

The information was retrieved through the chosen sources, which
mostly addressed Al applications and projects, their benefits, and
challenges in the adoption in education. These aspects were the basis
of the extracted data, which was obtained in the form of the significant
shortlisted articles (see Table 6).

10.3389/feduc.2025.1689205

o Analysis: Drawing conclusions linked to the three core
research objectives.

3.8 Data synthesis and thematic analysis

3.8.1 Thematic organization
Recurring concepts and themes (e.g., impact on outcomes,
instructional use, and ethical challenges) were synthesized across studies.

3.8.2 Reporting of results
Quantitative impacts (e.g., % improvement) are reported as cited in
original studies, not aggregated or recalculated for this review.

3.9 Ethical considerations

Key concerns such as algorithmic bias, data privacy, surveillance,
and equity—were systematically addressed. The review also discusses
how AI-LTs may transform teacher and student dynamics,

TABLE 6 Data extraction.

Data item

‘ Explanation

Title Title of the paper
Type Conference /Journal/ Workshop.
3.7 Methodological assessment framework Date Years of publication
Language English papers
The SALSA framework (SearCh’ Appraisal, SyntheSis’ and Application Al potential applications in education
Analysis) was used to ensure rigor:
Projects Blockchain projects in education.
o Search: Robust strategy using defined keywords. Benefits Benefits of Al Technology in Education
o Appraisal: Assessing clarity, relevance, and potential bias. Adoption challenges Challenges of Implementing Al in
o Synthesis: Thematic categorization to identify patterns. Education
Google ( . .
Scopus IEEE Xplore WOS Scholar ERIC SpringerLink
(n=75) (n=65) (n=80) ayes (n=40) (n=45)
(n=45) L

r

Identification

Records identified through database searching (n = 350) l

|

Screening

Records after Titles & abstract check for relevence

(n = 280)

l

Eligibility

Records after Full-Text articles assessed for eligibility criteria

(n = 120)

|

Included

Articles included in final analysis
(n=45)

FIGURE 10
Flow chart of the systematic review process.
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recommending ongoing professional development to help educators
and learners adapt responsibly.

3.10 SAMR model application

3.10.1 Technology integration assessment (SAMR)

The SAMR model (Substitution, Augmentation, Modification,
and Redefinition) was adopted to classify the depth and impact of
AI-LTs in higher education. Most AI-LTs reviewed fall within the
‘Modification’ and ‘Redefinition’ levels, fundamentally reshaping
instructional practices and learner experiences.

3.11 Rigor and transparency

Transparency in methods and adherence to systematic protocols
ensure that the review is comprehensive, reproducible, and balanced,
providing both technical robustness and ethical sensitivity.

Disagreements in article selection or data extraction were resolved
by consensus or third-party arbitration, further strengthening the
reliability of the review process.

This systematic qualitative review integrates rigorous, transparent
processes (PRISMA, SALSA, SAMR) to synthesize recent evidence on
AI-LTs in higher education, highlighting both their transformative
potential and the ethical, societal, and institutional challenges that
future research must continue to address.

4 Results

This review systematically examined the evolving landscape and
challenges presented by AI-LTs like DeepSeek, GPT-4, and Gemini in
higher education. Findings are organized according to the sequence
of the guiding research questions.

4.1 Al-LTs and student learning outcomes

The adoption of AI-LTs in higher education has accelerated
markedly in recent years. Modern AI platforms adaptive learning
systems, intelligent tutoring systems, and analytics-enabled
educational tools demonstrate strong effectiveness in enhancing
learning outcomes, personalizing instruction, and boosting student
engagement. Studies (Abulaiti, 2024; Aithal and Aithal, 2023; Aithal
and Maiya, 2023; Al-Zahrani and Alasmari, 2024; Al Zaidy, 2024)
highlighted how the top 50 Al-related works in the field
predominantly forecast student achievement, retention, and dropouts
often overlook aspects such as collaboration, communication, and
higher-order thinking. This discloses a research gap in discovering
the full educational potential of AI-LTs.

Al children’s learning systems that are powered by Al use real-time
data analytics to change the curriculum according to the student’s needs
and provide the students with individualized feedback and support
throughout their learning process. The personalization of learning is
very advantageous for the students who have different requirements or
are at risk of being left behind. Studies indicate that tutoring by AI
promotes academic performance, builds up one’s self-esteem, and gives
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the power of learning at one’s own pace, thus allowing the students to
move ahead according to their capacities (Adewale et al., 2024).

AI-LTs have made large-scale personalization possible, which in
turn allows teachers to take on larger classes while giving a similar
amount of personal attention. The AT has driven the knowledge-centered
methods to create learning environments that are dynamic, interactive,
and students are the ones who are actively exploring and understanding
deeply (Mariyono and Nur Alif Hd, 2025; Singh et al., 2024).

4.2 Al-LTs and institutional and
administrative transformation

Outside the classroom, AI-LTs initiative systemic variations within
higher education institutes. Studies found Al tools crucial for enhancing
administrative efficiency and sustainability—automating enrollment,
scheduling, and student support, and generating actionable insights for
resource management (Deep, 2024). Data-driven institutional decision-
making strengthens sustainability, quality assurance, and alignment
with global standards (Gaftandzhieva et al., 2023).

Al-powered analytics enable real-time monitoring of student
progress, emotional well-being, and group dynamics, fostering a more
Tailored
interventions based on predictive analytics improve retention rates

responsive and supportive learning environment.
and empower at-risk learners. Al-based grouping methods
consistently outperform traditional random or instructor-assigned
methods, resulting in more engaged, productive, and communicative
student teams. These insights reinforce the value of Al in facilitating
meaningful collaboration and optimal learning outcomes in both

physical and virtual settings (Zheng et al., 2024).

4.3 Al-LTs in teaching, assessment, and
faculty roles

Al-based tools substantially lighten instructor workload by
automating grading, analyzing feedback, and informing adaptive
teaching strategies. Natural language processing (NLP) systems
accurately grade written work, reducing human bias and ensuring
uniform evaluation.

Professional development benefits such as AI-LTs provide
analytics on pedagogy and student interaction, enabling faculty to
diversify teaching strategies and free up time for innovative
methodologies like flipped or blended classrooms. Successful
integration, however, hinges on comprehensive training for educators
and close collaboration among institutional stakeholders (Soni, 2025).

ADs impact extends to institutional functions optimizing
management, administration, and recruitment. Al-driven analytics
help identify at-risk students, automate assessment, and support data-
driven policy decisions, streamlining operations and supporting
sustainable institutional growth (Kotler et al., 2023).

4.4 Ethical, social, and pedagogical
challenges

Despite transformative potential, AI-LTs raise significant ethical
and societal concerns. Algorithmic bias, privacy risks, and surveillance
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are recurring issues. The lack of transparency and potential for
dehumanizing education call for comprehensive ethical frameworks,
emphasizing accountability, inclusivity, and alignment with human-
centered educational values. Moreover, these technologies are
reshaping job roles in education, demanding workforce reskilling and
prompting reevaluation of curricula. Policies and retraining are
essential to mitigate negative workforce impacts and foster creative,
interdisciplinary opportunities (Thelma et al., 2024; Mariyono and
Nur Alif Hd, 2025). The importance of developing Al and digital
literacy for educators and non-experts is vital. Ethical deployment
depends on transparency, ongoing professional development, and
robust interdisciplinary research to increase system reliability and
trust (see Table 7).

4.5 Limitations

This review relies solely on secondary data from peer-reviewed
articles, without primary empirical evidence. The lack of firsthand
data may limit the originality and practical validation of conclusions.
The sample size is restricted, potentially affecting generalizability, and
findings are predominantly based on self-reported measures, which
could introduce bias. Perspectives from Al developers and industry
were not directly included. The overview of the limitations is shown
in Figure 11.

Implications and Future Directions are documented in Figure 12
and explained in detail.

Expand research scope: Future studies should include empirical
data (surveys, interviews, case studies) and seek input from Al
developers, industry, and diverse institutional contexts.

Broaden stakeholder perspectives: Understanding the needs of all

stakeholders including students, educators, administrators,
developers, and policymakers will foster more holistic,
effective deployment.

Prioritize ethical frameworks: Sustained attention to bias, privacy,
accountability, and the human-Al relationship is essential for
responsible AI-LT adoption.

Invest in professional development and literacy: Training programs
will prepare educators and students for ethical, effective Al integration.

5 Discussion

The results of this study highlight the transformative potential of
the Al-based learning tools (AI-LTs) in reshaping pedagogical
practices, enhancing the engagement of the learner, and supporting
the critical as well as the emotional development in higher education.
By the integration of AI tools like ChatGPT and other generative
platforms, students can report greater personalization in their learning
experiences, which further fosters the increased intrinsic motivation
and encourages deep levels of active learning. The data suggest that
the students who interact regularly with these AI-LTs show stronger
tendencies toward the independent exploration of knowledge, self-
directed learning, and metacognitive engagement. This aligns with the
principles of Self-Determination Theory (SDT), which emphasizes
autonomy and competence as critical to intrinsic motivation.
Furthermore, the positive relations also observed between the usage
of AI-LT and the development of critical thinking, which highlights
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TABLE 7 Summary table of key insights.

Focus area Key findings

Student outcomes Al tutoring improves achievement,
engagement, and retention,
personalized learning fosters deeper
understanding (Adewale et al., 2024; Al
Zaidy, 2024; Deep, 2024; Dong et al.,

2025).

Group collaboration AI grouping supports communicative,
equitable teamwork (Al-Zahrani and
Alasmari, 2024; Mariyono and Nur Alif

Hd, 2025; Przegalinska et al., 2025).

Assessment automatization NLP tools ensure speed and accuracy;
Al automates grading, plagiarism

detection.

Institutional admin and analytics Al streamlines management enables
evidence-based intervention and
resource optimization (Al Zaidy, 2024;
Farooq et al., 2024; Haleem et al., 2022;

Jin et al., 2025).

Faculty professional development Al supports teaching diversification and
skill enhancement (Farooq et al., 2024;
Mariyono and Nur Alif Hd, 2025;
Meylani, 2024; Shi, 2023; Tan et al.,

2025; Yaseen et al., 2025).

Ethical and social concerns Issues: bias, data privacy, transparency,
workforce impact (Al-Zahrani and
Alasmari, 2024; Al Zaidy, 2024; Thelma
et al., 2024; Kovari, 2025; Sain et al.,

2025).

Need for collaboration and training Multi stake holder collaboration and
teacher training are crucial for
meaningful Al integration (Al Zaidy,
2024; Farooq et al., 2024; Mariyono and

Nur Alif Hd, 2025).

the role of these tools in enabling learners to synthesize information,
assumptions for questions, and approach problems with analytical
accuracy. However, the study also discloses many essential nuances.
While Al tools support the learning needs of the individual and offer
instant feedback the concerns arise regarding the over-dependence on
this Al-generated content, which may hinder creativity or reduce
opportunities for collaborative discourse if it is not integrated
carefully. Renovation of emotional learning is comparatively
un-explored dimension that acted as a key outcome, the students
representing that these Al tools can produce a safe and modified
environment that can help in confidence-building and decrease
anxiety around learning duties. Also, this emotional appointment
depends meaningfully on how the teachers present and support these
types of tools. Ethical consciousness and digital knowledge have also
been raised as reasonable factors that can inspire how the students can
interact with these AI-LTs. In the absence of passable guidance, a
student might try Al tools frequently for using these and this will help
to accept Al tools without going deep investigation checking during
conducting research. This situation underscores the need for
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Overview of review limitations.

educational organizations to deliver constant support; teachers
training should be done frequently and teaching students the notion
of digital responsibility. Apart from that, the influence of AI-enabled
knowledge is not equal to every student; some classes might gain more
advantages based on their experiences and learning situations.
Challenges in technology obtainability, language skills in the academic
fields can impact on how students use these Al tools. Therefore, the
need for an Al-driven learning situation that is comprehensive and
cultural awareness is highlighted. To sum up, this research strengthens
the potential of these AI-LTs to facilitate as the breakthrough for
novelty in educational setting and understating the human direction,
ethical responsibility, and academic intent as key issues in the
answerable usage of technology.

The influence of the Al-created learning tools (AI-LTs) in
educational institutions is not seen as a mere improvement in teaching
effectiveness but a total setback in the teaching attitude and the control
exercised by the institution. Al tools like ChatGPT, DeepSeek, Gemini,
and Meta Al are not only appealing students more in the learning
process and rationalization the organizational activities, but they are also
making us to reconsideration our definition of knowledge by turning the
Al into a cognitive partner as an alternative of instrument (Younas and
Dong, 2024; Sain et al., 2025). This collaboration fosters autonomy,
competence, and self-directed learning following the Self-Determination
Theory; but on the other hand, it raises new ethical issues such as those
of genuineness, authorship, and dependance on algorithmic feedback
(Al Zaidy, 2024; Kelly and Sullivan, 2023). The research shows that
adaptive and data-driven personalization can make students more
engaged and help develop their critical thinking; however, it might
worsen inequalities when digital literacy and access are not evenly
shared among the population (Farooq et al., 2024; Jin et al., 2025). The
institutional adoption of AI-LTs stances challenges the old-style views of
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academic truthfulness and pedagogical specialist, which require teachers
to take automatic, ethically informed situations that bring together
human decision and algorithmic advice (Bengueddach and Boudia,
2024; Watermeyer et al., 2024). Therefore, the Al-driven alteration of
higher education should be treated critically as a dialectical process that,
on the one hand, empowers and, on the other, weakens the traditional
academic constructions, requiring constant ethical supervision, inclusive
design, and theoretical basis to guarantee human-centered novelty.

The inquiry regarding the ethical issues associated with AI-based
Learning Tools (AI-LTs) specifies that these tools are the main cause
of conversation related to the problems of accountability, transparency,
and academic justice, which are outside the boundaries of data
confidentiality and algorithmic unfairness. Though the technologies
assist in efficiency as well as personalization, they still bring about the
problems of making the surveillance typical, worsening the existing
inequalities, and treating it hard to tell the difference between real
learning and machine-generated answers (Al-Zahrani and Alasmari,
2024; Kelly and Sullivan, 2023). The moral issue involves the opposition
of the innovation factor to the accountability factor, or the determined
direction of Al to us, being positioned on the side of human judgment
in the education process and assessment only (Watermeyer et al.,
2024). Furthermore, digital literacy and access discrepancies create
more ethical problems that require the establishment of a framework
in institutions to help achieve the goals of inclusion, informed consent,
and fairness in the deployment of algorithms (Jin et al., 2025; Sain et
al.,, 2025). Therefore, technology should be regarded as the driver of an
ethical dialog that should continue hand-in-hand with its process of
being made and applied, and ethics are not to be viewed as a limitation
but rather as the cornerstone of both the acceptance of
non-discriminatory and sustainable Al in higher education and the
process of coming up with such standards.
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The worldwide conversations about ethics have led to the
conclusion that the different challenges presented by Al-enabled
learning systems (AI-LTs) are never the same in all parts of the world.
To be more specific, the challenges possess the same root stemming
from areas’ cultural, economic, and institutional differences. East-west
discrepancies as to, e.g., infrastructure, data management, and digital
literacy vary among regions thus causing quite a lot of individuals to
get cut off from or to be subjected to bias or to remain without fair
access to the Al-inspired educational opportunities (Jin et al., 2025;
Al-Zahrani and Alasmari, 2024). Global ethics and institutional
transparency may ensure the highest of the regions’ academic integrity,
developed universities still must be confronting the most ethical issues.

6 Conclusion

This systematic review has shown that AI Learning Tools
(AI-LTs), of which ChatGPT, DeepSeek, Gemini, and Meta Al are
a part, are, on the one hand, supplementary technologies and, on
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the other, the driving force of academic innovation. Their
acceptance in between 2020 to 2025 has discovered the potential
to modify and individualize knowledge paths, to engage the
students in depth, and also ease the process of the institution, thus
reorganization the higher education system management. Though,
these novelties bring along ethical worries: fairness in algorithms,
data safety, and directness in AI shaping. The future growth of
AI-LTs in the academic world sphere trusts heavily on the
dependability of answerable integration, the willingness of the
staff, the intelligibility of the governance agendas, as well as the
constant human-AlI relationship are the factors that underscore
the integration of AI knowledges in education. The Research
efforts motivation must deal with the procedures established for
the usage of Al technologies which drive necessitate the picture of
framework-specific and experiential inquiries through academic
discussions. Likewise, higher education determination able to take
benefit of Al not as a disruptive control but as a companion in
revolution that shapes reasonable, advanced, and wide-ranging
learning environments.
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