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Teaching log data analysis in
Indian cybersecurity classrooms:
a mixed-methods study of
pedagogical challenges and
learner difficulties

Priya V. Nagvekar, Syaamantak Das* and Sridhar Iyer

Centre for Educational Technology, Indian Institute of Technology Bombay, Mumbai, India

Introduction: Log data analysis is a core competency in cybersecurity education,
essential for investigating cyberattacks and identifying their root causes.
However, teaching and learning this skill present distinct challenges in resource-
constrained contexts such as India. Existing pedagogical approaches often fail
to address the dual challenge of limited infrastructure and inadequate student
preparation, resulting in persistent gaps between instructional intent and learner
outcomes. This study aims to examine these gaps from both faculty and learner
perspectives to understand systemic and cognitive barriers in cybersecurity
education.
Methods: A mixed-methods design was adopted to explore pedagogical
and cognitive challenges in teaching root cause analysis (RCA) through log
data interpretation. First, a survey was administered to cybersecurity faculty
members from diverse Indian institutions to identify systemic barriers, including
insufficient prerequisite knowledge among students, insufficient infrastructure,
and rigid curricula. Complementing this, an empirical study was conducted with
undergraduate learners and industry experts. Participants performed RCA on
simulated cyberattacks using logfiles and techniques, including the 5 Whys, fault
trees, and attack trees. Comparative analysis focused on identifying reasoning
patterns and problem-solving strategies across expert and novice groups.
Results: Survey data revealed consistent concerns among faculty regarding
students’ inadequate foundational knowledge, infrastructural limitations, and
institutional rigidity that constrain pedagogical innovation. In the empirical phase,
novice learners exhibited difficulties in technical interpretation, tendencies
toward premature analysis termination, and several cognitive biases. In contrast,
experts demonstrated structured reasoning, cross-functional integration, and
methodical application of RCA techniques, highlighting a pronounced expert-
novice divide.
Discussion: The findings indicate a significant misalignment between
instructional objectives and students’ preparedness, compounded by systemic
institutional constraints. These insights underscore the need for curriculum
redesign, targeted teaching strategies, and faculty development initiatives to
better scaffold students’ analytical reasoning in cybersecurity education. The
study contributes to improving pedagogical practices in computing education
within underrepresented and resource-limited contexts, offering a pathway to
bridge the expert-novice divide in log data analysis training.
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1 Introduction

Cybersecurity education has emerged as a strategic priority in
the digital age, particularly as cyberattacks increasingly threaten
individuals, institutions, and national infrastructure. Among the
critical skills needed in cybersecurity is log data analysis, a core
component of root cause analysis (RCA) that enables investigators
to trace the origin, intent, and pathways of an attack. Despite
its centrality to incident response and forensic investigations, log
data analysis remains a complex skill to teach and learn, especially
in undergraduate computer science (CS) programs in developing
contexts like India.

In India, the teaching of cybersecurity is expanding, with
new university-level programs and increased awareness of its
relevance (Kant, 2023). Yet, the gap between academic training
and industry requirements remains significant, particularly
in the area of practical skills development, including log data
interpretation and RCA. Faculty members often encounter
obstacles such as insufficient student preparedness, infrastructure
limitations, and rigid curricula, all of which hinder effective
pedagogy. Simultaneously, students themselves face cognitive and
conceptual difficulties in analyzing system logs, identifying
vulnerabilities, and constructing RCA models like fault
trees or attack trees. While both problems are individually
acknowledged in literature, few studies have addressed them
together from a systemic educational perspective within the
Indian context.

India’s cybersecurity education landscape reflects broader
systemic issues common to developing higher education systems
such as curricular rigidity, resource scarcity, and uneven faculty
expertise. These contextual factors mirror those in other emerging
economies, thereby positioning the present study as a transferable
model for understanding pedagogical challenges in resource-
constrained computing education.

This study addresses that gap by combining two distinct
but complementary strands of inquiry. First, it presents results
from a survey of 47 faculty members across Indian institutions
who teach cybersecurity, highlighting institutional, curricular, and
instructional challenges in teaching log data analysis. Second,
it draws from an empirical study involving 24 novice learners
(senior undergraduate CS students) and 3 industry experts who
engaged in simulated RCA tasks using real-like log data from
cyberattacks. By triangulating faculty perspectives with learners’
process-level difficulties, we offer a comprehensive understanding
of both instructional barriers and learner struggles in cybersecurity
education in India.

We ask the following research questions:

• RQ1: What challenges and difficulties are faced by
cybersecurity faculty when teaching log data analysis
in India?

• RQ2: What difficulties do novice learners face while
performing RCA using log data?

By answering these questions, this study contributes to the
literature on cybersecurity education by identifying systemic
misalignments between pedagogical intent and learner readiness. It
also offers empirically grounded recommendations for curriculum

reform, instructional design, and faculty development tailored
to resource-constrained settings. Our findings are particularly
relevant for computing education researchers, curriculum
developers, and policymakers seeking to strengthen cybersecurity
training in similar contexts.

2 Background and related work

Log data analysis is a foundational technique in cybersecurity,
enabling professionals to trace malicious activities, determine
the origin and progression of cyberattacks, and identify system
vulnerabilities. Logs generated by firewalls, intrusion detection
systems, servers, applications, and endpoints provide valuable
digital traces that support RCA during incident response. Tools
such as SIEM platforms1 and structured approaches like the 5
Whys, fault tree analysis, fishbone diagrams, and attack trees
help in systematically identifying how attacks unfold and what
failures enabled them (Diogenes and Ozkaya, 2018,Johansen,
2020,Landauer et al., 2020, Jia et al., 2017).

In the context of computing education, the teaching of log
data analysis is increasingly recognized as a necessary component
of practical cybersecurity training. Prior studies (Liu et al., 2021,
Hunt and Hill, 2015) have shown how analyzing log files using
platforms like the ELK stack2 can help learners visualize attack
patterns and anomalies. Practical-based, case-study, and gamified
approaches such as Capture the Flag (CTF) are increasingly
adopted to support student engagement and learning outcomes
in cybersecurity education (Švábenskỳ et al., 2021,McDaniel et al.,
2016). These methods encourage active participation and support
the application of theoretical knowledge to real-world problems.

However, the current literature on cybersecurity education
is heavily skewed toward Western contexts. In developing
countries like India, the pedagogical realities of teaching advanced
cybersecurity concepts such as RCA and log data analysis are
significantly different due to constraints in curriculum flexibility,
lab infrastructure, and faculty expertise (Catota et al., 2019,
Juyal et al., 2023, Mittal, 2024, Oladimeji et al., 2024). Indian
cybersecurity instructors have reported (Mittal, 2024) that students
often lack adequate prerequisite knowledge in key areas like
networking, operating systems, and programming, skills critical for
interpreting log data meaningfully.

Alongside institutional constraints, there are also learner-
centered challenges. Research comparing experts and novices in
RCA tasks has found that novices tend to exhibit premature
closure, limited hypothesis generation, and single-cause attribution
biases (Silva et al., 2015,Scheponik et al., 2016). They often
struggle with integrating cross-domain knowledge and recognizing
attack sequences from raw log entries. In contrast, experts are
more systematic and holistic in their analysis, frequently cross-
referencing log data with architectural understanding (Tovarňák
et al., 2020, Silva et al., 2015). These differences have profound
implications for how RCA and log interpretation should be taught.

Despite the growing recognition of these challenges, few studies
have systematically analyzed both faculty teaching practices and

1 https://www.ibm.com/think/topics/siem

2 https://www.elastic.co/elastic-stack
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learner difficulties together. Prior work has focused either on
improving teaching environments (e.g., security labs (Topham
et al., 2016); SEED Labs (Du, 2011) or on learner outcomes in
competitive or simulated settings (McDaniel et al., 2016, Scheponik
et al., 2016), but rarely triangulates both perspectives within a
specific national context. There is also limited work exploring
faculty development, although initiatives like ”Security Across the
Curriculum" have begun addressing this at a systemic level (Taylor
and Kaza, 2016).

This study aims to fill this gap by combining two
complementary lenses: a faculty survey across Indian institutions
on teaching practices and constraints in log data analysis
education, and a learner-focused empirical study comparing
novice and expert performance on RCA tasks. Together, these
insights offer a broader view of the structural and cognitive
challenges that must be addressed to improve cybersecurity
education in resource-constrained contexts like India.

3 Materials and methods

This study employed a sequential mixed-methods design
consisting of two components: (Study 1) a national survey of
cybersecurity faculty across Indian higher education institutions,
and (Study 2) a performance-based controlled study comparing
novice learners and expert practitioners on simulated log data
analysis tasks. The faculty survey instrument included both Likert-
scale and open-ended items, and was disseminated via professional
mailing lists and institutional contacts. Responses (N = 47
complete) were analyzed using descriptive statistics and inductive
thematic coding following the Braun and Clarke (2006) approach.

The novice–expert study involved 24 undergraduate students
and 3 expert practitioners. Participants were given realistic log
artifacts simulating common cybersecurity attack scenarios (DoS,
XSS, Blind SQLi) and asked to complete RCA diagrams and verbal
walkthroughs. Data sources included completed artifacts, time-on-
task logs, and stimulated recall interviews. Qualitative analysis was
conducted on learner outputs to identify reasoning patterns and
errors, while comparisons between novice and expert performances
were synthesized thematically.

All participants provided informed consent, and the study
received ethics clearance from the Institutional Review Board of the
host institute (IIT Bombay), approval number: IITB-IRB/2021/052.

4 Study design

4.1 Study 1: faculty survey on teaching log
data analysis

This study aimed to examine the pedagogical challenges faced
by Indian computer science faculty when teaching log data analysis
as part of cybersecurity curricula. The survey focused on identifying
institutional, curricular, and learner-related constraints, as well
as instructional practices and improvement priorities from the
faculty perspective.

FIGURE 1

Distribution of participating faculty by Institute type.

FIGURE 2

Distribution of academic qualifications of participating faculties.

4.1.1 Participant profile
The survey targeted faculty members who teach or have taught

cybersecurity or network security courses in Indian colleges and
universities. A curated national mailing list of 3,689 Computer
Science faculty across 488 institutions was used for recruitment.
This list represents a broad cross-section of Indian higher education
institutions, including public and private universities, technical
institutes, and affiliated colleges. Figure 1 shows the distribution of
participants—Institute type wise. Figure 2 shows the distribution
of academic qualifications of participating faculties. Figure 3 shows
the distribution of Cyber Security Teaching Experience among
participating faculties. Complete demographic summary for faculty
participants is shown in Appendix Table 2.

The survey invitation,3 sent via email on May 9, 2024, included
a description of the study’s objectives, voluntary participation
terms, and assurances of confidentiality. The survey remained open
for three months with periodic reminders.

A total of 47 complete responses were received. While this
response rate is modest relative to the size of the mailing list, it
is not atypical for open voluntary surveys in higher education,
particularly on specialized topics such as cybersecurity pedagogy.
Moreover, the respondent pool reflects a diverse and information-
rich sample, capturing variation in institutional affiliation, teaching

3 Link for the survey - https://forms.gle/wy3XTPfzUPBwohr7A.
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FIGURE 3

Distribution of participating faculty—Cyber Security Teaching
Experience.

experience, and academic qualification. These characteristics make
the dataset suitable for exploratory mixed-methods analysis,
consistent with prior education research in similar domains.

4.1.2 Survey instrument
The survey was administered in English using Google Forms.

It was designed to capture a wide range of information across
four domains:

1. Demographics: Academic qualifications, years of teaching
experience, institution type (public/private), and teaching
level (UG/PG).

2. Perceptions: Importance of log data analysis in cybersecurity
education and its placement within the curriculum.

3. Teaching Practices: Methods used to teach log data analysis and
perceived student challenges.

4. Improvement Priorities: Faculty preferences for addressing
pedagogical barriers, including upskilling, curriculum reform,
and infrastructure enhancement.

The instrument contained a mix of multiple-choice items,
Likert-scale questions (1–5), and open-ended responses. Three
faculty members from the authors’ institution reviewed the survey
for face validity, ensuring clarity and appropriate completion time.

4.1.3 Data analysis
A mixed-methods approach was used to analyze the

survey data.

1. Quantitative analysis included descriptive statistics (mean,
median, and standard deviation) for Likert-scale items and
frequency analysis for categorical responses. Cross-tabulation
was used to explore associations between variables such as
faculty qualification and teaching practices.

2. Qualitative analysis was performed on open-ended responses
using inductive coding (Braun and Clarke, 2006) to identify
recurring themes related to teaching constraints, student
preparedness, and faculty priorities.

FIGURE 4

Faculty-reported challenges in teaching log data analysis.

4.2 Findings of study 1

4.2.1 Faculty consensus on the importance of log
data analysis

Faculty respondents expressed strong consensus on the
importance of teaching log data analysis for RCA in cybersecurity.
Across all age groups, average agreement on its curricular
importance was 4.29 out of 5. There was also support for
introducing log data analysis in foundational cybersecurity courses
(mean = 4.06; SD = 1.01), highlighting the perceived value of
early exposure.

4.2.2 Answer to RQ1: challenges in teaching log
data analysis

Three major barriers emerged:

1. Inadequate student prerequisites: Inadequate student
prerequisites (62.5%), particularly in networking, programming,
and operating systems, were the most frequently cited challenge.

2. Lack of specialized labs or software tools: Lack of specialized
labs or software tools (46.9%) hindered practical demonstrations
and exercises.

3. Curriculum rigidity: Curriculum rigidity (40.6%) limited
faculty autonomy to introduce log-based activities or
modify assessments.

Some faculty (11.6%) also reported their own knowledge or
experience gaps, indicating a need for professional development.
A detailed breakdown of prerequisite knowledge gaps showed
that networking (N = 33) was the most commonly cited subject,
followed by programming (N = 22), operating systems (N = 20),
and database management systems (N = 12). Figure 4 shows faculty
reported challenges in teaching log data analysis.

4.2.3 Teaching methods used
Faculty reported using four major mixes of approaches to teach

log data analysis, including:

1. Textbook-based instruction (N = 8).
2. Hands-on classroom demonstrations using simulation data

(N = 3).
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FIGURE 5

Faculty-preferred improvement priorities.

3. Real-life case studies from industry (N = 3).
4. Student-accessible datasets and lab exercises (N = 13).

However, curriculum constraints prevented some faculty (N =
15) from teaching log data analysis at all, despite acknowledging
its importance.

Teaching methods varied by faculty qualification:

1. PhD holders and industry-certified faculty favored practical and
interactive approaches (N = 9 combined).

2. Faculty from private institutions were more likely
to adopt multiple teaching methods than their
public-sector counterparts.

4.2.4 Faculty preferences for addressing
challenges

The faculty identified diverse priorities for improvement,
with professional upskilling, such as certifications like CompTIA
Security+,4 receiving the most first-preference votes (N = 18).
Curriculum reform aimed at better integrating RCA and log
analysis followed closely with 15 votes. Infrastructure development,
including the establishment of dedicated labs, was recognized as
a consistent secondary or tertiary priority. Preference patterns
also varied according to faculty experience: less experienced
faculty (0–2 years) emphasized the importance of curriculum
reform, mid-career faculty (2–10 years) prioritized infrastructure
improvements, while those with over ten years of experience
focused on personal development and keeping up with evolving
tools. Figure 5 shows faculty preferred improvement priorities in
teaching log data analysis.

4.3 Study 2: novice and expert
performance on RCA tasks

To complement the faculty perspective on teaching challenges,
we conducted a learner-focused study to empirically investigate
how novices and experts perform RCA using log data. This
was a follow-up of an initial pilot study of similar nature

4 https://www.comptia.org/en/certifications/security/

(Nagvekar et al.). This study focused on identifying cognitive
strategies, misconceptions, and structural patterns in reasoning that
characterize novice performance, and contrasted them with expert
practices. The findings reveal critical gaps in students’ conceptual
understanding and process-level reasoning that must be addressed
through targeted pedagogy.

4.3.1 Participant details
The study included two participant groups:

1. Novice group: 24 senior undergraduate computer science
students enrolled in cybersecurity or related elective courses.
They had no formal training in RCA methods or professional
cybersecurity experience.

2. Expert group: 3 industry professionals with 5–12 years of
experience in cybersecurity roles such as Security Operations
Center (SOC) analysts and incident responders. All had
direct experience with log analysis and RCA in real-world
attack scenarios.

4.3.2 Tasks and materials
Participants were given log data representing three types of

simulated cyberattacks:

1. Simulated Log for Denial of Service (DoS) Attack
This log file contains multiple, rapid HTTP GET requests

from a single IP address (172.16.100.56) to the root endpoint
(/) within a tight time window (1-second intervals). Each
request receives a 499 response code (client closed request)
and a content length of 0. The uniform user-agent and
repeated requests indicate a flood-type DoS attack, aimed
at overwhelming server resources or connections. This log
was designed to help students identify temporal patterns and
repeated request behavior typical of DoS scenarios. The sample
log is given in Appendix 1.

2. Simulated Log for Cross-Site Scripting (XSS) Attack
This log file traces typical web navigation followed by a

reflected XSS payload submission. The user (192.168.61.155)
interacts with multiple pages of a vulnerable application
(bWAPP), eventually accessing xss_get.php with a URL
containing encoded JavaScript payloads such as:

< s c r i p t > a l e r t (1) < / s c r i p t > and
a l e r t ( document . c o o k i e )

These appear in query parameters like firstname and lastname.
The log showcases the injection vector and navigation trail that
learners can use to identify input sanitization failures and client-
side execution of malicious scripts. The sample log is given
in Appendix 2.

3. Simulated Log for Blind SQL Injection
This log simulates a time-based blind SQL injection against

a vulnerable web form. The attacker from IP 192.168.61.155
submits GET requests with crafted SQL payloads like:

username=admin or s l e e p (5)−−
and

username=admin ’ or s l e e p (5)−−
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TABLE 1 Summary of the log data-based tasks.

Log file Attack type Key features

Dos.txt DoS Repeated GET/requests,
single IP,
rapid sequence

XSS.txt XSS Script payloads in query
params,
form submission trail

SQL Injection.txt Blind SQL Injection Time-based payloads
using sleep(5),
or logic

The use of the sleep(5) function suggests a time-based strategy
to infer database behavior without seeing direct output, a classic
indicator of blind SQL injection. The repeated calls with slight
variations help students identify payload evolution, parameter
manipulation, and subtle attack behaviors. The sample log is
given in Appendix 3.

They were asked to identify the root cause of each attack using
one or more of the following RCA techniques:

1. 5 Whys (Tanimoto et al., 2023, Paterson, 2023).
2. Fault Tree Analysis (de Gusmão et al., 2018, Lallie et al., 2017,

Kim et al., 2019).
3. Fishbone Diagram (Ishikawa) (Hellesen et al., 2018).
4. Attack Tree (Wang and Liu, 2014).

Novices received introductory tutorials on each method but
were not formally trained. Experts could freely choose and apply
any technique with which they were familiar. Table 1 shows a
summary of the Log data-based tasks.

4.3.3 Data collection process
Each participant completed three log data analysis tasks

(DoS, XSS, and Blind SQL Injection) in a randomized order
within a 60-min session. Tasks were administered in a controlled
lab environment with observation and think-aloud protocols.
Analysis focused on structural coherence, causal depth, and
terminology accuracy.

Data was collected through four methods:

• Participant-created RCA artifacts (e.g., diagrams, textual
reasoning).

• Think-aloud notes and observations during task completion.
• Simulated recall interviews (Gass and Mackey, 2013) where

participants reflected on their analysis decisions post-task.
• Time-on-task tracking to measure duration per activity.

All responses were anonymised, and consent was obtained before
participation as per the authors’ institutional IRB5 process.

5 IITB-IRB/2021/052.

4.3.4 Data analysis
We used a three-phase multi-layered analysis

framework combining:

1. Structural analysis: Completeness, coherence, and hierarchy of
RCA outputs.

2. Content analysis: Correctness and specificity of nodes, technical
terminology, and assumptions.

3. Thematic coding: Recurring errors, misconceptions, and
reasoning strategies.

Expert responses served as a benchmark for comparison across
the same three attack cases.

4.4 Findings of study 2

4.4.1 Answer to RQ2: novice difficulties
The novice group exhibited several recurring challenges:

1. Assumption bias: Many students inferred causes without
grounding them in log evidence, often making leaps from
symptoms to root causes.

2. Premature closure: Several participants stopped their analysis
after identifying an initial issue, failing to pursue deeper
systemic causes.

3. Lack of cross-functional reasoning: Students struggled to
integrate concepts from operating systems, networking, and
databases, even when such knowledge was crucial to interpreting
log sequences.

4. Incorrect diagram structures: Fault trees and attack trees
were often shallow, unbalanced, or contained contradictory
logic flows.

5. Terminology gaps: Students used vague or incorrect terms (e.g.,
“error happened” instead of “unauthorized SQL call”), revealing
a weak understanding of system components.

Time-on-task analysis showed high variability: novices spent
longer on earlier tasks (mean ˜ 17 mins) but often rushed later ones,
indicating fatigue or confusion.

4.4.2 Expert practices
In contrast, experts demonstrated four key characteristics:

1. Hierarchical and causal reasoning, constructing diagrams with
consistent logic and well-labeled paths.

2. Attention to detail, identifying command sequences, IP traces,
and HTTP request headers from logs.

3. Integrated knowledge across OS, database, and
application layers.

4. Explanatory clarity in identifying not just what happened, but
why it happened, and how to prevent it.

4.4.3 Implications from the expert–novice
comparison

The analysis revealed a clear gap between how students are
currently taught to reason through security problems and what
expertise in RCA actually requires. Without scaffolding, novices
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tended to either rely on surface-level log patterns or make
uninformed guesses. Faculty-reported concerns about student
preparedness (from Study 1) were strongly reflected in students’
struggles during RCA tasks.

5 Discussion

The study offered a multi-stakeholder perspective on the
challenges of teaching and learning log data analysis for
cybersecurity education in India. By combining survey data
from faculty members with an empirical study of student
and expert performance on RCA tasks, we identify structural,
instructional, and cognitive barriers that hinder effective skill
development in this critical area. The findings demonstrate a
pronounced misalignment between instructional goals, curricular
implementation, and learner preparedness.

5.1 Faculty priorities and systemic
constraints

The faculty survey revealed widespread agreement
on the importance of teaching log data analysis early in
cybersecurity curricula, especially for developing RCA
capabilities. However, instructors cited several entrenched
barriers: insufficient prerequisite knowledge among students,
lack of dedicated lab infrastructure, and rigid curricula that
restrict pedagogical autonomy. These findings suggest that
even when faculty recognize the pedagogical importance of
RCA and log data analysis, they often lack the institutional
flexibility or resources to implement these practices
meaningfully.

The variation in instructional practices ranges from textbook
use to hands-on demos and case studies. This also highlights
inconsistencies in teaching methods across institutions.
Faculty from private universities reported using a broader
mix of techniques than those in public institutions, but all
groups faced curricular constraints that limited depth and
authenticity in instruction. Notably, PhD-holding and industry-
certified faculty were more likely to adopt interactive methods,
underscoring the role of faculty expertise and exposure in shaping
teaching approaches.

5.2 Novice learner struggles in RCA tasks

The learner study deepens these findings by showing how
underprepared students struggle with both the structure and
reasoning involved in RCA. Participants frequently displayed
assumption bias, prematurely terminated their analysis, and
produced diagrams with shallow or inconsistent logic. These
difficulties map closely to the concerns raised by faculty:
inadequate grounding in networking, programming, and systems-
level thinking. Students were often unable to interpret log
sequences in terms of system behavior or attacker intent, reflecting
not only skill gaps but also conceptual and cognitive challenges in
cybersecurity reasoning.

The contrast with expert performance was stark. Experts
employed layered reasoning, incorporated multiple evidence
streams, and demonstrated cross-domain integration. Their ability
to articulate not just what happened, but why and how it could
have been prevented, reveals the kind of sophistication that novices
are currently not equipped to develop in typical classroom settings.
This confirms the need for scaffolding instructional strategies that
can gradually transition students from shallow to deep analysis.

These findings also contribute to the broader literature on
expert–novice development. The struggles exhibited by novices
in our study, such as premature closure, assumption bias, and
fragmented reasoning, are consistent with prior models of novice
performance in technical domains. Similar to findings in areas
like clinical diagnostics and programming education, our results
show that novices rely heavily on surface-level cues and lack the
causal reasoning depth necessary for effective problem-solving.
By contrast, experts demonstrated cross-functional integration
and explanatory depth, reinforcing the importance of structured
scaffolding in supporting students’ progression from novice to
more expert-like reasoning in cybersecurity contexts.

5.3 Misalignments between intent and
practice

One of the most telling findings from this dual analysis is
the contradiction between faculty aspirations and the realities of
student capability and curricular design. Faculty generally support
introducing log data analysis in foundational courses, but students
lack the prerequisite knowledge to benefit from such instruction
unless it is heavily scaffolded. Moreover, curricular inflexibility and
the absence of labs or simulation environments further hinder
meaningful engagement with log-based RCA tasks.

This misalignment echoes systemic issues in computing
education in resource-constrained contexts. Even when
pedagogical best practices are known, such as case-based learning,
hands-on labs, or simulation-driven RCA. Faculty may not have
the autonomy, resources, or training to implement them effectively.
This gap contributes to the industry-reported observation that
Indian cybersecurity graduates often lack practical readiness in key
areas such as log interpretation and incident analysis.

5.4 Recommendations toward a holistic
pedagogical approach

Our findings suggest that improving cybersecurity education in
log data analysis requires interventions on multiple levels:

1. Curricular integration: RCA and log data analysis should be
introduced in tandem with reinforcing foundational topics (e.g.,
networking, OS, databases), not as isolated modules.

2. Pedagogical scaffolding: Structured supports such as templates,
partially filled diagrams, guided questions, and iterative feedback
can help novices transition toward expert-like reasoning.

3. Faculty development: Instructors need access to continuing
education in both technical content and pedagogy, particularly
those without industry experience.
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4. Infrastructure and tool access: Virtual labs, sandboxed
environments, and annotated log datasets could offer scalable
ways to expose students to authentic RCA experiences even
where physical labs are lacking.

6 Implications for computing
education

The findings of this study carry actionable implications for
improving the teaching and learning of log data analysis and root
cause reasoning in cybersecurity curricula, particularly in resource-
constrained contexts like India. They offer guidance for educators,
curriculum designers, and institutional leaders seeking to bridge the
gap between theoretical knowledge and practical expertise.

6.1 Curriculum redesign for conceptual
and procedural alignment

The widespread agreement among faculty on the importance of
teaching log data analysis early in cybersecurity education suggests
a need to restructure curricula to make this feasible. However,
the recurring prerequisite gaps among learners in foundational
areas such as networking, programming, and operating systems
highlight the need for conceptual alignment. One implication is
to adopt spiral curricula, where foundational concepts are revisited
and deepened through increasingly complex RCA tasks.

Integrating RCA activities with system-level case studies
across multiple semesters can help students gradually build
the technical vocabulary and procedural fluency required for
meaningful analysis. Institutions may also consider embedding
RCA instruction into existing courses such as Operating Systems
or Database Management, rather than isolating it within
advanced electives.

6.2 Pedagogical scaffolding and cognitive
support

Given the challenges students face in constructing logical and
complete RCA diagrams, instructors should incorporate scaffolded
pedagogical strategies. These may include:

• Partially completed diagrams that students extend or critique.
• Step-wise RCA exercises that guide learners through “what,”

“how,” and “why” reasoning.
• Reflective prompts asking students to articulate

alternative explanations.
• Progressive exposure to increasingly complex log

data formats.

Scaffolding should be especially emphasized in foundational
years, and gradually reduced as students gain proficiency. These
supports can reduce cognitive overload while fostering structured
analytical thinking.

6.3 Faculty capacity building and
professional development

The study reveals that even faculty who value log data
analysis often feel constrained by limited resources or curricular
restrictions. Moreover, a subset of instructors reported gaps in their
own confidence or training in teaching RCA. These insights point
to the need for faculty development programs that focus not only
on technical skills (e.g., interpreting SIEM logs or using attack tree
tools), but also on pedagogical content knowledge on how to teach
these skills effectively.

Workshops, micro-credentials, or modular courses on topics
like “Teaching Root Cause Analysis” or “Case-Based Cybersecurity
Pedagogy” could support instructors in both public and private
institutions. Faculty mentorship models or cross-institutional
teaching repositories may also help distribute high-quality teaching
artifacts and reduce individual preparation burden.

These observations also foreground the role of pedagogical
content knowledge (PCK) (Nilsson and Karlsson, 2019) in
cybersecurity education. While faculty may possess technical
expertise in RCA or log analysis, they often lack the resources
or support to convert that expertise into pedagogically effective
practices, particularly in contexts of curricular rigidity or
infrastructural scarcity. Adopting a constructivist learning
approach, where students iteratively build understanding through
guided exploration of authentic log data and feedback-rich RCA
tasks, can bridge this gap. Instructional designs that align with
constructivist principles, such as problem-based learning, peer
critique, and case reconstruction,can better support the cognitive
development needed for meaningful learning in cybersecurity.

6.4 Infrastructure, tools, and
simulation-based learning

Lack of specialized labs and software was a prominent barrier
cited by faculty. Institutions with limited physical infrastructure
can explore virtual labs and cloud-based simulation platforms that
allow students to interact with log data in realistic environments.
Open-source datasets, structured case banks, and sandboxed
network emulators can approximate many of the benefits of on-
premise labs at significantly lower cost.

Such tools could be further enhanced by annotated
walkthroughs or embedded reflective questions that encourage
learners to inspect logs with an RCA mindset. Collaboration
with industry or government cybersecurity agencies to
obtain anonymized log datasets could also help localize and
contextualize learning.

6.5 Policy-level considerations for
developing contexts

At a broader level, the study reinforces the need for education
policy that balances theoretical depth with practical exposure in
cybersecurity programs. Accrediting bodies and academic councils
may consider including RCA and log data analysis as core learning
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outcomes for cybersecurity tracks. Funding incentives for lab
infrastructure or digital teaching materials, especially in public
institutions, can help address institutional disparities.

Additionally, national faculty development missions could
include cybersecurity pedagogy tracks, which would formally
recognize and support educators engaging with the challenges
documented in this study.

7 Limitations

This study examines faculty practices and student challenges
in log data analysis within Indian cybersecurity education,
highlighting several key insights despite some limitations. First,
the faculty survey had a low response rate (47 out of 3,689),
typical for specialized academic topics. However, the diverse sample
enhances the validity of the qualitative analyses, even if it limits
statistical generalizability. Second, the expert study featured a small
group (N = 3), which limits comparisons between novice and
expert performance. A larger expert sample in future studies would
strengthen these benchmarks.Third, while using simulated log data
was essential for ethical reasons, it may not fully capture the
complexity of real-world security situations. Finally, while the study
provides valuable insights into teaching practices, it lacks classroom
observations or diverse evidence from teaching artifacts. Future
research could build on these findings through longitudinal designs
or ethnographic methods.

8 Conclusion

Log data analysis is a critical yet underdeveloped area in
cybersecurity education, especially within resource-constrained
contexts like India. This study combined faculty and learner
perspectives to provide a holistic understanding of the challenges
and opportunities in teaching RCA using log data in Indian
computer science classrooms.

Through a national faculty survey, we identified widespread
concerns around insufficient student prerequisites, lack of
specialized infrastructure, and rigid curricula that limit pedagogical
innovation. Simultaneously, our empirical study of novice learners
revealed cognitive and conceptual difficulties in constructing RCA
models from simulated log data, ranging from assumption bias
and superficial reasoning to diagrammatic inconsistencies. The
contrast with expert responses underscored the complexity of
RCA as a skill that requires not only technical knowledge but also
structured, cross-disciplinary thinking.

The triangulated findings highlight a systemic misalignment
between curricular goals, institutional support, faculty capacity,
and learner readiness. Addressing this gap requires multi-level
interventions, including curriculum redesign to align RCA with
prerequisite knowledge areas, scaffolded pedagogical strategies to
support novice reasoning, faculty development programs focused
on technical and instructional practices, and scalable simulation
tools to support hands-on learning even in low-resource settings.

While the study is rooted in the Indian context, its
implications extend to other developing nations seeking to
modernize cybersecurity education and cultivate analytical

competencies in their future security professionals. By
foregrounding both structural and cognitive barriers, and
by integrating faculty intentions with learner performance,
this study contributes to the broader discourse on how
to meaningfully teach complex cybersecurity practices in
undergraduate computing education. In doing so, the study
contributes to broader educational theory by extending
models of PCK and constructivist learning into the domain
of cybersecurity, an area still underrepresented in computing
education research.

Future work should explore how integrated instructional
interventions (e.g., case-based RCA modules, interactive
simulations, and faculty co-design workshops) can improve
student outcomes at scale. Expanding the dataset through
longitudinal studies, diverse institutional contexts, and larger
expert samples would further enrich the evidence base for
reforming cybersecurity pedagogy globally.
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