L) frontiers

< | in Computer Science

") Check for updates

OPEN ACCESS

EDITED BY
Bernardi Pranggono,
Anglia Ruskin University, United Kingdom

REVIEWED BY

Piotr Gaj,

Silesian University of Technology, Poland
Muhammet Cakmak,

Giresun University, Turkiye

Alfan Presekal,

University of Indonesia, Indonesia

*CORRESPONDENCE
Heinrihs Kristians Skrodelis
Heinrihs-Kristians.Skrodelis@rtu.lv

RECEIVED 13 October 2025
REVISED 18 January 2026
ACCEPTED 09 February 2026
PUBLISHED 03 March 2026

CITATION

Skrodelis HK and Romanovs A (2026)
Explainable hybrid intrusion detection for
SCADA/ICS: a review and research
agenda. Front. Comput. Sci. 8:1724245.
doi: 10.3389/fcomp.2026.1724245

COPYRIGHT

© 2026 Skrodelis and Romanovs. This is
an open-access article distributed under
the terms of the Creative Commons
Attribution License (CC BY). The use,
distribution or reproduction in other
forums is permitted, provided the
original author(s) and the copyright
owner(s) are credited and that the
original publication in this journal is
cited, in accordance with accepted
academic practice. No use, distribution
or reproduction is permitted which does
not comply with these terms.

Frontiersin Computer Science

PUBLISHED 03 March 2026

TYPE Review
pol 10.3389/fcomp.2026.1724245

Explainable hybrid intrusion
detection for SCADA/ICS: a
review and research agenda

Heinrihs Kristians Skrodelis* and Andrejs Romanovs

Institute of Information Technology, Riga Technical University, Riga, Latvia

Introduction: Supervisory Control and Data Acquisition (SCADA) and Industrial
Control System (ICS) networks underpin critical infrastructure across energy,
water, transportation, and manufacturing sectors. Existing intrusion detection
systems face inherent trade-offs: signature-based approaches achieve low
false-positive rates but cannot detect zero-day attacks, while anomaly-based
methods detect novel threats but generate ambiguous alerts that burden
operators and erode trust. Recent empirical studies reveal persistent practical
gaps in deployment, including the difficulty of obtaining labeled attack data
for supervised methods, severe hyperparameter tuning challenges for one-
class classifiers, and limited integration of protocol-aware features despite
the prevalence of process-aware detection. Explainability techniques remain
underimplemented in industrial intrusion detection despite their potential for
improving operator understanding and security workflow integration. This article
presents a systematic review and research agenda for explainable hybrid intrusion
detection in SCADA/ICS environments; it synthesizes evidence on detection
architectures, explainability mechanisms, and deployment challenges, but does
not report original experimental results.

Methods: A systematic literature review was conducted across major databases
for the period 2014-2025, yielding 40 studies for synthesis after screening.
Results: The review distills five practical gaps: limited zero-day coverage,
false-positive control, process awareness vs. protocol blindness, explainability
for operators, and deployment complexity including concept drift. Reported
performance ranges (90%—-99% accuracy, 0.8%—-2.1% false-positive rates) and
latency benchmarks represent summaries of prior work, not new experimental
findings from this study.

Discussion: A conceptual reference architecture is proposed that fuses
protocol-aware signatures with temporal anomaly detection and feature-
attribution-based explanations. An evaluation checklist and research agenda
guide future prototype development and pilot deployments under latency and
safety constraints.

KEYWORDS

concept drift, explainability, hybrid detection, industrial control systems, intrusion
detection, SCADA security

1 Introduction

Industrial control systems encompass Supervisory Control and Data Acquisition
(SCADA) networks and related architectures that monitor and control physical processes
across multiple critical infrastructure sectors, including energy generation and distribution,
water treatment and distribution, transportation networks, and manufacturing facilities.
The convergence of Information Technology (IT) and Operational Technology (OT),
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combined with the proliferation of Industrial Internet of Things
(IIoT) devices, has expanded the attack surface beyond traditional
network perimeters. Attackers can now manipulate control logic
or process signals in ways that evade IT-centric defenses, as
demonstrated by incidents targeting energy grids and water
treatment facilities (Cali et al., 2024; Stouffer et al., 2015).

Intrusion Detection Systems (IDS) represent a crucial defensive
layer in SCADA/ICS environments. However, the literature reveals
fundamental limitations in existing approaches. Signature-based
IDS match known malicious patterns, achieving low false-positive
rates but providing limited coverage against novel or zero-day
attacks. Anomaly-based IDS learn normal operational behavior and
can detect previously unseen threats, yet they frequently generate
ambiguous alerts that operators struggle to interpret and trust
(Sommer and Paxson, 2010; Garcia-Teodoro et al., 2009). Human-
Machine Interface (HMI) operators and Security Operations
Center (SOC) analysts require not only accurate detection
but also actionable explanations that map alerts to physical
process context.

The literature suggests that hybrid IDS architectures—
combining signature-based and anomaly-based methods—can
leverage complementary strengths to improve both detection
coverage and false-positive control (Khan et al., 2019; Rosa et al,,
2021; Kwon et al., 2022). When augmented with Explainable AI
(XAI) techniques such as SHapley Additive exPlanations (SHAP)
or Local Interpretable Model-agnostic Explanations (LIME), these
systems can provide interpretable rationales for alerts, supporting
analyst decision-making and building operational trust (Lundberg
and Lee, 2017; Ribeiro et al., 2016; Gaspar et al., 2024; Ustebay et al.,
2024).

1.1 Scope and practical gaps

This review identifies five persistent practical gaps that motivate
the research agenda:
G1: Limited zero-day coverage. Signature-based IDS cannot
detect attacks exploiting previously unknown vulnerabilities
or novel attack vectors. While anomaly-based methods offer
broader coverage, reported zero-day detection rates drop to
approximately 73% even with hybrid approaches (Pan et al.,
2015).

G2: False-positive control. Anomaly-based IDS are sensitive to
operational noise and concept drift, generating false alarms
that burden SOC analysts. Hybrid approaches achieve false-
positive rates of 0.8%-2.1% in controlled evaluations, but field
performance remains less certain (Kayode Saheed et al., 2023;
Mitseva et al., 2022).

G3: Process awareness vs. protocol blindness. Process-aware
features (e.g., plant states, physical invariants) appear in
eight of 10 recent ICS IDS studies, yet protocol-aware
features leveraging industrial protocol semantics (Modbus
function codes, DNP3 command structures, IEC 60870-5-104
information objects, OPC UA node semantics) remain rare
(Ike et al., 2023; Ghazi et al., 2025). This asymmetry leaves

IDS blind to protocol-level attack vectors.
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G4: Explainability for operators. Black-box machine learning
(ML) models hinder operator understanding of alert
rationales. Only two of 10 recent ICS IDS studies explicitly
implement XAI techniques (Oyedotun et al., 2025; Kenmogne
and Mocanu, 2024), despite evidence that SHAP/LIME
attributions improve analyst trust and triage speed (Eriksson
and Grov, 2022; Gaspar et al., 2024).

G5: Deployment and drift challenges. Supervised IDS require
extensive labeled attack data impractical to collect in
operational environments; one-class classifiers face severe
hyperparameter tuning difficulties (Wolsing et al., 2024).
Concept drift from system updates, equipment changes, and
workflow modifications degrades detection accuracy over
time (Wadinger and Kvasnica, 2024).

1.2 Research questions

This systematic review addresses the following research
questions:

RQI1: What hybrid IDS architectures have been proposed for
SCADA/ICS, and how do they balance zero-day detection
with false-positive control?

RQ2: To what extent do current ICS IDS incorporate protocol-

aware and process-aware features, and how does this affect

detection performance and explainability?

RQ3: What deployment challenges and constraints (latency,

throughput, drift, maintenance, SOC integration) have been

reported, and how do hybrid/XAl-based designs address
them?

RQ4: What evaluation methodologies and platforms are suitable

as reference implementations for explainable hybrid IDS?

1.3 Article scope and contributions

This article is a systematic review and research agenda; it
does not present new experimental results but synthesizes prior
evaluations and proposes a conceptual blueprint and evaluation
plan for future work. In contrast to prior ICS IDS surveys that
focus on deep learning methods without addressing protocol-aware
feature engineering or explainability (Altunay et al., 2021), and to
XAI-IDS studies in adjacent domains such as Internet of Medical
Things that demonstrate effective SHAP-based explanations but do
not address ICS-specific constraints (Dakhil and Cakmak, 2025),
this work uniquely integrates protocol-aware detection, hybrid
fusion, XAl-based explanations, and a concrete evaluation plan
tailored to SCADA/ICS requirements. The contributions are:

e A systematic synthesis (2014-2025) of 40 studies on hybrid
SCADA/ICS IDS and explainable IDS.

e A comparative analysis table contrasting recent hybrid/XAI
ICS IDS studies on architecture, protocols, explainability, and
limitations.

e A practitioner-oriented gap matrix mapping method families
to the five practical gaps (G1-G5).
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e A conceptual reference architecture with mathematical
formalization of fusion logic, drift handling, and SHAP-based
explanation pipelines.

e A consolidated evaluation checklist and research agenda
mapping each agenda item to specific gaps.

Roadmap. Section 2 provides background on SCADA/ICS
security and IDS method families. Section 3 details the systematic
review methodology. Section 4 synthesizes the evidence. Section 5
presents the gap analysis. Section 6 describes the proposed
conceptual architecture. Section 7 outlines the research agenda.
Section 8 presents the evaluation plan. Section 9 concludes.

2 Background

This section introduces key terminology, the SCADA/ICS
security context, IDS method families, and explainability concepts.

2.1 Terminology

The following acronyms and terms are used throughout this
article:

e SCADA: Supervisory Control and Data Acquisition—systems
for monitoring and controlling industrial processes.

e ICS: Industrial Control System—broader category
encompassing SCADA, Distributed Control Systems (DCS),
and Programmable Logic Controllers (PLCs).

e HMI: Human-Machine Interface—operator consoles for
monitoring and controlling processes.

e PLC: Programmable Logic Controller—industrial computers
that control physical processes.

e RTU: Remote Terminal Unit—devices that interface with
sensors and actuators in the field.

e SOC: Security Operations Center—organizational unit
responsible for security monitoring and incident response.

e SIEM: Security Information and Event Management—
platforms aggregating security logs and alerts.

e IDS: Intrusion Detection System—software or hardware that
monitors for malicious activity.

e XAI: Explainable Artificial Intelligence—methods providing
interpretable rationales for ML model decisions.

e SHAP: SHapley Additive exPlanations—a game-theoretic
approach to feature attribution (Lundberg and Lee, 2017).

e LIME: Local Interpretable Model-agnostic Explanations—a
perturbation-based explanation method (Ribeiro et al., 2016).

2.2 SCADA/ICS and security constraints

SCADA systems manage physical processes under real-time,
safety, and reliability constraints. Legacy industrial protocols—
including Modbus, Distributed Network Protocol 3 (DNP3),
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and IEC 60870-5-104—and vendor-specific communication
stacks complicate security monitoring and protocol parsing.
More modern protocols such as Open Platform Communications
Unified Architecture (OPC UA) offer improved security features
but coexist with legacy installations. NIST SP 800-82 emphasizes
defense-in-depth tailored to industrial constraints (Stouffer
2015).
reviews cybersecurity vulnerabilities in SCADA architectures

et al, Complementary survey work systematically
(open networks, legacy components, weak segmentation) and
discusses mitigation measures such as encryption, network
zoning, IDS and SIEM integration, and the growing use of
AI/ML for threat detection (Skrodelis H. et al., 2024). Table 1
with
monitoring points across zone boundaries. To support real-

summarizes a Purdue-model reference architecture
world adoption, the proposed monitoring placement can be
explicitly mapped to established industrial security frameworks:
Purdue levels motivate where passive sensors and analytics
reside (field/SCADA/DMZ/enterprise), and IEC 62443 zone-
and-conduit concepts motivate placing sensors at conduit
boundaries to observe inter-zone traffic in a segmentation-aware
manner; this complements NIST SP 800-82’ defense-in-depth
monitoring recommendations (Stouffer et al., 2015; Eifiler et al.,

2023).

2.3 IDS method families for ICS

Four primary IDS method families are considered in this
review:

Signature-based IDS match network traffic or system events
against databases of known malicious patterns. They achieve low
false-positive rates but provide limited coverage against unknown
attacks (Stouffer et al., 2015).

Anomaly-based IDS learn models of normal behavior from
training data and flag deviations as potential attacks. They can
detect novel threats but are susceptible to false positives from
legitimate operational variations and concept drift (Sommer and
Paxson, 2010; Garcia-Teodoro et al., 2009; Mitchell and Chen,
2014). Prior surveys on deep learning for SCADA anomaly
detection catalog autoencoder, LSTM, and CNN architectures
but largely omit protocol-aware feature engineering and XAI
integration (Altunay et al., 2021).

Specification-based IDS encode expected behavior as
formal invariants derived from process design or protocol
specifications. They offer interpretable detection logic but
require significant domain expertise to develop and maintain
(Umer et al., 2017).

Hybrid IDS combine multiple detection methods—typically
signature and anomaly approaches—to leverage complementary
strengths. Recent ICS-focused hybrid IDS report accuracies of
90%-99% with false-positive rates of 0.8%-2.1% (Khan et al., 2019;
Kayode Saheed et al., 2023; Kwon et al., 2022).

The term “fusion” denotes the mechanism within a hybrid
IDS by which multiple detection channels or decision sources
are combined (e.g., serial vs. parallel architectures, score-level vs.
alert-level fusion).
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TABLE 1 Purdue-model ICS reference architecture showing zones (enterprise to field), representative assets, passive monitoring points at zone boundaries, and typical attack surfaces.

Zone (level)

Representative assets

Monitoring point Typical attack surface

Enterprise (L4) IT systems; Cloud/SaaS; SOC/SIEM; AD/identity SIEM (northbound) Phishing or remote access

Industrial DMZ (L3.5) Firewalls and proxies; replication historian; jump server TAP at DMZ Pivot across DMZ

SCADA & operations (L3-L2) HMI; SCADA server; historian; engineering SPAN at SCADA Protocol misuse or fuzzing
workstation

Basic control (L1) PLCs; RTUs; IEDs or remote I/0 TAP at L1 Firmware or configuration

tampering

Process & field (LO) Sensors, actuators, drives/valves

— (typically observed via L1) Physical access

2.4 Explainability in IDS

Explainable AI (XAI)
interpretability for machine learning models. SHAP computes

provides post-hoc or intrinsic
feature attributions based on Shapley values from cooperative
game theory, providing locally faithful explanations (Lundberg and
Lee, 2017). LIME generates local surrogate models by perturbing
input features (Ribeiro et al., 2016). In SOC contexts, explanations
have been shown to improve analyst confidence and triage
prioritization, though the relationship between explanation quality
and decision accuracy remains nuanced (Eriksson and Grov, 2022;
Weerts et al., 2019; Gaspar et al., 2024). Recent work in adjacent
domains demonstrates that XAl-enhanced IDS can achieve
high detection accuracy with interpretable outputs; for example,
XGBoost with SHAP explanations reaches over 99% accuracy in
Internet of Medical Things settings (Dakhil and Cakmak, 2025).
For ICS applications, explainability must map model features to
process context that operators understand, linking network-level
observations to physical plant states and expected operational
sequences (Neupane et al., 2022; Fung et al., 2024).

3 Methodology

This section describes the systematic review methodology
following Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) for

guidelines  adapted

engineering research.

3.1 Search strategy and selection

We conducted a systematic search in five electronic databases—
IEEE Xplore, ACM Digital Library, Scopus, Web of Science
and Google Scholar—using combinations of terms related to
industrial control systems, SCADA/OT security, hybrid intrusion
detection, and explainable AI. The search was limited to peer-
reviewed articles, full conference papers, and English-language
publications in 2010-May 2025. The final search strings, applied
consistently across databases with minor syntax adjustments, are
described below.

Search strings: The core query combined Boolean terms across
three concept groups:

Frontiersin Computer Science 04

1. Domain: (ICSOR SCADAOR “industrial control” OR
“operational technology”)

2. Detection: (“intrusion detection”
“anomaly detection”)

3. Approach: (hybrid OR fusion OR correlation OR
ensemble) OR (explain* OR SHAP OR LIME OR XATI)

OR IDS OR

The full query was: (Group 1) AND (Group 2) AND (Group 3).

Across all databases, the final search queries returned 412
records, to which we added 23 records identified through backward
and forward citation chasing of three seed papers on ICS datasets
and hybrid IDS (Conti et al., 2021; Stouffer et al., 2015; Neupane
et al,, 2022). After removing 137 duplicates, 298 unique records
remained for title and abstract screening. Of these, 187 were
excluded as off-topic (e.g., purely IT-network IDS), non-empirical,
or lacking an IDS component, leaving 111 full-text articles for
eligibility assessment. At the full-text stage, 71 articles were
excluded for reasons such as insufficient ICS/OT context, lack
of a hybrid or XAI element, or missing evaluation metrics,
resulting in 40 studies included in the final synthesis (Figure 1).
Table 2 summarizes the number of records retrieved from each
database and the reductions at each screening step (deduplication,
title/abstract screening, and full-text screening). Of the 40 included
studies, 36 were identified through database searching and 4
through backward and forward citation chasing.

3.2 Inclusion and exclusion criteria
Inclusion criteria:

e Focus on SCADA, ICS, or OT network security.

e Proposes, implements, or evaluates hybrid IDS (combining
signature/anomaly/specification methods) or XAI techniques
for IDS.

e Reports empirical evaluation with quantitative performance
metrics (accuracy, precision, recall, F1, false-positive rate,
detection latency).

e Peer-reviewed publication (journal or conference).

Exclusion criteria:
e Purely IT-focused IDS without ICS/SCADA data or context.

e Surveys or reviews without new empirical evidence or system
contributions.
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Identification
(n =435)

|

After deduplication
(n=298)

l

Title/abstract screened
(n =298)

l

Full-text assessed
(n=111)

l

Included in synthesis
(n=40)

Excluded (n = 187):
Off-topic, non-empirical

Excluded (n=71):
———— No hybrid/XAlI, insufficient
ICS context, no metrics

FIGURE 1
PRISMA-style flow diagram showing the systematic review screening
process.

e Non-English publications.
e Theses, book chapters, or non-peer-reviewed materials.

3.3 Screening and selection process

Figure 1 illustrates the PRISMA-style screening process:

1. Identification: database searches yielded 412 records; 23
additional records were identified through backward/forward
citation chasing from seed papers (Conti et al., 2021; Stouffer
etal, 2015; Neupane et al., 2022).

2. Deduplication: after removing duplicates, 298 unique records
remained.

3. Title/abstract screening: records were screened against
inclusion criteria; 187 records were excluded as off-topic (purely
IT IDS, non-detection security topics, or non-empirical).

4. Full-text assessment: 111 full-text articles were assessed for
eligibility; 71 were excluded (no hybrid/XAI component,
insufficient ICS context, or no quantitative evaluation).

5. Included studies: 40 studies were included in the final synthesis.

3.4 Quality assessment

Included studies were assessed using a lightweight quality
checKlist:

e Dataset realism: use of recognized ICS datasets (e.g., SWaT,
WADI, HAI) or real-world testbeds vs. purely synthetic data.

e Metric completeness: reporting of multiple metrics (accuracy,
precision, recall, F1, false-positive rate) vs. single metrics.

e ICS specificity: clear focus on ICS protocols, processes, or
operational constraints vs. generic network IDS.

e Reproducibility: availability of code, datasets, or detailed
configuration descriptions.
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Studies were not excluded based on quality scores but were
weighted in the synthesis according to evidence strength. Of
the 40 included studies, 18 were rated high quality (meeting all
four criteria), 15 medium quality (meeting two or three criteria),
and seven low quality (meeting one or fewer criteria). Full-text
availability was limited for six of 40 studies (abstract-only access),
constraining detailed analysis for those sources.

3.5 Data extraction

For each included study, the following data were extracted:
hybrid architecture components, protocols covered, explainability

mechanisms, detection performance metrics, evaluation
methodology, deployment considerations, and identified
limitations. ~ Supplementary Tables 8,9  provides  detailed

characteristics of all 40 included studies.

4 Findings

This section synthesizes evidence from the 40 included studies
across four thematic areas corresponding to the research questions.

4.1 Hybrid IDS architectures (RQ1)

Three primary architectural patterns emerge from the
literature:

Sequential (serial) architectures apply detection methods in
stages, where earlier components filter or preprocess data before
later methods perform deeper analysis. For example, statistical
filtering followed by deep learning analysis reduces computational
burden while maintaining detection accuracy (Kwon et al., 2022;
Feng et al., 2017). The Bloom filter plus LSTM architecture achieves
classification times of 0.03 ms by screening packets before temporal
analysis (Feng et al., 2017).

Parallel
concurrent detectors through voting or aggregation mechanisms.

(ensemble) architectures combine multiple
Ensemble methods using bagging, stacking, and AdaBoost with
Naive Bayes and SVM classifiers achieve 99% accuracy with perfect
precision and recall on some datasets (Kayode Saheed et al., 2023).
However, computational costs are higher than serial designs.

Hierarchical architectures incorporate preprocessing, feature
optimization, dimensionality reduction, and multiple detection
layers. The most sophisticated designs combine autoencoders
for anomaly detection, CNNs for feature extraction, and hybrid
ResNet-LSTM for temporal pattern learning (Almalawi et al., 2025;
Oyedotun et al., 2025).

Performance summary: Hybrid IDS report accuracies of
90.4%-99.5% and false-positive rates of 0.8%-2.1% where reported
(Khan et al, 2019; Kayode Saheed et al., 2023; Pan et al,
2015). However, direct comparisons to pure signature-based
or anomaly-based methods remain scarce; only two studies
quantify improvements, showing precision gains of 0.008, recall
improvements of 0.067, and Fl-score increases of 0.039 over
autoencoder-only approaches (Kwon et al, 2022). Zero-day
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TABLE 2 Search results and screening per database.

10.3389/fcomp.2026.1724245

Database/source Initial hits After keyword After title/abstract After full-text Included
filters screen screen

IEEE Xplore 150 90 28 11 11
ACM Digital Library 45 28 8 3 3
Scopus 220 145 36 13 13
Web of Science 190 103 24 7 7
Google Scholar 110 46 10 2 2
Citation chasing 23 23 5 4 4
(backward/forward)

Total 738 435 111 40 40

Bold values indicate the final number of studies retained at each screening stage (i.e., the “Included” column).

detection rates reach 99%-100% for known attack patterns but
drop to 73.43% for novel attack scenarios (Pan et al, 2015).
This degradation likely reflects class imbalance in training data,
overfitting to known attack signatures, and the inherent difficulty
of generalizing to truly unseen attack vectors without protocol-
semantic or physics-based priors.

4.2 Protocol and process awareness (RQ2)

current ICS IDS
approaches: process-aware features are common (eight of 10

A striking asymmetry characterizes

recent studies), while protocol-aware features are virtually absent
(two of 10 studies with minimal integration) (Ike et al., 2023; Ghazi
etal., 2025).

Process awareness encompasses plant state modeling, physics-
based constraints, actuation-sensing relationships, and temporal
dynamics. The most sophisticated approaches employ physics-
informed neural networks that embed generic knowledge of
inertial process dynamics, achieving 98.3% accuracy with 0.8%
false positives—a 20 percentage point improvement over baseline
methods (Ike et al., 2023). State-aware invariants derive tighter
bounds specific to each system state, achieving 2% false-positive
rates (Abbas et al., 2024).

Protocol awareness leveraging Modbus function codes, DNP3
command structures, IEC 60870-5-104 information objects, or
OPC UA semantics remains rare. Only Ghazi et al. (2025)
demonstrate substantive OPC UA integration, achieving F1-
score improvements of 2.27% when incorporating protocol-
specific temporal dependencies. This gap leaves IDS vulnerable to
attacks exploiting protocol semantics. The scarcity of protocol-
aware features can be attributed to the complexity of building
and maintaining robust parsers for legacy industrial protocols,
the lack of publicly available labeled datasets with protocol-
level annotations, and the heterogeneity of vendor-specific
protocol extensions.

Existing specification- and invariant-based IDS partly address
protocol blindness by constraining either process evolution or
permitted protocol interactions. For example, invariant mining for
water treatment and distribution testbeds (Feng et al., 2019; Song
et al., 2024) and automatic specification extraction from device
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documentation (Esquivel-Vargas et al., 2017) encode expected
system behavior beyond raw packet fields. Stateful protocol models
for Modbus, IEC-104, and OPC UA similarly capture function-code
sequences and protocol states using deterministic finite automata
(DFAs), Markov chains, and probabilistic automata (Faisal and
Sitnikova, 2016; Kleinmann and Wool, 2016; Matousek et al.,
2021; Burgetova et al., 2021; Ghazi et al., 2025). However, these
approaches are typically deployed as standalone detectors and
rarely fuse process invariants, protocol state, and data-driven
anomaly scores in a single explainable pipeline—precisely the
integration targeted by the proposed protocol-aware signature plus
temporal anomaly architecture. Protocol-abstraction layers such
as IPAL (Wolsing et al., 2022) further demonstrate that protocol-
specific detectors can be lifted to a shared representation; the
proposed architecture can be seen as a concrete way to exploit such
abstractions in a hybrid IDS.

Dataset limitations: the heavy reliance on SWaT and
WADI datasets in the literature introduces evaluation biases.
These datasets feature relatively high attack-to-normal ratios
compared to operational networks, cover only a narrow subset
of industrial protocols (primarily process-level signals without
rich protocol-layer annotations), and represent a single industrial
domain (water treatment). Reported detection rates may therefore
overestimate performance in heterogeneous, low-attack-frequency
production environments. More broadly, many ICS benchmarks
remain scenario-specific and often omit protocol-semantic
annotations and diverse operating modes, so conclusions should
be validated across datasets and operating conditions rather
than inferred from single-testbed performance alone. For
explainable IDS in particular, ground-truth rationales are rarely
available, so benchmark evaluation should emphasize explanation
fidelity/stability and human-grounded utility rather than assuming
post-hoc explanations are correct (Carvalho et al., 2019; Jacovi and
Goldberg, 2020).

4.3 Deployment challenges and XAl
solutions (RQ3)

The most fundamental deployment challenge is the tension
between data requirements and hyperparameter tuning. Supervised
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IDS require extensive labeled attack data impractical to collect
in operational environments (Wolsing et al, 2024). One-
class classifiers that train only on benign data face severe
hyperparameter tuning difficulties that can lead to devastating
performance penalties (Wolsing et al, 2024). In operational
ICS environments, data provenance and quality issues-sensor
noise/quantization, partial logging or packet loss, and time-
PLC/HMI/historian
sources-can degrade both detection accuracy and explanation

synchronization inconsistencies across
reliability. When telemetry is corrupted, signature-based IDS
may miss matches due to lost context, while ML-based anomaly
detectors can inflate false positives by treating noise artifacts
as deviations from learned baselines (Khraisat et al., 2019).
Accordingly, evaluation should include targeted robustness
checks (noise injection, missing-data/packet-loss simulation, and
clock-skew perturbations) to characterize stability under realistic
data-quality conditions.

Latency constraints: comparative testing shows Suricata
achieving 2.5 s median detection latency vs. Snort’s 5.1 s (Waagsnes
and Ulltveit-Moe, 2018). Real-time SHAP/LIME computation adds
overhead that must be considered in latency budgets; GPU-
accelerated TreeSHAP and FastSHAP methods add approximately
10-50 ms per alert (Yang, 2021; Jethani et al., 2021).

Concept drift: ICS normal behavior evolves due to device
updates, equipment replacements, and workflow modifications.
Adaptive mechanisms including automatic threshold tuning
and dynamic parameter updates address drift without human
intervention (Wadinger and Kvasnica, 2024; Abdelaty et al., 2021).

XAI implementation: only Oyedotun et al. (2025) explicitly
integrate SHAP and LIME in an ICS IDS context, achieving
92% accuracy with AUC of 0.97. SOC studies show that SHAP
attributions improve analyst trust and triage speed (Eriksson
and Grov, 2022; Gaspar et al., 2024), though the evidence base
for ICS-specific operator studies remains limited. Explainability
requirements also vary by ICS role and decision horizon: operators
making seconds-to-minutes triage decisions need concise,
prescriptive rationales (e.g., top contributing protocol/process
features plus confidence), whereas control engineers diagnosing
incidents over minutes-to-hours benefit from deeper causal chains
and counterfactual “what-if” explanations tied to process variables;
SOC analysts preparing reports can use richer narratives and
exemplar cases. Evidence from decision-support studies suggests
explanation effectiveness and trust calibration improve when
explanation format and depth are matched to user expertise and
time constraints (Dutta et al., 2025).

4.4 Platforms and reference
implementations (RQ4)

Established open-source platforms—Zeek, Suricata, Snort,
and Wazuh—serve as the primary bases for ICS monitoring
research (Joy et al., 2024; Waagsnes and Ulltveit-Moe, 2018;
Haas et al,, 2020). The Elastic stack with Kibana dashboards
provides visualization capabilities. However, no widely adopted
reference implementation bundles packet capture, ICS protocol
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parsing, and XAl-enhanced dashboarding in a single open-source,
containerized stack.

Malcolm, an open-source network traffic analysis suite
maintained by CISA, integrates Arkime, Zeek, Suricata, and
OpenSearch/Dashboards (CISA, 2025). It provides a pragmatic
baseline for prototyping and evaluation, supporting ICS protocol
parsing via Zeek ICSNPP plugins (Modbus, DNP3, S7, IEC 60870-
5-104, OPC UA). The zeek-osquery platform demonstrates
production readiness with 96% accuracy in network flow
attribution and scalability to over 870 hosts (Haas et al., 2020).

4.5 Comparative analysis of recent studies

Table 3 presents a comparative analysis of representative
recent hybrid and XAl-enhanced ICS IDS studies (2019-
2025), highlighting architectural patterns, protocol coverage,
explainability mechanisms, and identified limitations.

The comparison reveals that protocol-specific detection
remains underdeveloped, XAI techniques are underimplemented,
and most evaluations rely on laboratory datasets rather
than field deployments. The proposed research agenda and
conceptual architecture address these limitations by: (1) adding
protocol-aware features to the signature channel, (2) integrating
SHAP-based explanations in the fusion layer, and (3) defining
deployment-focused evaluation criteria including drift handling

and latency budgets.

5 Gap analysis and open challenges

This section elaborates on the five practical gaps introduced in
Section 1, synthesizing evidence from the included studies.

5.1 G1: limited zero-day coverage

Signature-based IDS match known attack patterns with high
precision but cannot detect novel threats. Anomaly-based methods
offer broader coverage but face a fundamental trade-off: models
trained on benign data may flag legitimate operational variations as
attacks (false positives) or miss subtle attack patterns that resemble
normal behavior (false negatives).

Hybrid approaches partially address this gap. Pan et al. (2015)
report 90.4% overall accuracy for mixed scenarios including
known attacks, disturbances, and normal operations, but zero-day
detection accuracy drops to 73.43% under 10-fold cross-validation
on unseen attack patterns. This suggests that even hybrid methods
face substantial challenges with truly novel attack vectors.

5.2 G2: false-positive control
False-positive rates are critical for SOC workflows: excessive

alerts create analyst fatigue and erode trust in the IDS. Reported
false-positive rates range from 0.8 to 2.1% in controlled evaluations
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TABLE 3 Comparative analysis of recent hybrid/XAl ICS IDS studies (2019—-2025).

Architecture Protocols

Study/year

10.3389/fcomp.2026.1724245

Explainability Identified limitation

TwinSec-IDS SDN-Digital Twin;

Bi-GRU-CNN/LSTM

Not specified

(Krishnaveni et al.,

Feature importance (MI, Development stage unspecified; limited

chi-square) protocol coverage

2024) ensemble

Oyedotun et al. Multimodal: CNN + LSTM + Modbus, DNP3, SHAP, LIME 92% accuracy; precision 0.49 for attack class
(2025) autoencoder OPC-UA (mentioned) due to imbalance

Wolsing et al. Ensemble unsupervised IIDSs Generic (SWaT, WADI) None Hyperparameter tuning without attacks is
(2024) difficult; lab-only evaluation

Ghazi et al. (2025) Markov chain + ML; OPC UA

second-order memory

SHAP, causal inference (PC F1 improvement 2.27%; single protocol focus

algorithm)

Tke et al. (2023) Physics-informed neural Generic (11 industrial

Causal explanations Preprint; limited protocol semantics

+ composite autoencoder

network processes) (operations to effects)

Khan et al. (2019) Sequential: preprocessing + Modbus (gas pipeline) None 97% accuracy; no XAI limited protocol
bloom filter + instance-based diversity
learner

Kwon et al. (2022) Sequential: statistical filtering Generic (SWaT) None Modest improvements (+0.008 precision,

+0.067 recall) over pure autoencoder

(Pan et al, 2015; Kayode Saheed et al., 2023), but laboratory
conditions may not reflect operational noise.

The tension between data requirements and hyperparameter
(2024)
careful

tuning exacerbates this challenge.
that
hyperparameter selection, and configurations rarely transfer

Wolsing et al.

demonstrate one-class  classifiers  require
across different ICS contexts. Poor choices can lead to devastating

performance degradation.

5.3 G3: process awareness vs. protocol
blindness

Process-aware IDS incorporating plant state models, physics-
based constraints, and actuation-sensing relationships achieve
superior detection performance. Ike et al. (2023) report 98.3%
accuracy with 0.8% false positives using physics-informed
neural networks—a 20 percentage point improvement over
baseline methods.

However, protocol-aware features remain rare. Industrial
protocols (Modbus, DNP3, IEC 60870-5-104, OPC UA) encode
semantic types,
information object addresses—that can distinguish legitimate

information—function codes, command
operations from protocol-level attacks. The near-complete absence
of protocol-aware features (present in only two of 10 recent
studies) represents a critical vulnerability: attacks exploiting
protocol semantics may evade detection entirely. As detailed in
Section 4, this protocol blindness stems from parser complexity,
dataset limitations, and vendor heterogeneity; the proposed
architecture addresses it by treating protocol-semantic features as
first-class inputs to both signature and anomaly channels.

Existing specification- and invariant-based IDS partly address
protocol blindness by constraining either process evolution or
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permitted protocol interactions. For example, invariant mining for
water treatment and distribution testbeds (Feng et al., 2019; Song
et al.,, 2024) and automatic specification extraction from device
documentation (Esquivel-Vargas et al., 2017) encode expected
system behavior beyond raw packet fields. Stateful protocol models
for Modbus, IEC-104, and OPC UA similarly capture function-code
sequences and protocol states using deterministic finite automata
(DFAs), Markov chains, and probabilistic automata (Faisal and
Sitnikova, 2016; Kleinmann and Wool, 2016; Matousek et al.,
2021; Burgetova et al., 2021; Ghazi et al., 2025). However, these
approaches are typically deployed as standalone detectors and
rarely fuse process invariants, protocol state, and data-driven
anomaly scores in a single explainable pipeline—precisely the
integration targeted by the proposed protocol-aware signature plus
temporal anomaly architecture. Protocol-abstraction layers such
as IPAL (Wolsing et al., 2022) further demonstrate that protocol-
specific detectors can be lifted to a shared representation; the
proposed architecture can be seen as a concrete way to exploit such
abstractions in a hybrid IDS.

5.4 G4: explainability for operators

Black-box machine learning models hinder operator
understanding and trust. SOC studies demonstrate that
SHAP/LIME attributions improve analyst confidence and

triage speed (Eriksson and Grov, 2022; Gaspar et al., 2024), but
ICS-specific operator studies remain scarce.

Only two recent ICS IDS studies explicitly implement
XAI techniques: Oyedotun et al. (2025) integrate SHAP and
LIME, and Ghazi et al. (2025) combine SHAP with causal
inference. This gap between research emphasis on interpretability
and practical implementation motivates the XAI layer in the
proposed architecture.
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5.5 G5: deployment and drift challenges

Beyond explainability, broader deployment challenges limit
the transition from laboratory prototypes to operational systems.
Supervised IDS require labeled attack data impractical to collect in
operational environments; one-class classifiers face hyperparameter
tuning difficulties (Wolsing et al., 2024). Concept drift from system
updates, equipment changes, and workflow modifications degrades
detection accuracy over time (Wadinger and Kvasnica, 2024).
compound deployment
Waagsnes and Ulltveit-Moe (2018) report Suricata achieving
2.5 s median detection latency vs. Snorts 5.1 s. Adding SHAP
computation introduces additional overhead (10-50 ms per alert
with GPU acceleration) (Yang, 2021; Jethani et al., 2021) that must
be budgeted in real-time systems.

Latency constraints challenges.

5.6 Gap matrix summary

Tables 4, 5 summarize method-family trade-offs and cross-
cutting evidence for each gap.

Despite a decade of progress, the gap matrix also helps
explain why hybrid and explainable IDS designs have only rarely
translated into sustained deployments. Most reported gains are
derived from laboratory datasets such as SWaT, WADI, and
small protocol-specific corpora, with limited evidence from long-
running field traces or multi-site evaluations. Protocol coverage
remains uneven—Modbus and generic TCP/UDP traffic are well
represented, whereas IEC-104, OPC UA, and vendor-specific stacks
are underexplored—so many proposed methods cannot be dropped
into heterogeneous plants without substantial engineering. Few
studies include operator-in-the-loop experiments, leaving usability,
workload, and governance questions unanswered; and only a
minority explicitly address concept drift, model maintenance,
or integration into existing SOC workflows. The research
agenda in Section 7 is therefore structured to close this lab-
to-field gap: Items 1-2 and 7 target prototype integration and
benchmark evaluation on multiple ICS datasets; Items 3, 4,
and 6 address explainability UX, drift-aware optimization, and
SOC/ATT&CK alignment; and Item 8 elevates specification and
stateful protocol models to first-class fusion inputs. Together, these
steps are intended to turn the abstract capabilities summarized
in Tables4, 5 into deployable, maintainable systems in real
SCADA/ICS environments.

6 Proposed conceptual architecture

This section presents a conceptual reference architecture
for explainable hybrid IDS in SCADA/ICS environments. The
architecture is a blueprint derived from the gap analysis and
literature synthesis; it does not represent a fully implemented
system. Similar components (signature IDS, anomaly models,
SHAP explainers, ICS parsers) exist in prior work; the contribution
here is organizing them into an evidence-based, explainable hybrid
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IDS framework with mathematical formalization and an evaluation
plan for future empirical validation.

6.1 Architecture overview

Figure 2 presents four core elements:

1. Signature engine: a protocol-aware signature IDS (e.g.,
Snort/Suricata/Zeek with ICS-specific rulesets) that matches
known attack patterns and protocol violations.

2. Anomaly engine: time-series and multivariate anomaly
detection models (e.g., autoencoders, LSTM networks, isolation
forests) trained on benign operational data.

3. Alert fusion: a fusion layer that combines signature and
anomaly outputs through deduplication, temporal correlation,
and score aggregation.

4. XAI layer: a SHAP-based explanation module that computes
feature attributions for anomaly alerts and attaches interpretable
rationales for the operator console.

The operator console presents fused alerts with concise
explanations mapped to process context (Figure 3).

6.2 Mathematical formalization

This section provides mathematical formulations for three
key mechanisms: fusion logic, drift detection, and SHAP-based
explanation pipelines. These formulations represent planned logic
for future implementation.

6.2.1 Fusion logic

Let A(x) € [0,1] denote the anomaly score from the anomaly
engine for event x, and let S(x) € [0,1] denote the signature
confidence score (1 if a signature matches, 0 otherwise, or a
normalized match confidence). The fused detection score F(x) is
computed as:

Flx) =a-A(x) + (1 —a) - S(x) (1)

where o € [0,1] is a tunable weight parameter balancing anomaly
and signature contributions. An alert is generated when F(x) >
Talert> Where Tyjert is @ configurable threshold. In practice, the fusion
weight o can be tuned via grid search or Bayesian optimisation on
a held-out validation set, optimizing for a target trade-off between
detection rate and false-positive rate.
Alternative fusion mechanisms include:

o Maximum rule: F(x) = max(A(x),S(x))—conservative,

triggers on either channel.
e Dempster-Shafer combination: for evidence-theoretic fusion

under uncertainty (Sahu and Siano, 2021).
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TABLE 4 Gap matrix (Part A): practitioner gaps vs. method-family ratings (H, high capability; M, medium; L, low) with supporting evidence.

Gap Signature Anomaly
G1: zero-day L; rules match known patterns (Stouffer
coverage et al., 2015) and Kvasnica, 2024)

H; detects deviations; suffers drift (Wadinger

Hybrid (+XAl)

H; fusion improves coverage (Khan et al.,

2019; Kwon et al., 2022)

G2: false positives H; specific rules keep FP low (Stouffer

L/M; sensitive to noise (Wolsing et al., 2024)

M; fusion filters noise; XAl aids triage

(Gaspar et al., 2024)

etal., 2015)
G3: process L; network rules lack context (Stouffer
awareness etal., 2015)

M; temporal/state features help (Stefanidis
and Voyiatzis, 2016)

M/H; invariants + XAI mapping (Umer et al.,
2017; Tke et al., 2023)

G4: explainability M; rule names explain matches (Stouffer

et al., 2015)

L; black-box models (Weerts et al., 2019)

H; SHAP/LIME raise trust (Gaspar et al.,
2024; Oyedotun et al., 2025)

G5: deployment L; mature tooling (Stouffer et al., 2015)

etal., 2024)

M/H; drift monitoring needed (Wolsing

H; fusion + XAI adds complexity (Wolsing

etal., 2024)

Bold text indicates the highest capability rating (H = High) for each gap across method families.

TABLE 5 Gap matrix (Part B): cross-cutting evidence notes across gaps.

Dataset realism

Protocol coverage

Human-factors
evidence

XAl latency

G1: zero-day Most gains on SWaT/WADI Modbus/DNP3 strongest (Bhatia 10-50 ms with GPU (Yang, ICS studies scarce (Weerts
(Goh et al., 2016; Mitseva et al., et al., 2014; Rodofile et al., 2017) 2021) etal., 2019)
2022)

G2: false positives Lab FPRs optimistic (Mitseva IEC-104 gaps Batchable (Jethani et al., 2021) Triage faster with XAI

2022)

etal., 2022) (Radoglou-Grammatikis et al., 2019) (Eriksson and Grov, 2022)

G3: process Water plants dominate IEC-104 underused Sub-second feasible (Yang, Few controlled studies
(Taormina et al., 2018) (Radoglou-Grammatikis et al., 2019) 2021) (Weerts et al., 2019)

G4: explain Lab datasets (Mitseva et al., Protocol-aware aids readability FastSHAP amortizes (Jethani Trust/triage improve (Gaspar
2022) (Bhatia et al., 2014) etal., 2021) etal., 2024)

G5: deploy Repro kits rare (Mitseva et al., Multi-protocol maintenance GPU methods acceptable (Yang, Training needed (Eriksson

(Radoglou-Grammatikis et al., 2019)

2021) and Grov, 2022)

The weighted fusion rule in Equation 1 should be seen as a
conceptual baseline rather than a fixed choice. Prior IDS work
has successfully applied evidence-theoretic fusion, particularly
Dempster—Shafer (D-S) theory, to combine heterogeneous sensors,
including in ICS power networks (Wang and Ghorbani, 2004;
Sahu and Davis, 2021), and Bayesian multi-model fusion across
classifiers (Katar et al., 2006; Xu and Eckert, 2009). The proposed
architecture is compatible with these schemes: the signature,
anomaly, and specification-based scores can be treated as evidence
sources and fused using D-S or learned logistic/ML-based gating,
enabling future work to systematically compare conservative
(max/OR), evidence-theoretic, and learned fusion strategies under
adversarial conditions.

Threshold 7, is calibrated during deployment using baseline
traffic to achieve target false-positive budgets.

6.2.2 Drift detection and threshold update

To handle concept drift, continuous monitoring detects
distribution shifts in input features or model residuals. Inspired by
Wadinger and Kvasnica (2024), the following drift detection and
threshold update rule is employed:
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Let 1y and o, denote the mean and standard deviation of
anomaly scores over a sliding window of w recent events. Drift is
flagged when:

[4w — Hbaseline| > & * Obaseline (2)
where [paseline a1d Opaseline are computed from initial deployment
data, and k (e.g., k = 3) controls sensitivity. The window length
w should be set to span multiple PLC scan cycles (e.g, w =
500-5,000 events, corresponding to tens of seconds to several
minutes depending on polling rates) so that transient process
fluctuations are averaged out while genuine distribution shifts are
detected promptly.

Upon drift detection, the threshold e is recalibrated:

new __
Talert = Hw + Ao

(©)

where A is a multiplier (e.g., A = 2) balancing sensitivity and false-
positive rate. Optional warm-start retraining of anomaly models
may be triggered.

The simple mean/variance-based drift sketch in Equations 2,
3 is intended as an illustrative abstraction. In practice, the
drift monitor can be instantiated with established streaming
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FIGURE 2

Conceptual architecture of an explainable hybrid IDS with signature and anomaly engines, alert fusion, and a SHAP-based explanation layer.

detectors such as KS-test-based methods and ADWIN-style
adaptive windows (Bharani et al., 2024b), KL-divergence monitors
that adjust ROC thresholds (Shetty et al., 2011), knowledge-
distillation schemes that reweight models under distribution shift
(Xu et al,, 2023), and adaptive sliding-window thresholding on
anomaly scores (Clark et al., 2018). A key requirement in the
ICS context is security-aware drift handling: updates to models
and thresholds must be conservative under suspected attack or

poisoning, rather than purely driven by recent data.

6.2.3 SHAP-based explanation pipeline

Algorithm 1 describes the SHAP-based explanation pipeline for
anomaly alerts.

The GenerateNarrative function maps feature
attributions to process context [e.g., “Elevated Modbus write
coil rate (+0.42 contribution) on PLC-05 during idle state”]. To
support this mapping, the implementation maintains a lightweight
lookup table that associates each model feature index with its
corresponding process variable (e.g., sensor tag, actuator name)
and protocol field (e.g., Modbus function code, DNP3 data object);
this table is populated during feature engineering and allows the
narrative generator to produce human-readable explanations
without runtime inference. Feasibility is supported by ICS-focused
XAI studies demonstrating SHAP computation overhead of
10-50 ms with GPU acceleration (Yang, 2021; Jethani et al., 2021;
Oyedotun et al., 2025).
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6.3 Design choices

Temporal fusion. Adaptive time windows aligned to process
phases and queue-graph correlation link host/service events to
reduce alert duplication and chain related alerts (Bateni and
Baraani, 2013; Koucham et al., 2022).

Explainers. Tree-based models (Random Forest, XGBoost)
use GPU-accelerated TreeSHAP (Yang, 2021); deep models
(autoencoders, LSTMs) use FastSHAP (Jethani et al., 2021) to meet
sub-second latency budgets.

In practice, explainers form a design space with trade-
offs between fidelity, stability, human interpretability, and
Comparative studies show that SHAP
tends to be a stable, high-fidelity explainer across models, but

computational cost.

is not always the most understandable to humans (Nayebi
and Heer, 2022; Schlegel et al, 2019). Other methods such as
gradient-based saliency or rule-based surrogates may be faster
or more intuitive for certain architectures. Empirical work in
security and SOC settings further indicates that explanations
can be computed with millisecond-scale overheads [around
4.8 ms in recent SOC studies (Kwubeghari et al., 2025)] and
can significantly change analyst behavior, but do not uniformly
improve decisions across all tasks (Jesus et al., 2021; Wali et al.,
2021). SHAP is therefore treated as the default explainer for tabular
protocol/process features, but the architecture explicitly allows
cheaper gradient-based or approximate methods for strict real-time
deployments and more expensive Shapley-style explanations for
offline triage.
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+ more
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Triage workspace

Linked evidence

\ Alert details

® (Critical: ML anomaly Type: ML anomaly

Asset: PLC-05 (water pump)
® High: protocol misuse / Time: 14:32:05

Severity: Critical
® High: rule hit /
® Med: rate spike

Packets Trends Context

14:32:05.123  192.168.1.5 > 10.0.0.15

MODBUS Read Coils [len=236] [unusual]

Confirm incident m Dismiss (false +)

Illustrative analyst workflow (mock Ul) showing fused alerts, SHAP attributions, and linked evidence

SHAP explanation
S Flow rate +0.42
D Packet size +0.31
@IS Cmd type +0.18

Metrics tracker

Alerts per hour: 18

FP rate: 2.1%

Median triage time: 1 m 40 s
Top SHAP features: flow, cmd

Analyst feedback

PR 4 confirm, tune, whitelist

Require: Anomaly model M, event features x =
(X1, ..., Xq4), top-k parameter

Ensure: Explanation £ with feature attributions and
narrative

1: a < M(x)

2: if a> tap0ma1y then

3: ¢ < TreeSHAP(M, x)

4: top_features <« argsort(|¢|)[—k:]

5: attributions « {(x;, ¢;):1 € top_features}

6: narrative <« GenerateNarrative(attributions,
process_context)

7: E < (attributions, narrative, a)

8: return £

9: else

10: return null

11: end if

Algorithm 1. SHAP-based explanation pipeline.

6.4 Reference implementation blueprint
with Malcolm

Malcolm is selected as the reference platform for several
reasons:

1. Integration: Malcolm bundles Arkime (PCAP sessionization),
Zeek, Suricata, and OpenSearch/Dashboards in a single
containerized stack (CISA, 2025), eliminating integration
overhead.

2. ICS protocol support: Zeek ICSNPP protocol parsers (Modbus,
DNP3, S7, IEC 60870-5-104, OPC UA) install via Malcolm’s
plugin mechanism, addressing G3.
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3. Open-source availability: Malcolm is maintained by CISA
under Apache-2.0 license, supporting reproducibility and
community adoption.

4. Extensibility: custom sidecars can be added for ML/SHAP
computation without modifying core components.

Prior ICS IDS research commonly relies on Zeek, Suricata,
and Elastic/Kibana individually (Joy et al., 2024; Waagsnes and
Ulltveit-Moe, 2018; Haas et al., 2020). However, no widely adopted
standard reference implementation bundles these components for
ICS research. Malcolm provides this integration as a pragmatic
baseline for prototyping and evaluation.

In this article, Malcolm is used only as a reference
platform/blueprint. No new experimental results on Malcolm
are presented. Future work will implement and evaluate the
proposed architecture on Malcolm or a similar stack.

The proposed extensions to Malcolm include:

1. ICS parsing: Zeek ICSNPP parsers for Modbus, DNP3, S7,
IEC 60870-5-104, OPC UA.

2. Signature channel: Suricata with ET Open/Pro rulesets plus
ICS-specific decoder events.

3. ML+SHAP sidecar: a container that computes temporal
features, scores events, fuses alerts, and writes 1ds-fusion-*
indices with SHAP attributions.

4. Dashboards: OpenSearch Dashboards panels joining fusion
indices with Arkime sessions for drill-down.

Table 6 maps components to architecture roles.

6.5 Runtime and operator impact
Target latency objectives: detection within < 400 ms and

alert-plus-explain within < 800 ms at the 95th percentile (p95)
under sustained load. These targets are informed by accelerated
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TABLE 6 Mapping of implementation components to architecture roles.

Concrete
component(s)
Signature Suricata (ET Open/Pro; EVEJSON — suricata-*
engine ICS decoder events)
Anomaly Sidecar models Reads
engine (temporal) zeek-*/suricata-*;
optional OpenSearch AD
baseline
Protocol Zeek + ICSNPP Installed via Malcolm Zeek
parsing (Modbus, DNP3, S7, plugin mechanism
IEC-104, OPC UA)
Sessionization Arkime PCAP pivot and carving
Storage/search OpenSearch Schema for ids-fusion-*
with SHAP fields
Dashboards OpenSearch Dashboards Fusion view + SHAP
summaries
Sensors Hedgehog Linux Passive baseline and live
(optional) capture

SHAP methods (Yang, 2021; Jethani et al, 2021) and prior
IDS latency measurements (Waagsnes and Ulltveit-Moe, 2018).
These latency targets should be interpreted as budgets for
DMZ/SCADA monitoring and SOC triage rather than hard real-
time PLC control. In high-load settings, detection and alerting
can occur immediately, with explanations computed either using
a lightweight online explainer or asynchronously in batches,
balancing the millisecond-scale XAI overheads reported in recent
SOC studies (Kwubeghari et al., 2025) against the constraints of the
underlying streaming pipeline.

SOC studies show that SHAP/LIME attributions help analysts
understand alert rationales and can improve trust, though objective
accuracy gains are mixed (Eriksson and Grov, 2022; Gaspar et al.,
2024; Weerts et al., 2019). The proposed design combines feature
attributions with concise narratives, counterfactuals, and process
context mappings to maximize actionability.

7 Research agenda

This section outlines a research agenda for progressing
from conceptual architecture to validated prototype and pilot
deployment. Each agenda item explicitly addresses one or more of
the five practical gaps (G1-G5).

1. Prototype integration [Gl, G2, G3]: implement parallel
signature and anomaly engines with the fusion layer described
in Section 6.2. Integrate ICSNPP protocol parsers for Modbus,
DNP3, IEC 60870-5-104, and OPC UA to address protocol
blindness (G3). Validate fusion weight o and threshold Tyjert
calibration against baseline traffic.

2. Benchmark [G1, G2]:
configurations signature-only and

evaluation compare  hybrid

against anomaly-only
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baselines on multiple ICS datasets (SWaT, WADI, HAI, IEC-
104 corpus). Report gains and trade-offs for zero-day coverage
(G1) and false-positive control (G2) using standardized metrics.
3. Explainability UX [G4]: design operator-facing narratives
mapping SHAP attributions to process context. Conduct
usability studies with ICS operators and SOC analysts to assess
triage speed, decision accuracy, and trust (Khediri et al., 2024).
4. SHAP-guided optimization [G4, G5]:
selection and model retraining using accumulated SHAP

automate feature

importance statistics. Implement drift detection (Equation 2)
and threshold update (Equation 3) mechanisms to address
deployment drift (G5) (Wadinger and Kvasnica, 2024).

5. Adversarial robustness [G1, G5]: assess evasion and poisoning
risks against the hybrid IDS. Adopt ensemble defenses and
attribution-ensemble methods to improve robustness (Chen
et al,, 2022; Awad et al., 2025; Fung et al., 2024). Evaluations
should also treat the explanation interface as a security-relevant
component: adversarial examples can evade ML detectors, and
interpretations and post-hoc explainers (including LIME/SHAP-
style perturbation approaches) have been shown to be fragile and
manipulable (Ghorbani et al., 2019; Slack et al., 2020). Minimal
mitigations that can be assessed without redesign include
access control and rate limiting for explanation endpoints,
plus monitoring explanation stability under adversarial probing
(Ghorbani et al., 2019).

6. SOC integration and ATT&CK for ICS [G4, G5]: map
detections and explanations to MITREATT&CK for ICS
techniques to improve triage workflow integration and
situational awareness (Bhosale et al., 2024; Kaya et al., 2025).

7. Pilot deployment [G5]: validate performance and integration
in a high-fidelity testbed or partner operational environment.
Address protocol coverage gaps, latency constraints, and real-
world drift patterns. Document lessons learned for field
deployment.

8. Specification and stateful model fusion [G1, G3]: integrate
specification-based and stateful protocol models as first-class
fusion inputs. Rather than treating specification-based detectors
and protocol state machines as separate baselines, future work
should ingest their outputs (e.g., invariant violation scores,
automaton state anomalies) as additional channels in the
hybrid fusion layer, alongside signature and anomaly model
outputs. This would enable systematic evaluation of whether
process invariants and protocol state models (Feng et al,
2019; Song et al., 2024; Faisal and Sitnikova, 2016; Matousek
et al, 2021) improve zero-day detection and operator-level
explanations when combined with protocol-aware features in a
single architecture.

Table 7 summarizes the mapping between agenda items
and gaps.

8 Evaluation plan

This section describes a planned evaluation methodology;
no experiments have yet been conducted. These are evaluation
pipelines for future work, not completed experiments.
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TABLE 7 Mapping of research agenda items to practical gaps (G1-G5).

Agenda item Gaps addressed

1. Prototype integration Gl (zero-day), G2 (FP), G3 (protocol)

2. Benchmark evaluation Gl (zero-day), G2 (FP)

3. Explainability UX G4 (explainability)

4. SHAP-guided optimization G4 (explainability), G5 (drift)

5. Adversarial robustness Gl (zero-day), G5 (deployment)

6. SOC integration/ATT&CK G4 (explainability), G5 (deployment)

7. Pilot deployment G5 (deployment)

8. Specification/stateful model G1 (zero-day), G3 (protocol)

fusion

8.1 Datasets and testbeds

The evaluation plan uses multiple datasets exercising protocol
coverage and process-aware features. SWaT and HAI are selected
primarily for evaluating process awareness and concept-drift
handling, while IEC-104 and DNP3 corpora target protocol-
semantic detection:

o Secure water treatment (SWaT) (Goh et al., 2016): water
treatment plant traces with labeled attack scenarios. Used for
training/validation/test splits (60/20/20) and cross-validation
for zero-day scenarios.

e IEC 60870-5-104 corpus (Radoglou-Grammatikis et al.,
2019): power grid dataset with labeled IEC-104 protocol
events. Addresses protocol coverage gaps for IEC-104
semantics.

o DNP3 dataset (Rodofile et al., 2017): substation traffic
with DNP3 protocol attacks. Exercises DNP3 function code
detection.

e Hardware-in-the-Loop (HAI) (Oyedotun et al., 2025):
realistic ICS testbed data for multimodal evaluation.

Real-world baseline: a sustained, passive baseline capture from
a production SCADA/ICS environment (no attack injections) will
provide a clean reference distribution for: (i) calibrating false-
positive budgets under operational noise; (ii) validating SHAP
attribution stability across natural concept drift; and (iii) stress-
testing generalization beyond laboratory conditions (Skrodelis H.
K. et al., 2024; Mitseva et al., 2022).

8.2 Metrics and scenarios

Standard detection metrics: precision, recall, F;, AUROC,
false-positive rate (FPR), false-negative rate (FNR), time-
to-detect, and SHAP
computation latency, attribution stability under drift, and

alert volume. Explanation metrics:
operator-assessed interpretability.

Beyond standard classification metrics, the evaluation includes
time-series-aware and operational metrics that better reflect ICS

monitoring requirements. Following critiques of Average Run
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Length (ARL), which may fail to control the instantaneous false
alarm rate and can even be infinite in some regimes (Kuhn
et al., 2018; Mei, 2008), the evaluation reports: (i) distributions
of detection delay (time from attack onset to first alert), (ii)
false alarms per hour/day and average run length between false
alarms, and (iii) redundancy and triage-related measures, such
as the fraction of low-risk or redundant alerts filtered by post-
processing (Kiruki et al., 2023; Zhang et al., 2024). These choices are
motivated by SOC studies highlighting rule management burden,
alert volume, and alert fatigue as central operational constraints
(Vermeer and McGovern, 2023; Yang et al., 2021; Tariq et al., 2025).

Scenarios include: (1) known attack detection (signature
channel); (2) zero-day/novel attack detection (anomaly channel);
(3) cross-dataset generalization (train on SWaT, test on WADI);
and (4) concept drift injection (simulate equipment changes).

8.3 Concept drift handling

Drift detection methods—Adaptive Windowing (ADWIN),
Fast Hoeftding Drift Detection Method (FHDDM), Kolmogorov-
Smirnov Windowing (KSWIN)—trigger threshold recalibration
per Equation 3. Pre/post-drift AUROC/F; deltas and SHAP
attribution stability are logged (Wadinger and Kvasnica, 2024;
Pesaranghader and Viktor, 2016; Bharani et al., 2024a).

8.4 Operator-in-the-loop study

A within-subjects study with experienced analysts compares
baseline (anomaly-only, no explanations) against the hybrid +
XAI system. Measured outcomes: time-to-triage, classification
correctness, workload (alerts per session), perceived trust (Likert
scale), and qualitative feedback (Eriksson and Grov, 2022; Weerts
et al., 2019).

8.5 Real-time feasibility

End-to-end latency profiling under load targets <400 ms
detection and <800 ms alert-plus-explain at p95. GPU-accelerated
TreeSHAP/FastSHAP and batching are employed to meet latency
budgets (Yang, 2021; Jethani et al., 2021).

For real-time feasibility, the evaluation measures end-to-end
latency and throughput of the full streaming pipeline—from packet
capture and protocol parsing through feature extraction, model
scoring, and explanation generation—rather than model latency
in isolation. Prior benchmarking of stream processing frameworks
and IDS engines shows substantial variability in achievable
latency/throughput across different deployments (Waleed et al.,
2022; Gallenmiiller et al., 2022). The evaluation therefore reports
both per-event and tail latencies (p95/p99) under realistic
load, and explicitly relates them to detection and explanation
budgets to demonstrate where the proposed architecture is viable
(e.g., DMZ monitoring, historian mirroring) and where tighter
control-loop constraints would require simplified models or
offline explanations.
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8.6 Reproducibility and threats to validity

Code, configurations, random seeds, and evaluation scripts
will be released on a public GitHub repository under an open-
source license. To address dataset bias, all metrics will be reported
per attack type and per operating mode (e.g., normal, transient,
maintenance) rather than as single aggregate figures. Cross-
dataset tests and ablations on protocol subsets address external
validity. Documented threats include: dataset biases (laboratory vs.
field), limited attack diversity, and potential overfitting to testbed
characteristics (Mitseva et al., 2022; Wolsing et al., 2024).

9 Discussion and conclusion

This systematic review synthesizes a decade of research
on hybrid and explainable IDS for SCADA/ICS environments,
identifying persistent practical gaps and proposing a conceptual
architecture to address them.

The synthesis reveals that hybrid IDS architectures can
achieve detection accuracies of 90%-99% with false-positive
rates of 0.8%-2.1% in laboratory evaluations. However, zero-day
detection remains challenging (approximately 73% for truly novel
attacks), and the gap between laboratory and field performance
is not well characterized. Protocol-aware features are severely
underrepresented, leaving IDS blind to protocol-level attack
vectors. Explainability techniques (SHAP, LIME) are implemented
in only a small fraction of recent studies despite evidence that they
improve analyst trust and triage speed.

The proposed conceptual architecture operationalizes an
explainable hybrid IDS under ICS constraints: low latency,
determinism, and safety. Mathematical formalization of fusion
logic, drift detection, and SHAP-based explanation pipelines
provides a foundation for future implementation. Malcolm is
justified as a pragmatic reference platform integrating Zeek,
Suricata, and OpenSearch with ICS protocol support.

The evidence base is constrained by the laboratory-heavy
nature of available datasets, scarce operator studies in real
control room settings, and limited protocol diversity in existing
evaluations. Questions remain about attribution stability under
adversarial drift and long-term maintenance burden.

Looking forward, three emerging directions are particularly
relevant to this agenda: (i) foundation/self-supervised
representation learning to reduce labeled-data dependence
(still largely nascent for OT telemetry) (Shurrab and Duwairi, 2022;
Wolf et al., 2020), (ii) digital twin-assisted IDS that enable what-
if/counterfactual analyses to support explainability (Krishnaveni
et al., 2024), and (iii) human-in-the-loop adaptive IDS workflows
that incorporate analyst feedback and safe online updates prior to
field rollout (Kim et al., 2024). These directions should be evaluated
under the same ICS constraints emphasized in this review (latency,
safety, and change control).

Immediate next steps include prototype implementation,
preregistered operator studies, and field pilot validation. Releasing
reproducible pipelines, reporting negative findings, and testing
under concept drift will accelerate shared learning across the ICS
security community.
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Practitioners gain a blueprint, gap matrix, and evaluation
checKklist to deploy explainable hybrid IDS with improved zero-day
coverage, controlled false-positive rates, and higher analyst trust in
SCADA/ICS networks.
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