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Organizations face a variety of cybersecurity threats, and the implementation 
of security management solutions is a challenging task. This study proposes to 
implement such solutions in an incremental manner, starting with key requirements 
and adding new modules as necessary. A set of key requirements with a focus 
on cybersecurity threat monitoring and response automation is identified. The 
capability-driven approach is used to describe these requirements in a structured 
manner. That enables organizations to identify required security management 
capabilities in alignment with organizational goals. A cybersecurity monitoring and 
response system is developed on the basis of the capability model. The system 
uses machine learning models to identify cybersecurity threats, and appropriate 
response mechanisms are invoked to deal with the threats. It is shown that the 
selection of the right adjustments defined in the capability model significantly affects 
cybersecurity management efficiency. The use of machine learning models also 
allows the system to adapt to handling new cybersecurity threats. The cybersecurity 
monitoring and response system is compared with the state-of-the-art commercial 
systems, and it is shown to achieve a comparable performance while providing 
a higher level of flexibility.
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1 Introduction

Currently, information technology is omnipresent. Both the public and private sectors are 
dependent on information technologies, and, given the increasing digitalization of the world, 
this dependence is growing and will likely continue to grow in the future. Information 
communication technologies are mainly used to make people’s lives easier, through remote and 
secure financial transactions, communication with public authorities, and other purposes. As 
dependence on information and communication technologies increases, so does the likelihood 
that they could be used to cause significant damage to public administration information systems 
and electronic communications networks, neutralize national political, economic, and military 
decision-making centers, misinform the public, and cause technogenic disasters. This creates an 
increased likelihood of non-military threats with severe consequences. For institutions 
responsible for the provision of state functions, the security of critical national information 
systems is of particular concern. Both individual countries and the European Union as a whole 
have adopted laws, directives, and regulations governing information technology security, one 
of the most recent initiatives in the European Union being the adoption of the NIS2 Directive 
(EUR-Lex, 2022). These laws and regulations define minimum requirements for data protection 
in terms of confidentiality, integrity, and availability, which generally improve cybersecurity. 
However, cybersecurity incidents are rampant, for example, SolarWinds (Reuters, 2021), 
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Colonial Pipeline (CNN, 2021), and denial of access attacks against 
Latvian state institutions (DIENA, 2022). These incidents are often 
organized by well-funded criminal organizations, various criminal 
groups, and even countries. These incidents may be prevented should 
there be appropriate security management in place. The problem of 
security management requires taking into account the context of 
external data sources, various local measurements of information 
systems, and the objectives set by an organization. Cyber security 
comprises five phases: identification (raising awareness of potential 
cyber risks), protection (implementing risk mitigation measures to 
protect critical resources), threat detection (applying tools to detect a 
cyber security incident), proactive threat response (taking actions to 
mitigate the impact of a cyber security incident), and incident recovery 
(a set of measures to keep services running after an incident) (National 
Institute of Standards and Technology, 2018). The threat detection and 
proactive threat response phases are crucial for organizations starting 
to implement security management.

These organizations face several challenges, such as:

	•	 Insufficient source data or timely data (for example, log files that 
lack the necessary information to identify a 
cybersecurity incident).

	•	 Different types and structures of source data, which should 
be normalized and decoded;

	•	 A dynamic network where clients are located in different 
locations and using different devices at once.

	•	 A data analyst may misinterpret data, which may lead to 
cybersecurity incidents that are not noticed.

	•	 Insufficient security response scenarios are created, which will 
require manual response to cybersecurity incidents.

These challenges should be addressed in a holistic manner, and 
model-driven approaches to security management are used to achieve 

this goal. The capability-driven development methodology (Grabis 
et al., 2018) is one of the model-driven approaches, which helps to 
design security capabilities with respect to the organization’s goals. It 
takes into account context data and invokes adaptive actions to ensure 
secure operations.

The goal of this study is to develop a Cybersecurity Monitoring 
and Response System referred to as ISMS using the capability-driven 
approach and employing machine learning models for adaptive 
security threats monitoring and response. The system was first 
introduced in the earlier study (Minkevics et al., 2023). The ISMS 
system is developed as an extensible and adaptable light-weight 
cybersecurity management solution, which satisfies the set of 
requirements with efficiency comparable to large enterprise solutions 
by major vendors. Its development is based on the capability-driven 
development approach, which allows organizations to identify their 
key cybersecurity needs and to design the solution accordingly. The 
solution can be  expanded if new needs arise. It uses big data 
processing for analysis and identification of security concerns, and 
data processing pipelines and machine learning models can 
be adapted according to data availability and security needs.

The rest of the study is organized as follows. Section 2 describes 
the research methods. The main results on requirements elicitation, 
capability modeling, and elaboration of adaptive capabilities are 
presented in Section 3. Section 4 provides discussion and conclusions.

2 Method

In order to address the cybersecurity challenges, both 
qualitative and quantitative research methods were applied 
(Figure  1). The qualitative methods are used to identify core 
requirements for the Cybersecurity Monitoring and Response 
System and to design the system. The requirements are identified 
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FIGURE 1

Study methodology.
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using a literature review, and the system design is performed using 
the capability-driven approach. Machine learning models are used 
for threat identification and adaptive response, and the quantitative 
methods are used for model training. Various data sources are 
needed to develop the machine learning models. The machine 
learning models were specifically trained using data from a case 
company. The primary data sources were data collected from the 
organization’s internal network, user workstations, data provided 
by network switches, firewall data, intrusion detection system data, 
NetFlow data, successful/failed authentication, and other audit trail 
files, and other data sources. The secondary data sources (Alexa, 
n.d.; Amazon, 2021) were used to train machine learning modules 
by classifying them as legitimate or malicious domains. Additional 
malicious domain names (secondary data) were extracted from the 
institution’s firewall with intrusion prevention functionality, as well 
as an exploration of the domain name request data and manual 
classification and comparison of suspicious domain name requests 
against malicious domain databases.

Different feedback mechanisms were used to evaluate the 
efficiency of the system. The users’ survey was conducted to confirm 
that security threats were correctly identified. Additionally, 
CERT. LV notifications of malicious activity at the institution were 
also considered. CERT. LV is the national institution responsible for 
handling cybersecurity incidents and promoting information 
technology security in Latvia, and its feedback provides an external 
confirmation of threat handling at the organization.

The conceptual model underlying the Automated Cybersecurity 
Monitoring and Response System was developed using the Capability-
Driven Development (CDD) (Sandkuhl and Stirna, 2018) approach, 
as it is suitable for specifying and implementing adaptive solutions. 
The CDD approach is one of the Enterprise Modeling techniques 
focusing on enterprise capabilities. While approaches like Archimate 
allow for the development of comprehensive models of enterprise 
architecture, the CDD focuses on the incorporation of data-intensive 
and adaptive features, which are the primary interest in the case of 
intelligent cybersecurity management (Zdravkovic et al., 2017).

The development of the Automated Cybersecurity Monitoring 
and Response System proceeds in four steps:

	 1	 Identification of key requirements based on literature analysis;
	 2	 Capability modeling;
	 3	 Solution design and development of core services;
	 4	 Implementation of big data processing-based components for 

capability delivery.

The literature on big data Automated Cybersecurity Monitoring 
and Response System is reviewed by analyzing studies published from 
2010 to 2024 and referenced in the Scopus database. The following 
research questions are formulated:

	 1	 What are the typical processes involved in information systems 
security management? Identify the processes that make up 
information systems (IS) security management.

	 2	 What data sources are used today to ensure the security of IS? 
Identify the sources of data used for security analysis and the 
methods used to process that data.

	 3	 What automated methods and tools are used for IS security 
management? Identify which automation methods and tools 
are used today for IS security management.

	 4	 What machine learning techniques are used for IS security 
management? Identify what machine learning techniques and 
tools are used to identify unknown threats.

	 5	 What can be done to ensure automated stopping of malicious 
activity on the network? Identify possible solutions to ensure 
automated stopping of malicious activity on the network.

The findings from the literature review are used to formulate the 
key requirements for the cybersecurity management solution. The 
requirements are further elaborated and formalized using the CDD 
method. Figure 2 shows the key concepts used in capability modeling, 
such as goals, capabilities, adjustments, context elements, and 
measurable properties. The Goal element defines the organization’s 
security goals measured by Key Performance Indicators (KPI). 
Security capabilities are developed to achieve the goals. The capability 
delivery is affected by the external context defined by the 
ContextElement concept. The ContextElement is measured by 
measurable properties, which are raw data gathered at the organization 
or externally. The context element provides an interpretation of raw 
data. The Adjustment element defines adaptive actions invoked in 
response to changes in the context and aimed at achieving the 
organization’s goals. The capability model is elaborated using these 
concepts in the design session involving cybersecurity specialists. The 
initial version of the model was developed following the findings in 
the literature review, and the model was further refined by the experts.

The Automated Cybersecurity Monitoring and Response System 
is developed according to the capability model. The data ingestion and 
pre-processing are developed using Suricata IDS (The Open 
Information Security Foundation, n.d.) and Apache Kafka 
(P. S. Foundation, n.d.). In terms of capability-driven development, 

FIGURE 2

Key concepts used in capability modeling.
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these systems ensure the retrieval of Measurable Properties. Apache 
Spark (A. S. Foundation, n.d.) is used to evaluate Context Elements in 
near real-time (Kampars and Grabis, 2017) using the measurable 
properties, and Python scripts are used to implement the adjustment. 
The adjustments include machine learning models used for security 
threat analysis and automated actions to deal with the security threats. 
The capability model specifies KPI and context elements used by 
the adjustments.

3 Results

The automated cybersecurity monitoring and response system 
was developed following the method outlined in the previous section. 
The requirements are formulated in Section 3.1. The capability model 
is specified in Section 3.2. The modules of the system are described in 
Section 3.3, which also elaborates on machine learning models and 
response mechanisms used in two of the modules of the system. These 
sub-sections also include the evaluation of the efficiency of the 
machine learning models used.

3.1 Requirements

The requirements are identified according to the literature review 
on methods used for security management. Table 1 lists the analyzed 
sources of literature. It also indicates the kind of data and technologies 
used for security management. The findings show that IDS serves as 
the backbone of the security management solutions. Various data 
sources, such as audit trails, DNS requests, and Netflow data, are used 
to monitor the network and to identify threats. The literature sources 
analyzed rarely consider the integration of security management with 
big data technologies for real-time data ingestion and stream 
processing, which might cause scalability issues. Automation scripts 
are used to supplement IDS functionality and to make security 
management more efficient. Various machine learning algorithms are 
used to analyze the aforementioned data streams.

The results of the literature review suggest that data-driven 
approaches to security management allow for dealing with a variety 
of threats and adapting to ever-changing circumstances. Accordingly, 
some of the key data analytical methods for security management are:

	(1)	 NetFlow data, which can be  obtained using various open-
source tools. This data allows the identification of network 
communication that deviates from “normal” network behavior, 
thus identifying, for example, malicious code activity.

	(2)	 System audit trails, which can be  used to identify atypical 
device behavior by identifying malicious activity.

	(3)	 Honey pot functionality, which, by luring attackers, allows 
them to understand attack methods and possible tools, as well 
as providing additional time to protect real information 
systems in cases where an attacker has already penetrated the 
internal computer network.

	(4)	 Firewall data (audit trails), which accumulate information on 
incoming and outgoing traffic. This information can be used to 
identify whether firewall rules are working correctly and 
whether malicious activity has been identified on the network.

	(5)	 DNS data, which contains information on the source and 
destination IP address and port, as well as information on the 
requested DNS name. Domain name syntax can be analyzed to 
identify algorithmically generated domain name requests, which 
in turn may indicate the presence of a device in the botnet.

The data analytical requirements are combined with the desired 
characteristics of the extensible light-weight security management 
solution to formulate the requirements (Table 2). These requirements 
address core IDS functionality, data analytics, automation, and 
development aspects. From a development perspective, the proposed 
solution relies on open-source technologies to achieve cost-efficiency, 
transparency, and flexibility.

The requirements are also mapped to MITRE ATT&CK Matrix 
(ATT&CK, 2025). That shows that threats in 11 out of 14 categories 
are addressed. The main focus areas are Reconnaissance, Discovery, 
Exfiltration, and Execution in line with the priorities of the monitoring 
and response systems. The Resource Development, Persistence, and 
Impact are directly considered.

3.2 Capability model

The capability model is created according to the requirements and 
discussions at the modeling sessions among the experts. Its purpose 
is to highlight the required security management capabilities and to 
design technical solutions for data-driven adaptive security 
management. The model ensures alignment between organizational 
requirements and technical solutions supporting these requirements. 
The capability model focuses on the adaptive behavior of the security 
management solution, while core parts of the solution are designed 
following traditional software development techniques.

Figure 3 shows a fragment of the capability model focusing on 
capabilities and goals. The model defines five key capabilities, starting 
with Secure network management. This capability is supported by the 
Automated response to incidents, Protection against DOS and dDOS 
attacks, Incident prevention, and Secure data processing capabilities. 
The capabilities allow reaching the goals of monitoring, preventing, 
and responding to security incidents in a timely manner. For example, 
the organization has the Goal 3: To ensure availability of systems goal, 
having the Capability 3: Protection against DOS and dDOS attacks 
enables achieving this goal. This results in a secure IT environment for 
employees and builds both internal and external trust in the 
organization’s IT. The goals are measured by their respective KPI (the 
model fragment shows just exemplary KPI for representation clarity). 
For example, the Goal 2: To prevent IT security incidents goal is 
measured by two KPIs, namely, the number of incidents and the 
incident resolution time. The capability delivery is affected by context, 
such as Device threat level and User threat level. The context elements 
provide an actionable interpretation of measurable properties 
representing raw data measurements (Figure 4).

Figure 4 shows further elaboration of the capability model with a 
focus on adjustments (i.e., adaptive actions performed during capability 
delivery). The adjustments are shown for the Secure network 
management and Automated response incidents capabilities. Devices 
and users are continuously monitored, and their threat levels are 
evaluated as an aggregation of measurable properties (i.e., Context 
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TABLE 1  Properties of security management solutions reported in the literature.

References Using 
big 

data

Use 
of 

audit 
trails

Use 
of 

IDS

Use of 
the 

honeypot

Network 
data 

analysis

Use 
of 

DNS

Applying 
machine 
learning 
methods

Using 
automation 

scripts

Machine learning 
algorithms used

Li and Xiao (2010) x x x x

Sheng (2019) x x

Ouiazzane (2019) x x x x

Shah et al. (2020) x x x DTC, K-NN, RFC, SVM

Sivatha Sindhu et al. 

(2012)

x x NïB, NNC, DTC

Sharma et al. (2011) x x x x

Rose et al. (2017) x x

Xinyu (2008) x x

Singh et al. (2014) x x x RFC, SVM, NïB

Gupta (2018) x x x NNC, Long Short-Term 

Memory Neural Network

Raffaele et al. (2020) x x

Muhammet Baykara 

(2018)

x x x

Hajar Esmaeil As-

Suhbani (2019)

x x x NïB, K-NN, One R, J48

Plohmann et al. 

(2016)

x

Ahluwalia et al. 

(2017)

x x J48, DTC, RFC

Truong and Cheng 

(2016)

x x NïB, J48, RFC, K-NN, 

SVM

Selvi and Rodríguez 

(2019)

x x x RFC

Woodbridge et al. 

(2016)

x x Logistic regression

Barbosa et al. (2015) x x Graph

Mowbray and Hagen 

(2014)

x

Peck et al. (2019) x x NNC, Deep neural 

network

Zhong et al. (2019) x x x Graph

Shaukat et al. (2020) x x x SVM, DTC, NïB, NNC etc.

Lewis et al. (2020) x x x NïB, RFC, Logistic 

Regression

Magalhães and 

Magalhães (2020)

x x NïB, SVM, DTC, RFC, 

Logistic Regression, NNC

Sun et al. (2020) x x Graph

Nõmm (2018) x x K-NN, SVM

Liu et al. (2019) x x x x OPTICS: Ordering points 

to identify the clustering 

structure, GMM 

(Gaussian mixture 

models)

(Continued)
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Element 1: Device threat level is evaluated using six measurable 
properties as indicated in the model). The detection of malicious 
activity adjustment uses the context information to identify threats and 
potential incidents in the volume of network data (machine learning 
algorithms used in this adjustment are discussed in Section 3.3.1). 
Minimizing the consequences of an incident adjustment ensures a fast 
response to severe incidents. The automated response to incidents 
capability allows organizations to cope with a large number of potential 
incidents. The User involvement adjustment notifies users of potential 
incidents (e.g., compromised devices used by the users, identity theft) 
and provides recommendations on actions to be  performed. This 
adjustment adaptively selects the mode of communication depending 
on the Level of danger context element (see Section 3.3.2). The mode 

of communication is selected to optimize the Incident resolution time. 
The Disconnecting an infected device adjustment is used if the users 
are not resolving the security incident.

3.3 Solution development

The automated cybersecurity monitoring and response system is 
implemented to deliver the identified security management capabilities. 
The solutions architecture has three layers, namely, Data sources, threat 
detection, and autonomic operations (Figure 5). The threat aggregation 
and decision-making component orchestrates the threat handling and 
response activities. The data sources layer contains components for 

TABLE 1  (Continued)

References Using 
big 

data

Use 
of 

audit 
trails

Use 
of 

IDS

Use of 
the 

honeypot

Network 
data 

analysis

Use 
of 

DNS

Applying 
machine 
learning 
methods

Using 
automation 

scripts

Machine learning 
algorithms used

Chkirbene et al. 

(2020)

x x x x RFC, DTC, SVM, 

“OneClass Support Vector 

Machine” (OCSVM)

Elbasiony et al. (2013) x x x K-means, RFC

Mousavi et al. (2020) x x x x x RFC

Alguliyev and 

Imamverdiyev (2014)

x x x x

Garg (2019) x

TABLE 2  Requirements for the automated cybersecurity monitoring and response systems.

No. Requirement Mapping with MITRE 
ATT&CK Matrix

1 Use open-source technologies and high-level programming languages –

2 Ensure identification of the device and its network connection point, including scenarios involving dynamic IP address 

assignment

Reconnaissance

3 Identify the user and involve them in the security management process Impact

4 Implement a scalable solution capable of handling larger volumes of data without requiring a complete rebuild of the platform –

5 Use open source-based intrusion detection with signature augmentation Initial access

6 Use audit trail analysis to identify malicious activity Execution, exfiltration, collection

7 Use an open-source-based network data analysis mechanism Discovery, exfiltration

8 Use an open-source-based network metadata analysis mechanism Discovery, exfiltration

9 Use the honeypot functionality to enable in-depth investigation of malicious code or human activity Execution, defense evasion, lateral 

movement

10 Identify theft of user authentication data Credential access

11 Identify malicious network activity using network metadata and open source-based systems and machine learning Discovery

12 Detect port scanning and password-guessing activities within the internal network Reconnaissance

13 Identify and temporarily block external IP addresses that are not involved in any communication—only port scanning Reconnaissance

14 Employ a threat-adaptive strategy that enables differentiated response times based on the nature and severity of specific threats –

15 Use automated identification of vulnerabilities and automatic reporting to the responsible party –

16 Identify algorithmically generated domains in DNS information using static lists and machine learning Command and control

17 Disable devices that pose a threat to the internal network Lateral movement

18 Display detected incidents and send notifications to the person responsible for security using a graphical interface –
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retrieving and pre-processing input data as specified in the 
requirements. The data includes portal and e-mail system login records, 
DNS requests, IDS audit trails, firewall audit trails, network switch audit 
trails, network data, network metadata (NetFlow), DHCP audit trails, 
server audit trails, and honeypot activity. The data input components 

correspond to the measurable properties, and data pre-processing leads 
to the calculation of the context elements in the capability model. For 
instance, if a user’s threat level—as determined by M365 lock data—is 
elevated, the user is promptly notified via SMS and email, and their 
immediate involvement is required to address the issue.

FIGURE 3

A fragment of the capability model focusing on goals.

FIGURE 4

A fragment of the capability model focusing on adjustment.
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The data inputs feed into the second layer, threat detection, which 
incorporates various analytical modules such as DNS and NFAI 
machine learning modules, a malicious activity detection module, a 
vulnerability identification module, a device infection detection 
module, and a device end-of-life (EOL) detection module. The 
automatic operations layer facilitates active response mechanisms, 
including user identification and notification through SMS, e-mail, 
and an internal portal; system administrator notification via e-mail 
and the security operations center; and access blocking through 
wireless access points, switches, and firewalls. The threat detection, 
together with the automated operations, implements the adjustments 
defined in the capability model.

The following sub-sections elaborate on the development of 
components for secure network management and automated 
response capabilities.

3.3.1 Secure network management
The purpose of secure network management is to prevent 

malicious activities. Domain generation algorithms (DGA) are used 
by malware on infected devices to produce potentially malicious 
requests. Machine learning is used to detect the malicious requests in 
the DNS machine learning module, which implements Adjustment 2 
defined in the capability model - Detecting malicious activity.

A DGA detection model was developed and evaluated, which 
aimed to find out whether a DNS request generated by the device can 
be classified as a DGA and thus be considered a malicious request. 
Experiments were performed on the selection criteria of DGA 
domains as well as on the construction of feature clusters. A set of 
features for training DNS classifiers was developed based on the work 
of Selvi and Rodríguez (2019) study using a set of 10 traits. The DGA 
module using the RFC machine learning algorithm was trained with 
8,856 “bad” and 8,856 “good” domains and was compared with the 
Palo Alto firewall. Different classifiers were chosen to identify DGAs: 
Support Vector Machine (SVC), Neural Networks (NNC), Decision 
Trees (DTC), and Random Forests (RFC). To evaluate the performance 
of the classifiers, the Precision, Accuracy, Recall, and F1-score were 
measured for each of them using cross-validation. Table 3 shows a 
comparison of the ML models, showing that RFC gave the best results.

The DGA detection functionality of the system was compared 
with the up-to-date Palo Alto firewall. The RFC was selected for the 
DGA model. The evaluation was performed during the period from 1 
January 2022 to 31 May 2023. Overall, 13 million DNS requests from 
different sources have been analyzed by the system during that period, 
which consisted of 195 thousand unique domain names. The DGA 
model identified seven additional DNS requests (Table 4) classified as 
DGA by a third-party source, which were not detected by the Palo 

FIGURE 5

Components of the automated cybersecurity monitoring and response system.
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Alto firewall (some of them might be false positive identifications). 
The results indicate that the system achieves results comparable to 
state-of-the-art proprietary solutions. More information about the 
model development is presented in Minkevics et al. (2023).

3.3.2 Automated response to incidents
If malicious activities are identified, the system is capable of an 

automated response to incidents (Capability 1 in Figure 3), and the 
User involvement adjustment is used for these purposes. The 
adjustment is implemented in the User identification and notification 
component. The component supports notification by e-mail and by 

SMS. The system adaptively chooses the most appropriate notification 
mode depending on the severity of the threats.

In order to identify the best method of user notification, an 
experiment was carried out measuring the response time over the 
same time period as in Section 3.3.1. The user response time was 
measured by determining the time interval between sending the 
notification and visiting the university portal. The e-mail message 
recommended visiting the portal, which provided additional 
information about the incident, including the IP addresses involved 
in the incident, as well as other additional information. The user 
response time to the e-mail recommendations is shown in Figure 6.

On the other hand, alerts that sent information, including via 
SMS, showed much better results (Figure 6). The majority of users 
responded to the notification within 5 min. That is also confirmed in 
the interval plot showing the average response time according to the 
mode of communication (Figure 7). The logarithmic transformation 
is applied to the response time to reduce the skewness of the 
distribution due to several very late responses observed, regardless of 
the mode of communication. The t-test was also performed, yielding 
t-statistics of 4.13 and a p-value of 0.00 for the null hypothesis that 
there are no differences between the communication modes. That 

TABLE 3  Comparison of the ML models.

Classifier Precision Recall F1-
score

Accuracy

RFC 0.934 0.948 0.941 0.940

DTC 0.916 0.928 0.922 0.921

NNC 0.869 0.854 0.862 0.852

SVM 0.858 0.860 0.859 0.859

TABLE 4  Comparison of the DNS machine learning module with the Palo Alto firewall.

No. Comparison DGA identified 
by firewall 
(total: 87)

DGA identified 
by module 
(total: 167)

2 Firewall identified DGA 87 25

4 Module identified DGA 79 167

5 Third-party identified DGA 31 18

6 Third-party identified DGA, module identified DGA, but the firewall did not identify DGA – 7
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FIGURE 6

The user response to the time to incident notifications sent by e-mail (left) and by SMS (right).
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shows that the average response times for different means of 
communication are statistically different. The result suggests that the 
SMS notifications should be used in the case of severe incidents. 
However, it should not be overused to avoid messaging fatigue.

The users were asked to provide feedback by completing an 
online questionnaire. A total of 123 unique questionnaires were 
completed (from 1 January 2021 to 18 May 2023). Some users 
completed the questionnaire repeatedly, and the duplicate responses 
were not taken into account. The results (Table 5) show that the use 
of the ISMS platform has protected 38 users from the threats that 
could have occurred in the event of an infected device (e.g., leakage 
of personal data, theft of financial assets). According to the 
accumulated statistics, more frequent cases of device infections were 
observed among international students. However, the problem is also 
that not all international students provide feedback. These results 
confirm that the proposed ISMS platform is an important component 
of information systems security and offers the possibility of detecting 
malware that standard defenses (such as installed antivirus software) 
do not detect. In total, 104 devices were automatically disconnected 
from the RTU network during the above-mentioned period, a large 
number of which were disconnected after the user reported that the 
device was free of malware. To ensure effective multi-dimensional 
data analysis to identify security threats, it is necessary to apply big 
data technologies and machine learning techniques.

4 Discussion

The ISMS system is designed to fulfill the set of key requirements 
and to deliver core security monitoring and response capabilities 
specified in the capability model. The evaluation shows that the system 
provides comparable performance to the state-of-the-art commercial 
proprietary solutions while providing organizations a possibility for 
gradually expanding and improving their security management 
solutions as new threats emerge and new incidents are encountered. 
This section summarizes the comparison of the ISMS system with 
selected commercial systems.

4.1 Comparison

The comparative analysis evaluates the ISMS system with two 
leading commercial solutions [according to Gartner Magic Quadrant 
leadership benchmarks (IT Security Demand, n.d.)], IBM QRadar and 
Splunk, based on 13 functional criteria (Table  6). All three tools 
provide real-time (or near real-time) monitoring, intelligent threat 
detection, and user activity monitoring. In terms of deployment 
flexibility, IBM QRadar and Splunk are limited to cloud or specific 
facility/software installations, whereas the ISMS system supports 
deployment in the cloud, on standalone machines, or on client systems.

The ISMS has advantages in its use of artificial intelligence for 
both botnet identification and aggregated network data analysis, 
capabilities not available in Splunk and only partially present in IBM 
QRadar (APT detection). Unlike the private, proprietary nature of 
IBM QRadar and Splunk, the ISMS is open-source-based. It also 
supports the seamless addition of organization-specific modules, 
offers unrestricted scalability, and provides enhanced automated user 
and administrator involvement during threat events through multiple 
communication channels (SMS, e-mail, and user portals).

Incident response in IBM QRadar and Splunk involves security 
personnel, while the ISMS enables automation involving end users 
and offers automated assistance for incident resolution. Furthermore, 
the ISMS allows for the rapid programming of additional modules in 
any programming language, contrasting with the slower, developer-
dependent processes in the other platforms.

4.2 Implementation at other organizations

In addition to the Riga Technical University (RTU), ISMS has 
also been implemented at two Latvian state institutions: the Central 
Finance and Contracting Agency (CFCA) and the Procurement 
Monitoring Bureau (PMB). Table 6 summarizes the key observations 
made on using ISMS at the aforementioned organizations. CFCA 
replaced the Splunk Security Information and Event Management 
(SIEM) system with ISMS, resulting in annual savings of 
approximately 50,000 EUR in licensing fees. These savings were 
primarily attributed to the elimination of Splunk license fees and 
reduced payments to external contractors responsible for configuring 
and monitoring Splunk events. Many third-party applications, such 
as a document management system at PMB, generate log files, which 
are separately analyzed in these applications. The log file analysis was 
integrated in ISMS, reducing fees paid to third-party application 
developers as well as to proprietary SIEM for handling additional 
data loads (Table 7).

The value of these features has been confirmed by Chief 
Information Officers at both organizations. ISMS was also presented 
to the Latvian information technology security community at the 

FIGURE 7

The average response time according to the mode of 
communication.

TABLE 5  User feedback.

Action Number of users

Total feedback provided 123

Feedback that the device was indeed infected 38
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CERT. LV seminar “Be Secure” in 2023 (CERT.LV, 2023), as well as 
during the IT security event “Cyber Commando” held in Riga, Latvia, 
in 2024.

4.3 Conclusion

The primary objective of this study was to develop a context-
dependent adaptive cybersecurity management system grounded in 
the capability-driven method and supported by appropriate technical 
solutions. The proposed system aims to enhance the cybersecurity 
environment by reducing the frequency of cybersecurity incidents and 
improving the speed of response to such events.

The literature review shows that analysis of data from various 
sources is required for comprehensive monitoring and prevention of 
cybersecurity threats. The capability-driven approach allows formal 
specification of the usage of these data sources, and machine learning 
models are efficient in transforming raw data into actionable 
information for security management. The machine learning model 
can be updated and expanded if new data or features become available. 
That increases the flexibility of the cybersecurity management 
solution. The investigation has been primarily carried out at the RTU, 
though the implementation of the solution in two other organizations 
shows that the approach is applicable in different cases.

Various machine learning models are used for detecting 
security threats in different modules of ISMS. This article discusses 

TABLE 6  Gartner magic quadrant top leader comparison with the ISMs.

No. Functionality IBM Q Radar SPLUNK ISMS

1 Real-time (or near real-time) monitoring + + +

2 Intelligent threat detection + + +

3 User activity monitoring + + +

4 Installation options In the cloud or a specific facility In the cloud or software on client 

machines

In the cloud, on a standalone 

machine, or on a client machine

5 Using artificial intelligence to identify 

botnets

(APT detection) − +

6 Platform Private Private Open source-based

7 Adding organization-specific modules − − (possibility to configure received 

audit trails)

+

9 Automated involvement of the user 

responsible for the resource in the event of 

a threat

− (informing the person responsible 

for security)

− (informing the person responsible 

for security)

+ (SMS/e-mail/user portal)

10 Automated assistance to the resource 

responsible for resolving a security 

incident

− − + (SMS/e-mail/user portal)

11 Applying artificial intelligence for the 

analysis of aggregated network data

− − +

12 Incident management Through the person responsible for IS 

security

Through the person responsible for IS 

security

Automated, involving the end 

user

13 Installation of additional modules Requires involvement of developer 

programmers, slow

Requires involvement of developer 

programmers, slow

Additional modules can 

be quickly programmed in any 

programming language

TABLE 7  ISMS features used at CFCA and PMB.

Features CFCA PMB

Cost Reduction of licensing fees Parallel usage of ISMS and proprietary solutions

Data sources The same set of data sources is used as for RTU Additional data sources such as logs from external enterprise systems 

are added without increasing the licensing fee

Organization specific 

modules

Network traffic data analysis module for internal audit to monitor 

compliance

A module for analyzing log files of the third-party applications using 

the ISMS services

Automated 

involvement of users

Institution specific communication channels are integrated for 

distributing notifications

Instructions are sent out to users, and the users are nudged to resolve 

security concerns according to the instruction while system 

administrators are involved in specific cases

Incident management Notification types and notification triggers are tailored to the 

organization’s needs

Notification types and notification triggers are tailored to the 

organization’s needs
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the DGA detection model, while our previous work (Minkevics 
et al., 2023) discussed the usage of the NetFlow data analysis for the 
detection of malicious activities. It should be noted that some of the 
machine learning models can be transferred from one organization 
to another (e.g., the DGA detection model), while others (e.g., the 
NetFlow analysis model) should be  trained specifically for 
the organization.

The study argues for using open-source technologies for 
incremental development of cybersecurity solutions. These 
technologies, combined with advanced big data processing and 
machine learning methods, allow the alignment of the cybersecurity 
management solution with the needs of the organization.

The main limitation of the study is that the comprehensive 
evaluation of the approach has been performed at a single 
organization, and machine learning models have been developed 
using training data from this single organization. However, the 
platform has been successfully implemented at two other 
organizations, and performance data are currently being accumulated 
to evaluate machine learning capabilities.
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