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Modeling the dynamics of
misinformation spread: a
multi-scenario analysis
Incorporating user awareness
and generative Al impact

Kurunandan Jain* and Krishnashree Achuthan

Center for Cyber Security Systems and Networks, Amrita Vishwa Vidyapeetham, Amritapuri-Campus,
Kollam, Kerala, India

The proliferation of misinformation on social media threatens public trust,
public health, and democratic processes. We propose three models that
analyze fake news propagation and evaluate intervention strategies. Grounded in
epidemiological dynamics, the models include: (1) a baseline Awareness Spread
Model (ASM), (2) an Extended Model with fact-checking (EM), and (3) a Generative
Al-Influenced Spread model (GIFS). Each incorporates user behavior, platform-
specific dynamics, and cognitive biases such as confirmation bias and emotional
contagion. We simulate six distinct scenarios: (1) Accurate Content Environment,
(2) Peer Network Dynamics, (3) Emotional Engagement, (4) Belief Alignment, (5)
Source Trust, and (6) Platform Intervention. All models converge to a single,
stable equilibrium. Sensitivity analysis across key parameters confirms model
robustness and generalizability. In the ASM, forwarding rates were lowest in
scenarios 1, 4, and 6 (1.47%, 3.41%, 2.95%) and significantly higher in 2, 3, and
5(19.67%, 56.52%, 29.47%). The EM showed that fact-checking reduced spread
to as low as 0.73%, with scenario-based variation from 1.16 to 17.47%. The GIFS
model revealed that generative Al amplified spread by 5.7%—-37.8%, depending
on context. ASM highlights the importance of awareness; EM demonstrates the
effectiveness of fact-checking mechanisms; GIFS underscores the amplifying
impact of generative Al tools. Early intervention, coupled with targeted platform
moderation (scenarios 1, 4, 6), consistently yields the lowest misinformation
spread, while emotionally resonant content (scenario 3) consistently drives the
highest propagation.

KEYWORDS

misinformation, differential equations, stability analysis, math modeling, linear stability
analysis, numerical simulation

1 Introduction

The rapid growth of social media has fundamentally reshaped how information is
shared, allowing billions of users to exchange content instantaneously. However, this ease
of sharing has also made it easier for misinformation, disinformation, and fake news to
spread rapidly, causing significant societal challenges (Clayton et al., 2020). The unchecked
spread of misinformation can undermine trust in public institutions, manipulate electoral
outcomes, and create public hysteria, underscoring the pressing need for effective models
to understand and control the dissemination of false information (Lazer et al., 2018).
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Research suggests that false news is about 70% more likely to
be shared than true news and spreads faster across social platforms
(Vosoughi et al., 2018). Such misinformation can degrade trust in
public institutions, influence election results, and incite widespread
panic, emphasizing the urgent need for effective methods to
comprehend and limit its spread (Pennycook et al., 2020).
Misinformation has affected not only political scenarios but also
public health. During the COVID-19 pandemic, misinformation
regarding vaccines and the virus itself led to widespread confusion
and hesitancy across various communities (Islam et al., 2020). The
World Health Organization (WHO) called this phenomenon an
“infodemic,” where excessive, often conflicting information made
it difficult for people to identify accurate guidance. This clearly
demonstrates the importance of proactive steps to mitigate the
spread of fake information on social media (Walter et al., 2019).

Adding to this challenge, the rise of generative AI (Gen
AI) technologies has introduced a new dimension to the
misinformation landscape. Generative AI models, such as large
language models and neural networks, are increasingly capable
of producing highly realistic text, images, and videos that can be
indistinguishable from authentic content. Recent research suggests
that AI-generated content is becoming ubiquitous, with predictions
indicating a substantial increase in its use across domains, including
misinformation dissemination (Alkaissi and McFarlane, 2023;
Raman et al., 2024). This trend raises concerns not only about the
spread of misinformation but also about the feedback loop that
could occur if generative Al systems train on datasets polluted
by misinformation. This cyclical issue has been highlighted in
studies exploring the risks of embedding inaccuracies into Al
models through biased data (Cotton et al., 2023). Such challenges
underscore the pressing need for models to account for these novel
dynamics in the spread of misinformation.

10.3389/fcomp.2025.1570085

Differential equations have proven to be powerful tools
for studying the dynamics of information spread, drawing
with
the transmission of infectious diseases (Bettencourt et al,

parallels epidemiological models used to describe
2006). In this context, each state variable represents a subset
of the wuser population at different stages of interaction
with misinformation—such as susceptibility, exposure, and
active forwarding. This allows for

approach a granular

understanding of how misinformation propagates and
identifies points where intervention might alter the trajectory
of its spread.

In order to comprehend how fake news propagates on social
media platforms, our study looks at six different scenarios (Figure 1
highlights these scenarios):

1) Scenario 1: News aligns with accurate content and provides
minimal opportunity for disinformation. A steady information
environment emerges as users are less likely to interact with or
share credible content.

2) Scenario 2: Close-knit networks encourage the sharing
of misinformation. In this scenario, inaccurate or deceptive
information is quickly transmitted due to the dynamics of peer
networks, amplifying its reach (Friggeri et al., 2014).

3) Scenario 3: News aligns with audience needs and context,
evoking strong emotions like fear, joy, or outrage. False information
that stirs up such feelings or touches on contentious issues tends
to propagate more quickly, as users are more likely to engage and
share it (Brady et al., 2017).

4) Scenario 4: Users amplify only the news that aligns with
their beliefs, but repeated exposure to the same content can lead
to desensitization. Over time, this saturation reduces the likelihood
of further sharing, thereby slowing the spread of misinformation

(Pennycook et al., 2018).
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This figure summarizes the six distinct scenarios explored in the models, representing real-world conditions of misinformation spread. Each scenario
varies key factors such as infection rate, emotional content, user susceptibility, platform intervention, and confirmation bias. Examples include
low-virality factual content (scenario 1), emotionally charged viral misinformation (scenario 3), and platform-moderated environments (scenario 6).
These scenarios provide a comparative framework for analyzing user dynamics and intervention effects.
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5) Scenario 5: Trust in the source of the message plays a
significant role in the spread of misinformation. Users may widely
share misleading content that appears genuine before its credibility
is refuted (Stewart, 2021).

6) Scenario 6: Social media companies use early intervention
techniques like removing or flagging inaccurate content. By taking
these steps, misinformation can be considerably less likely to
propagate, and a more stable information environment can be
fostered (Wang et al., 2021).

Each scenario is characterized by corresponding probabilities
that influence user behavior and engagement with the content.
For example, emotionally charged or highly credible but false
information tends to spread more aggressively, while early
moderation efforts can reduce transmission rates and lead to
stability (Pennycook and Rand, 2019).

With this in mind, this paper presents three models to
understand the spread of misinformation. The first model, ASM,
examines news circulation on a single platform by categorizing
users into five groups, capturing diverse behavioral responses to
false information (Shao et al., 2017).

The second model, EM, builds on this by adding fact-
checkers, reflecting social media initiatives to verify information
through community-driven or third-party methods (Pennycook
and Rand, 2019). Fact-checking has been shown to effectively
mitigate misinformation spread (Zollo et al., 2017). Additionally,
the EM incorporates confirmation bias and considers interactions
across two social media platforms.

In the third model, referred to as GIFS, the ASM framework
is extended by introducing a new variable M(t) that captures
the activity level of a generative AI system generating
misinformation. This Al activity evolves dynamically based on user
behavior—specifically, the number of users currently forwarding
misinformation (F and A;)—thereby forming a feedback loop
where user engagement influences the ATl's adaptation rate. The
Al in turn, affects the rates of transition from susceptible (S)
to exposed (E) users, and from exposed to forwarding (F) users,
modulated through parameters «; and o (#).

This work holds practical implications for platform developers
and policymakers. Understanding how different scenarios affect the
spread of misinformation can guide the implementation of more
responsive moderation tools, the timing of fact-checking alerts, and
user education efforts (Lewandowsky et al., 2017; Tambuscio et al.,
2015). By focusing on scenario-based modeling, this study bridges
the gap between general models of information dissemination and
real-world complexity, providing a versatile framework that can be
adapted as new data and user behavior patterns emerge.

In addressing the challenges of misinformation, researchers
have identified key obstacles, including the rapid evolution of false
narratives, the difficulty in measuring the impact of interventions,
and the need for interdisciplinary approaches to develop effective
solutions. One promising strategy is the concept of “inoculation,”
where individuals are preemptively exposed to weakened forms
of misinformation, enabling them to build cognitive resistance
against false information (Linden et al, 2017). This proactive
approach has shown potential in enhancing public resilience
to misinformation, complementing reactive measures like fact-
checking (Lewandowsky et al., 2012).
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By incorporating these insights into our modeling approach, we
aim to provide a comprehensive framework that not only analyzes
the spread of misinformation but also evaluates the effectiveness of
various intervention strategies. This holistic perspective is essential
for developing robust solutions to the multifaceted problem of
misinformation in the digital age.

The structure of this paper is as follows: Section 2 summarizes
the related works, Section 3 presents the model formulation,
Section 4 focuses on the results and discussion, Section 5 conducts
a sensitivity analysis, Section 6 discusses the implications of the
results, Section 7 outlines the limitations and future work, and
finally, Section 8 concludes the paper.

2 Related works

Given the intrinsic characteristics of misinformation
dissemination, many studies have drawn parallels between
the propagation of misinformation and infectious diseases, leading
to the adoption of epidemiological models for analysis. These
models provide symbolic representations of the key parameters
influencing the evolution of phenomena, such as diseases or, in this
case, misinformation.

Epidemiological models can be broadly classified into
two categories: deterministic (or compartmental) models and
stochastic models. Deterministic models, originally developed
to study specific diseases like measles and tuberculosis, divide
populations into compartments representing distinct epidemic
stages. Transitions between these compartments are governed
by deterministic rules and expressed as derivatives, typically
formulated using differential equations. In the context of
misinformation, deterministic models allow researchers to track
the spread of misinformation through predefined stages such as
susceptibility, exposure, and propagation, providing a structured
framework for analysis (Breda et al., 2012).

Stochastic models, on the other hand, account for random
variations and uncertainties in the diffusion process. These models
estimate probabilities of state transitions, dynamically managing
the variability of input data to offer a more nuanced representation
of real-world phenomena (Britton, 2010). The opportunity to
estimate probability distributions of outcomes makes stochastic
models especially useful for capturing the unpredictable nature of
user behavior in misinformation spread, such as sudden surges in
sharing due to emotionally charged or controversial content.

Building on these foundational principles, recent studies have
adapted classical epidemiological models to misinformation. For
instance, Deters et al. (2019) employed the Susceptible-Infected-
Recovered (SIR) framework to analyze how rumors circulate within
communities, focusing on the interactions among susceptible
individuals, those infected by misinformation, and those who
recover by recognizing misinformation as false.

Mathematical frameworks based on epidemiological principles
have been widely used to model the dissemination of ideas
and information. One approach adapts the classic SIR model
to represent individuals as susceptible (unaware of the idea),
infected (aware and sharing the idea), or recovered (no longer
spreading the idea), incorporating parameters such as transmission
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and recovery rates to quantify how ideas propagate through
populations (Bettencourt et al., 2006). The effectiveness of such
models in capturing real-world information dynamics has been
demonstrated, revealing key factors that influence the reach and
longevity of ideas in social networks.

Building on this foundation, extensions to traditional
epidemiological models have introduced additional complexity
to better represent the nuances of information spread. One
such refinement incorporates a “hesitated” state, representing
individuals who are uncertain about the veracity of a rumor
and delay its dissemination (Zhu and Ma, 2019). Analysis of
this model highlights how network heterogeneity and dynamic
social connections shape rumor propagation, offering insights
into conditions under which misinformation either fades out or
becomes widespread.

Further modifications address the role of intermediate
decision-making states in online information diffusion. A proposed
model introduces a contacted state, capturing individuals who have
encountered the information but have not yet decided whether
to spread it (Xiong et al, 2012). This refinement accounts for
the delays in user engagement typical of digital communication
environments and provides a more realistic representation of how
content spreads across microblogging platforms.

Building on these foundations, recent works have further
expanded epidemiological approaches by introducing verification,
adaptive social intelligence, and machine learning-driven
interventions. For example, Maleki et al. (2021) proposed an
epidemiological framework to analyze misinformation spread
during the Black Lives Matter movement, demonstrating how
protest-driven narratives dynamically altered transmission rates.
(2022) provided a

comprehensive review of epidemic models applied to fake

In another study, Raponi et al
news propagation, identifying gaps in empirical validation and
calling for integrated models that combine network structure, user
psychology, and intervention strategies.

Govindankutty and Gopalan (2024) introduced a socially
intelligent epidemic model, incorporating adaptive behavioral
feedback loops where user awareness dynamically reduced
infection probabilities. Their findings suggest that decentralized
social intelligence mechanisms can suppress misinformation
without centralized moderation.

Similarly, Ojha et al. (2023) proposed an SEIVR (Susceptible,
Exposed, Infected, Verified, Recovered) model to analyze and
control the spread of fake information on online social networks.
This model emphasizes the importance of verification mechanisms
by introducing a verified state, where users authenticate content
before sharing it. The study derives the basic reproduction number
Ry to measure the potential spread of fake information and
employs Lyapunov functions to assess global stability. By focusing
on control strategies such as user verification and malicious user
removal, this work complements other epidemiological approaches
by prioritizing systemic stability and proactive interventions to
mitigate the propagation of misinformation.

Extending beyond classical epidemic models, Jiang et al.
(2025) proposed an epidemiology-informed neural network for
rumor detection. By embedding epidemic-inspired structural
and temporal features into a deep learning framework, their
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model achieved robust misinformation detection, outperforming
traditional classifiers, particularly under adversarial conditions.

Another approach seeks to mitigate misinformation impact
by incorporating mechanisms that influence the persistence of
rumors. By introducing a direct transition from uninformed
individuals to those who suppress the spread of misinformation,
one model effectively reduces the overall influence of a rumor
(Zhao et al,, 2012). Additionally, the inclusion of a hibernator
group—individuals who temporarily forget and later recall the
rumor—demonstrates how memory effects can prolong or suppress
misinformation dynamics. A summary of these related works is
presented in Table 1.

Despite the significant body of work modeling the spread of
misinformation using differential equations, none of the existing
models fully capture the nuanced mechanisms introduced in
our approach. While prior models, such as the Susceptible-
Infected-Recovered (SIR) framework and its variants, provide
useful abstractions, they typically rely on basic compartments
that overlook platform-specific dynamics, user psychology, and
adaptive interactions with external forces. Existing awareness-
based epidemic models incorporate user heterogeneity or
behavioral factors in limited ways but do not explicitly model the
decision divergence between users who stop forwarding vs. those
who persist despite warnings, nor do they simulate feedback effects
from external misinformation sources adapting in real-time.

Our modeling framework addresses key limitations in existing
misinformation models by incrementally introducing behavioral,
structural, and algorithmic dynamics. The ASM model extends
standard epidemiological formulations by distinguishing between
two types of user awareness: those who stop forwarding after
realizing misinformation has circulated widely (A;), and those who
continue forwarding despite this awareness (A.). This separation
enables the model to capture both stabilizing and destabilizing
effects of awareness—an aspect missing in prior models that
treat awareness as a single state. In addition, ASM incorporates
a reinfection mechanism, allowing previously aware users to re-
enter the susceptible pool, reflecting real-world behaviors such as
forgetting prior warnings or re-engaging with misinformation after
a period of disengagement.

Building on ASM, the EM model introduces platform-specific
transmission dynamics, psychological factors such as confirmation
bias, and an explicit fact-checking mechanism. Users in EM can
transition to a verified state following fact-check interventions.
By accounting for both structural heterogeneity across platforms
and behavioral amplification mechanisms, EM enables a more
detailed simulation of how misinformation spreads and how
countermeasures perform under varied conditions. These features
are typically absent in prior models that assume homogeneous
network structures and do not explicitly model user verification.

The GIFS model
misinformation generator that responds dynamically to user

introduces an external, adaptive
forwarding behavior. Represented by a new variable M(t), the
generative Al system increases or decreases its misinformation
output based on the current number of forwarding users (F and
A,), forming a feedback loop between platform engagement and Al
activity. This co-evolutionary mechanism captures the emergent

risk posed by generative Al systems that learn from user data—an
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TABLE 1 Summary of related works on misinformation models with drawbacks.

References

Breda et al. (2012)

Model/focus

Deterministic models using differential
equations to track predefined stages of
misinformation spread.

Key contributions

Structured framework for analyzing
misinformation through deterministic
compartmental transitions.

10.3389/fcomp.2025.1570085

Drawbacks

Assumes deterministic transitions, which
may not capture the stochastic nature of
real-world misinformation spread.

Britton (2010)

Stochastic models accounting for random
variations, providing nuanced
representations of real-world misinformation
spread.

Captures unpredictable user behavior and
surges in misinformation spread with
probability distributions.

Lacks granularity in capturing individual
behaviors or network heterogeneity.

Deters et al. (2019)

SIR framework analyzing rumor circulation
within communities, focusing on interactions
between susceptible, infected, and recovered
individuals.

Highlights interactions and recovery
dynamics for understanding rumor spread
within communities.

Limited to basic SIR dynamics without
addressing complexities like emotional or
multimedia influences.

Bettencourt et al.
(2006)

SIR model for idea dissemination,
introducing transmission and recovery rates,
and applying to real-world data to predict
idea longevity.

Provides insights into factors influencing
reach and longevity of idea dissemination
using epidemiological principles.

Focuses on idea dissemination but does not
address misinformation-specific dynamics or
user biases.

Zhu and Ma (2019)

SHIR model incorporating “hesitated” state
to study rumor dynamics in heterogeneous
networks, analyzing stability and propagation
impact.

Explores stability and impact of network
heterogeneity on rumor propagation with a
hesitated state.

Complexity of incorporating hesitated states
and network heterogeneity can limit practical
applications.

Xiong et al. (2012)

SCIR model for online microblogs, adding
“Contacted” and “Refractory” states to
analyze information propagation.

Characterizes propagation on online
microblogs with novel state definitions,
improving understanding of spread
dynamics.

SCIR model may oversimplify user states and
ignores emotional or contextual influences
on information spread.

Maleki et al. (2021)

SEIZ (Susceptible, Exposed, Infected,
Skeptics) model for misinformation on
Twitter.

First SEIZ use for specific misinformation;
includes skeptics and delay factors.

Assumes static network structure; no account
for user interconnectivity or temporal
network dynamics. Does not address
multiple misinformation types or platforms.

Raponi et al. (2022)

Review of epidemic and non-epidemic
models for fake news.

Comprehensive synthesis of models,
transitions, and datasets.

No implementation or simulation-based
insights provided. Lacks benchmarking
metrics or ranking models by accuracy or
suitability.

Govindankutty and
Gopalan (2024)

SEDPNR epidemic model (social intelligence,
sentiment, restraint).

Introduces emotion-based compartments.
Integrates social/emotional intelligence in
spread dynamics.

No multi-platform-specific validation
performed. Assumes homogeneity; lacks
fine-grained network interaction modeling.
Some parameters based on assumed values,
not calibrated across real datasets.

Ojha et al. (2023)

SEIVR model emphasizing user verification
and malicious user control for fake
information mitigation.

Introduces a verified state, derives R for
spread assessment, and employs Lyapunov
functions for global stability.

Focuses on systemic stability but does not
incorporate behavioral dynamics such as
emotional or multimedia content.

Jiang et al. (2025)

Epidemiology-informed Network (EIN).

Integrates eUSD model with GNN for rumor
detection robustness. Enhances early and late
detection across varying tree depths. Uses
LLMs to pseudo-label stance and inform state
transitions.

Relies on LLM-generated stance labels; may
introduce noise. No real-time stance
generation during inference. Environmental
factor simplified; fixed scaling used.

Zhao et al. (2012)

SIHR model introducing “Hibernators” and
direct ignorants-to-stiflers link, mitigating
rumor influence and advancing terminal
time.

Reduces rumor influence through memory
mechanisms and dynamic
ignorants-to-stiflers transitions.

SIHR model assumes static mechanisms for
hibernators and stiflers, potentially missing
real-time behavior changes.

adversarial dynamic not addressed in classical or behaviorally
extended misinformation models.

Together, ASM, EM, and GIFS form a unified modeling
framework that incorporates user behavior, platform-specific
effects, and generative AI feedback. To our knowledge, no prior
model simultaneously integrates awareness bifurcation, platform
heterogeneity, fact-checking interventions, and an adaptive
Al-driven misinformation process within an epidemiological
framework. This structure allows for multiscale analysis
and provides a more realistic and flexible tool for evaluating

interventions at the user, platform, and algorithmic levels.

Frontiersin Computer Science

3 Model formulation

In this section, we focus on developing a new propagation
model for fake news dissemination that incorporates the impact of
user awareness and platform-specific behaviors. We describe three
models, with the total user population set as N in each model.

The ASM focuses on the spread of misinformation within a
single social media platform, assuming users can be divided into
five distinct categories: (1) susceptible users, who are potential
targets for receiving misinformation, (2) exposed users, who have
encountered the misinformation but haven’t shared it yet, (3)
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forwarding users, who actively spread the misinformation without
having seen the “forwarded many times” label, (4) aware users
who stop forwarding after seeing this warning, and (5) aware users
who continue to forward despite the warning. This classification
allows us to capture how different user responses affect the spread
dynamics within a controlled environment where only basic user
awareness mechanisms are in place.

The EM extends this framework by adding a sixth category of
users: fact-checking users who assess the credibility of the news
before sharing and refrain from forwarding if it is identified as
fake. This additional category enables the model to account for
more complex behaviors influenced by platform-specific features,
psychological factors, and individual verification efforts, offering a
richer view of how misinformation dissemination may vary across
different social contexts and user tendencies. The inclusion of fact-
checking users simulates the impact of targeted interventions and
adds realism by incorporating behaviors seen on platforms with
built-in misinformation checks. Furthermore, additional factors are
added to the EM that affects network dynamics: confirmation bias
and parameters for the second social media. These factors make the
EM more realistic in terms of the spread of the misinformation.

The GIFS model extends the ASM framework by incorporating
the influence of generative AI systems on the spread of
misinformation. A new dynamic variable, M(¢), is introduced
to represent the activity of the AI, which evolves based
on user behavior—specifically, the number of users actively
forwarding misinformation (F and A.). Unlike static models
where misinformation originates from a fixed source, the GIFS
model introduces an adaptive feedback mechanism, where the
AT system increases or decreases its misinformation-generating
activity in response to user engagement. This reflects real-world
generative systems that are continuously fine-tuned based on user
data and platform interactions. The AI activity, in turn, affects
two critical transitions in the system: from susceptible users (S)
to exposed users (E), and from exposed users to forwarding
users (F), modulated by time-dependent influence coefficients. By
incorporating this co-evolving relationship, the GIFS model allows
us to study the impact of adversarial, AI-generated misinformation
that adapts to user behavior over time—capturing a crucial threat
vector absent in traditional and fact-checking-based models.

The study investigates how the number of users in each
category changes over time across various scenarios. Systems of
differential equations were formulated for the models, allowing
us to explore the dynamics under six scenarios. These scenarios
represent different contexts in which misinformation might
spread, providing insight into how emotional resonance, platform
interventions, and message credibility impact user behavior. To
facilitate this analysis, we make several simplifying assumptions
across the models. The total population size (N) is assumed to be
constant and closed, with no user entry or exit. User interactions are
modeled using deterministic or time-dependent parameters, and
stochastic fluctuations in behavior are not explicitly considered.
We also assume homogeneous mixing, meaning all users within
a platform are equally likely to interact. Platform-specific features
are incorporated only in the EM and GIFS models. Furthermore,
the generative Al system in the GIFS model is assumed to respond
solely to user forwarding behavior, without modeling external
controls such as algorithmic moderation. These simplifications are
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intended to balance realism with analytical clarity, allowing for
meaningful comparisons across the three models.

To assess the dynamics, for each model and scenario we
explored whether the dynamics converge to a steady state where
the number of users in each group remains constant or shows
more complex behavior over time (e.g. oscillations in the number
of users in the groups). Fixed points of the systems were calculated
analytically, and a linear stability analysis was performed to
determine if small perturbations around these points would result
in the system returning to equilibrium or diverging. In addition,
numerical simulations were conducted for the models across all
six scenarios to visualize the temporal dynamics and validate
the analytical results. These simulations provide a clear view
of how misinformation might persist, or diminish offering a
comprehensive understanding of the factors influencing its spread
on social media. Furthermore, the numerical simulations serve as
a tool for understanding how the number of users in each category
evolves over time.

3.1 ASM model

The ASM assumes, that at a given time ¢ the set of users (N) in
a social platform consists of the following subsets:

e Susceptible users S(t): potential targets of the misinformation,
who can be exposed to misinformation and potentially
forward them;

e Exposed users E(t): users who are exposed to misinformation
at time ¢;

F(t): who are

misinformation, but have not received the message “forwarded

e Forwarding users users, forwarding
many times” yet;

o Ay(t): users who stopped forwarding either (1) because
they received the message “forwarded many times” or (2)
“naturally” (see the parameter § below);

o A.(t): users who received the message “forwarded many times”

and continued to forward the misinformation.
At any given point ¢, the total number of users is equal to N:
S() + E(t) + F(1) + As(t) + Ac(H) =N Vt. 1

The dynamics of the variables mentioned above is governed by
the following set of equations:

ds
PO — s + eao, @
dE

PO _ psiwro - o5, ©

dF
Ti‘t) = oE(t) — pyF(t) — 6F(t) — (1 — p)y F(¢), (4)
d[;st(t) = py F(t) + SF(t) + 5A.(t) — €Aq(t), )
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dA(t)
dt

= (1 = p)y F(t) — 5A:(). (6)

where

e [ is infection rate: the rate at which users see and forward the
misinformation;

e ¢ is reintroduction rate: users who might see the
misinformation again and get exposed after initially stopping;

e o is the rate at which exposed users become forwarders;

e p is the stop forwarding probability: the proportion of users
who stop forwarding when they receive the alert (reflecting
both a behavioral decision and platform-enforced forwarding

restrictions);

TABLE 2 Parameter values for ASM.

\ B o P 4 8 € \
Scenario 1 0.1 0.05 0.9 0.5 0.2 0.01
Scenario 2 0.5 0.3 0.5 0.6 0.1 0.05
Scenario 3 0.8 0.7 0.3 0.3 0.05 0.1
Scenario 4 0.2 0.15 0.7 0.4 0.3 0.02
Scenario 5 0.7 0.6 0.4 0.5 0.1 0.07
Scenario 6 0.3 0.2 0.8 0.8 0.4 0.03

10.3389/fcomp.2025.1570085

e y is forwarded message alert rate: the rate at which users
receive the forwarded message notification.

e § is recovery rate: the rate at which users stop forwarding the
misinformation naturally.

The parameters used for the ASM model across the six
scenarios are presented in Table 2, with their empirical justification
and supporting literature summarized in Table 3. Additionally, the
model’s transition dynamics are illustrated in Figure 2.

To parameterize the ASM model, we selected values for B,
o, p, ¥, 8, and € based on empirical findings from prior studies
on misinformation diffusion and user behavior in social media
environments. Scenario 1 serves as the baseline case, representing
a setting where factual content spreads slowly, users are cautious
in verifying information, and platform interventions are moderate.
Specifically, we set the infection rate § = 0.1 in accordance
with Vosoughi et al. (2018), who showed that true information
spreads significantly more slowly than falsehoods. The exposure-to-
forwarding rate o = 0.05 captures hesitancy in sharing unverified
content, consistent with the implied truth effect described by
Pennycook et al. (2020). A high stop-forwarding probability
p =

(2016), indicating that exposure to fact-checks and corrective cues

0.9 was selected based on findings from Del Vicario et al.

significantly reduces propagation. The alert rate y = 0.5 represents
a moderate level of platform-generated warnings, in line with

policy analyses by Syed (2017). The natural recovery rate § =

TABLE 3 Justification and supporting literature for parameter values in ASM model scenarios.

Scenario 4

Scenario 5

Scenario 6

Scenario 1 Scenario 2 Scenario 3
Factual content spreads Homophilic networks Emotional content
slower (8 = 0.1) amplify spread 5 times spreads 8 times faster

(Vosoughi et al., 2018).

from baseline
(B=01x5=05)
(Friggeri et al., 2014).

than factual
(B=01x8=08)
(Brady et al., 2017).

Confirmation bias
doubles spread to
like-minded users
(B=0.1x2=02)
(Pennycook et al., 2018).

Trusted sources increase
sharing 7 times baseline
(B=0.1x7=07)
(Stewart, 2021).

Proactive moderation
reduces exposure to 30%
baseline
(B=0.1x3=03)
(Wang et al., 2021).

Users verify deliberately
(o = 0.05) (Pennycook
et al., 2020).

Peer pressure accelerates
sharing 6 times

(o = 0.05x 6 =0.3)
(Bakshy et al., 2015).

Emotional arousal
reduces verification time
14 times

(0 =0.05%x 14 =10.7)

Skepticism increases
sharing 3 times from
baseline

(0 =0.05x 3 =0.15)

Trust accelerates
pre-debunking sharing
12 times

(0 = 0.05 x 12 = 0.6)

Warnings induce
hesitation, increasing
verification 4 times
(0 =0.05x4=02)

(Chen et al., 2015). (Zollo et al., 2017). (Vosoughi et al., 2018). (Pennycook and Rand,
2019).
High stopping likelihood | Social trust reduces Emotion overrides Desensitization reduces Corrections lag behind Immediate flagging
(p = 0.9) (Del Vicario stopping by 44% warnings, reducing stopping by 22% trust, reducing stopping deters sharing by 89%

(y = 0.5) (Syed, 2017).

raises alerts by 20%
(y = 0.5 x 1.2 = 0.6)
(Zhu and Ma, 2019).

moderation, reducing
alerts by 40%

(y =05 x 0.6 =0.3)
(Lewandowsky et al.,
2017).

content 20% less
(y = 0.5 x 0.8 = 0.4)
(Zhu and Ma, 2019)

maintains baseline

(y =05 x 1.0 = 0.5)
(Lewandowsky et al.,
2017).

etal, 2016). (p =09 x 0.56 ~ 0.5) stopping by 67% (p=09x078~07) by 56% (p =09 x 0.89 ~ 0.8)
(Lazer et al., 2018). (p=09x%x033~03) (Lewandowsky et al., (p=109x044~04) (Wang et al., 2021).
(Tambuscio et al., 2015). 2012). (Walter et al., 2019).
Moderate flagging Increased moderation Viral content evades Platforms flag repetitive Delayed flagging Prioritized early

detection increases alerts
by 60%

(y = 0.5 x 1.6 = 0.8)
(Wang et al., 2021).

Users self-correct
(6 =0.2) (Zollo et al.,
2017).

Peer pressure sustains
belief, halving recovery
(6=02x0.5=0.1)
(Lazer et al., 2018).

Emotional attachment
reduces recovery by 75%
(6 =0.2 x 0.25 = 0.05)
(Chen et al., 2015).

Desensitization increases
recovery by 50%
(6=02x15=0.3)
(Zhao et al., 2012).

Cognitive dissonance
halves recovery (§ = 0.1)
(Walter et al., 2019).

Labels trigger
disengagement, doubling
recovery
(6=02x2=04)
(Zhao et al., 2012).

Low relapse (¢ = 0.01)
(Lewandowsky et al.,
2012).

Echo chambers increase
exposure 5 times

(€ = 0.01 x 5 =0.05)
(Lazer et al., 2018).

Algorithms boost
emotional content 10 x
(€ = 0.01 x 10 = 0.1)
(Chen et al., 2015).

Saturation reduces
recidivism by 50%

(€ = 0.01 x 2 = 0.02)
(Lewandowsky et al.,
2012).

Tllusory truth increases
relapse 7 times

(€ =0.01 x 7 = 0.07)
(Stewart, 2021).

Algorithmic suppression
reduces relapse 3 times
(€ = 0.01 x 3 = 0.03)
(Chen et al., 2015).
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0.2 reflects gradual user self-correction over time, as discussed
by Alkaissi and McFarlane (2023). Lastly, the reintroduction rate
€ = 0.01 models a low likelihood of relapse into misinformation,
supported by findings on recirculation dynamics in moderated
settings (Pennycook and Rand, 2019).

For Scenarios 2 through 6, parameter values were derived
by scaling the baseline values from Scenario 1 using empirically
grounded multipliers obtained from the literature. These variations
capture key contextual factors, including amplification through
homophilic networks (Friggeri et al., 2014), emotional salience
(Brady etal., 2017), confirmation bias (Pennycook et al., 2018), trust
in sources (Stewart, 2021), and content moderation interventions
(Wang et al., 2021).

3.2 Extended model: impact of fact
checking

The primary distinction between the ASM and EM lies
in the additional complexities introduced in the EM to more
accurately reflect real-world social media dynamics. The ASM
provides a basic framework for misinformation propagation
but does not account for several critical factors. It assumes
a single social platform environment, ignoring variations in
user behavior across different platforms that may influence the
spread. Additionally, the ASM does not consider how users’
beliefs and emotional responses affect the infection rate; it
treats all users as equally likely to forward misinformation,
regardless of their personal inclinations or the emotional appeal
of the content. Finally, the ASM lacks a mechanism for users
who actively fact-check information before sharing, which is
a common behavior on platforms with robust misinformation
controls. In contrast, the EM incorporates these elements,
making it more robust and reflective of the varied factors
that can influence misinformation dissemination in a diverse
online environment.

For these reasons, first, a new variable is introduced: C(t) -
fact-checked users who no longer spread misinformation:

% = —(B1 + 2 + Bp)S(DE(D) + €AL(t) + ecC(t),  (7)
? = (B + P2 + Bp)S(OF(t) — GE(1), ®)

% = GE(t) — pyF(t) — 8F(t) — (1 — p)ySF(t) — OF(D), (9)
P pyF 0 + 570 + 540 — A, (10)

d“t;t(t) — (1= p)yF(t) — 8A(D), (11)

% = OF(t) — ecC(t). (12)

where the new variables:
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FIGURE 2

Transition diagram for the ASM model (Equations 2-6), showing
transitions between five user states: susceptible (S), exposed (E),
forwarding (F), aware-stopped (As), and aware-continuing (Ac).
Arrows represent transition rates governed by parameters such as
infection rate (B), exposure rate (o), stop-forwarding probability (p),
alert rate (y), recovery rate (8), and reintroduction rate (e).

e B and B,: infection rate in different platforms (it is assumed,
that only the infection rate differs between the platforms);

e f, - infection rate due to confirmation bias: users are more
likely to forward misinformation if it aligns with their existing
beliefs or emotions;

e 0 - fact-checking rate: the rate at which users are fact-checked
and stop forwarding;

e ¢c - the reintroduction of fact-checked users: describes how
fact-checked users might become susceptible again.

The values for the parameters for the six scenarios in the
Extended Model (EM) are presented in Table 4, with their empirical
justification and supporting literature summarized in Table 5. The
transition dynamics for the EM model are illustrated in Figure 3.

To parameterize the EM model, we selected values for g;, 2,
Bp> €cs and 0 based on empirical findings from prior research on
misinformation diffusion, user behavior across multiple platforms,
and platform-specific interventions. Scenario 1 serves as the
baseline case, representing an environment where factual content
spreads slowly across both platforms, users exhibit cautious
verification behavior, and platform interventions are moderate. The
infection rates were set at §; = 0.05 and B, = 0.02, reflecting
differences in platform characteristics: §; captures a platform
with more open network structures (e.g., Twitter-like platforms
with broader sharing), while S, reflects a more moderated or
closed platform (e.g., WhatsApp-like networks with peer-group
sharing), resulting in a lower spread rate for misinformation on the
latter. This platform-specific heterogeneity in diffusion aligns with
observations by Vosoughi et al. (2018) and Syed (2017).

We set the confirmation bias amplification parameter at
Bp = 0.01 to reflect minimal reinforcement of belief-congruent
information in a factual content-dominated setting, consistent with
findings by Pennycook et al. (2018). The reintroduction rate for
fact-checked users was set at ¢, = 0.005, modeling a very low
probability of misinformation resurfacing among corrected users,
supported by Pennycook and Rand (2019). The fact-checking rate
0 = 0.1 represents a baseline level of fact-checking engagement,
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TABLE 4 Parameter values for EM.

10.3389/fcomp.2025.1570085

| pr 52 o o p y 5 ¢ 2 0|
Scenario 1 0.05 0.02 0.01 0.05 0.9 0.5 0.2 0.01 0.005 0.1
Scenario 2 0.4 0.3 0.2 0.3 0.5 0.6 0.1 0.05 0.01 0.3
Scenario 3 0.7 0.5 0.6 0.7 0.3 0.3 0.05 0.1 0.02 0.4
Scenario 4 0.1 0.05 0.02 0.15 0.7 0.4 0.3 0.02 0.01 0.15
Scenario 5 0.6 0.5 0.4 0.6 0.4 0.5 0.1 0.07 0.02 0.35
Scenario 6 0.15 0.1 0.05 0.2 0.8 0.8 0.4 0.03 0.005 0.7

TABLE 5 Empirical justification and supporting literature for parameter values in EM model scenarios.

Scenario 1

Scenario 2

Scenario 3

Scenario 4

Scenario 5

Scenario 6

Infection rates set at

B1 = 0.05, B> = 0.02 to
reflect slow factual
spread across platforms
(Vosoughi et al., 2018;
Syed, 2017).

Infection rates increased
tofr = 0.4, B, = 0.3 (8
times, 6 times) modeling
homophilic and
algorithmic
amplification (Friggeri
etal,, 2014; Bakshy et al.,
2015).

Infection rates increased
to fi = 0.7, B, = 0.5 (14
times, 10 times)
reflecting viral emotional
content spread (Brady

et al., 2017; Bakshy et al.,
2015).

Infection rates increased
to 1 = 0.1, B, = 0.05 (2
times, 2.5 times)
reflecting mild
amplification (Friggeri
etal., 2014; Syed, 2017).

Infection rates increased
to f1 = 0.6, B, = 0.5 (12
times, 10 times)
modeling trust-amplified
sharing in
semi-polarized spaces
(Stewart, 2021; Bakshy
etal., 2015).

Infection rates increased
to B =0.15, B, = 0.1 (3
times, 5 times) modeling
moderated spread under
stricter interventions
(Syed, 2017; Wang et al.,
2021).

Confirmation bias low
(By = 0.01) in factual
baseline (Pennycook

Confirmation bias
increased 20 times
(By = 0.2) under

Confirmation bias
increased 60 times
(By = 0.6) reflecting

Confirmation bias
maintained high
(B, = 0.6) indicating

Confirmation bias
increased 40 times
(By = 0.4) reflecting

Confirmation bias
increased 5 times
(B = 0.05) representing

(€. = 0.005) due to
effective correction
(Pennycook and Rand,
2019).

(e = 0.01) modeling
re-exposure in denser
networks (Chen et al.,
2015).

quadrupled (e, = 0.02)
modeling recommender
resurfacing (Chen et al.,
2015).

(ec = 0.01) reflecting
mild re-exposure (Chen
etal., 2015).

etal, 2018). polarized sharing strong echo chambers persistent bias mixed exposure with reduced bias under
(Pennycook et al., 2018). (Pennycook et al., 2018). (Pennycook et al., 2018). correction lag (Walter interventions
etal, 2019). (Pennycook and Rand,
2019).
Reintroduction low Reintroduction doubled Reintroduction Reintroduction doubled Reintroduction Reintroduction

quadrupled (¢, = 0.02)
reflecting resurfacing in
less-moderated networks
(Chen et al., 2015).

unchanged (¢, = 0.005)
maintaining correction
retention under
interventions
(Pennycook and Rand,
2019).

Fact-checking low

(0 = 0.1) representing
underuse (Walter et al.,
2019).

Fact-checking increased
3 times (6 = 0.3)
reflecting adoption of
fact-checking tools
(Pennycook and Rand,
2019).

Fact-checking increased
4 times (0 = 0.4)
reflecting proactive
responses (Pennycook
and Rand, 2019).

Fact-checking increased
1.5 times (6 = 0.15)
showing modest growth
(Pennycook and Rand,
2019).

Fact-checking increased
3.5 times (6 = 0.35)
reflecting greater
capacity under proactive
policies (Syed, 2017).

Fact-checking increased
7 times (6 = 0.7)
representing intensive
fact-checking in
intervention settings
(Wang et al., 2021).

reflecting underutilized fact-checking mechanisms typical of low-
moderation environments (Walter et al., 2019).

The parameters for the remaining scenarios were derived
by scaling the baseline values of Scenario 1 using empirically
informed multipliers from prior studies. Each adjustment reflects
differences in network structures, algorithmic amplification,
emotional content, user trust, and intervention strategies across
platforms. Specifically, higher values of B; and B, in Scenarios
2-6 represent increased diffusion due to homophilic clustering,
algorithmic recommendation, or emotionally salient content, with
empirical evidence showing that spread rates vary significantly
across platforms depending on moderation policies and network
openness (Friggeri et al.,, 2014; Bakshy et al., 2015; Brady et al,,
2017). The separation between f; and B, values in each scenario
captures this heterogeneity: for instance, platforms with stricter
content controls exhibit lower f,, while platforms with algorithmic
amplification or weaker moderation exhibit higher ;. Similarly,
increases in By, €, and 6 reflect environments with stronger
belief reinforcement, higher re-exposure risks, and more active
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fact-checking interventions, as documented in empirical studies
(Pennycook et al., 2018; Chen et al., 2015; Pennycook and Rand,
2019; Walter et al., 2019).

3.2.1 GIFS model

To investigate the influence of Gen Al on the spread of the
misinformation, the ASM (Equations 2-6) was extended and a new
variable M introduced to model the user-depended activity of the
Al The Gen Al is assumed not to have any information about the
total number of users, but the number of users who shared the
misinformation (F and A.). The temporal evolution of M is given

by:

ar_ TN (F(0) + Adr) — pM(2)),

i (13)

where T corresponds to the time constant affecting the rate of

change in the activity of Gen AL and p is the decay parameter. The
Gen Al is thought to affect the transition from susceptible (S) to
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exposed (E), and from exposed to forwarding (F) users. Thus, the
Equations 2-4 are rewritten as:

ds(t)

BO — pswF® + At —aMoso, Ay
O _ BSOF(®) — o)+ aaMOSO — calOMOED, (15
dF(t)

5 = OEO) = py () — 8F(t) — (1 — p)y F(t) + ca()M(D)E(E).

(16)
where «; is the infection rate mediated by the Gen AI between
susceptible and forwarding users. ay(t) is the time-dependent
coeflicient modeling the adaptation of the Gen Al and is governed
by the following function:

() =a(l —e ) (17)
where a corresponds to the maximal influence by the Gen AI and
k influences how fast the Gen Al learns. The expressions of rate of
change for F, A; and A, are the same as given by Equations 4-6.

The choice of an exponential saturation function for o;(t)
reflects a realistic modeling of how generative Al systems adapt
over time based on user behavior. Initially, when little user
engagement data is available, the AIs influence is negligible,
consistent with a3(0) = 0. As time progresses and the AI observes
more instances of misinformation being forwarded (i.., higher
values of F and A,), its influence increases, but at a decreasing
rate. This captures the natural learning curve of generative systems,
which typically exhibit rapid adaptation early on, followed by
saturation as they converge on optimal behavior. The parameter
k controls how quickly this adaptation occurs—larger values of k
represent faster learning, while smaller values yield more gradual
influence growth. The use of this function thus introduces a
dynamic, nonlinear feedback mechanism that mirrors the evolving
impact of Al-generated misinformation in response to user activity
on the platform.

The transition diagram of the GIFS model is similar to the one
of EM (Figure 3) with an additional term for transition from S to E
(a1 MS), and from E to F («, ME).

To investigate the effect of Gen Al unless otherwise noted, the
following parameters were set to be the same for all 6 scenarios:
10, p = 1, a1 = 0. The feedback delay t = 10 reflects
the non-instantaneous retraining cycles of generative Al systems

T =

in real-world deployment (Zellers et al., 2019). The decay rate
p = 1 assumes a balanced forgetting rate in AI models adapting
to new data streams (Chesney and Citron, 2019). We set ¢ = 0
to model the assumption that Gen AI does not directly increase
exposure among previously unexposed users, consistent with
visibility constraints and platform-level moderation (Marchal et al.,
2019). Finally, a and k capture the modest but measurable influence
of Al-generated misinformation on increasing forwarding behavior
(Liand Yang, 2024), and were treated as sweep parameters and were
varied within a predefined range during numerical simulations. For
the stability analysis a = 0.01 and k = 1 were used for each of the
6 scenarios. All other parameters were set to the same values as for
ASM model (see Table 2).
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OF
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FIGURE 3

Transition diagram for EM model (Equations 7-12), showing
transitions between six user states: susceptible (S), exposed (E),
forwarding (F), aware-stopped (As), aware-continuing (Ac), and
fact-checked users (C). Arrows represent transition rates including
platform-specific infection rates (81, 82), confirmation bias infection
rate (B,), fact-checking rate (9), and reintroduction of fact-checked
users (ec), alongside other parameters as in the ASM model.

4 Results and discussion

To confirm the stability of the fictitious news-spread, we
conducted numerical simulation experiments and local stability
analyses of the three models for all 6 scenarios. The results are
presented in this section.

4.1 Stability analysis

Stability analysis is a mathematical technique used to
determine whether a system will return to an equilibrium state
after small disturbances or whether it will diverge, leading to
potentially uncontrolled behavior (Bellman, 2008). In the context
of misinformation propagation, stability analysis allows us to assess
if the spread of misinformation will naturally die out over time or
if it will persist and amplify. By examining the equilibrium points
of the differential equations that represent our models, stability
analysis helps identify conditions under which the number of
users in each state (susceptible, exposed, forwarding, aware, and
fact-checking) remains constant or fluctuates within predictable
limits. This insight is critical for understanding whether the
misinformation will eventually fade or if it requires intervention to
prevent widespread dissemination.

The main mathematics of the stability analysis for the presented
models can be found in the Appendix 8. We are able to show that
the models have only one fixed point under the constraint given
by the Equation 1, and the fixed point is stable for the 6 scenarios
of interest.

4.1.1 ASM
Suppose (S§*, E*, F*, A¥, AY) is a fixed point of the Equations 2-

6. By definition, at the fixed point, the derivatives in Equations 2—
6. One can rearrange terms in the resulting equations to (1)
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TABLE 6 Analytical solutions for ASM fixed points across six scenarios,
rounded to four decimal places.

10.3389/fcomp.2025.1570085

TABLE 7 Eigenvalues for ASM across six scenarios, rounded to four
decimal places.

derive a single equation for F* in terms of total user population
N, the infection rate f8, the reintroduction rate ¢ the transition
rate from exposed to forwarding users, o the alert rate for
forwarded messages, y and the recovery rate §; (2) express all other
coordinates of the fixed point (§*, E*, A}, AY) in terms of F*:

S*=6+Ty (18)

E*:‘S;”’F* (19)

A?=5tyF* (20)

Af:%k‘* (1)

F*:(N—S-H/) 1 22)
P ) (e ey )

We are now ready to calculate the fixed points of the system.
Determining the fixed points allows us to identify the equilibrium
states, where the number of users in each category (e.g., susceptible,
exposed, forwarding, aware) remains constant over time. These
equilibrium points represent scenarios where misinformation
either ceases to spread, stabilizes at a persistent level, or continues
to propagate indefinitely.

Table 6 shows the analytically calculated fixed points for the 6
scenarios. The fixed point depends only on the chosen parameters,
provided. Notably, from Equations 18-21, E* and A} exhibit
similar dependencies on F*: both are directly proportional to F*
with a proportionality coefficient of §+y, representing the recovery
rate and the “forwarded many times” alert rate, respectively.
Conversely, E* and A} are inversely proportional to F*, with
coeflicients o (the exposure rate) and € (the reintroduction rate),
respectively. Additionally, the number of susceptible users at the
steady state depends solely on the chosen parameters.

To assess the stability of the fixed points in our model, we
analyze the system’s Jacobian matrix. This involves calculating the
eigenvalues of the Jacobian matrix to determine whether the fixed
points are stable or unstable. Stability is established if all eigenvalues
have negative real parts; conversely, if any eigenvalue has a positive
real part, the system is unstable at that fixed point.
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* * * * *
N E F A A7 A1 A A3 Ay As
Scenario 1 7 1,641.0792 117.2199 8,205.3959 29.305 Scenario 1 —11.7252 —0.6958 —0.1996 —0.0614 0
Scenario 2 1.4 1,147.3803 491.7344 6,884.282 1,475.2033 Scenario 2 —245.8681 —0.6762 —0.3404 —0.1325 0
Scenario 3 0.4375 543.4545 1,086.909 3,804.1814 4,565.0177 Scenario 3 —869.5275 —0.6465 —0.4401 —0.1132 0
Scenario 4 35 1,135.9659 243.4213 8,519.7443 97.3685 Scenario 4 —48.6864 —0.6931 —0.2922 —0.1825 0
Scenario 5 0.8571 736.7789 736.7789 6,315.2481 2,210.3368 Scenario 5 —0.1448 —0.6122— —0.6122+ —515.7459 0
0.1369i 0.1369i
Scenario 6 4 1,265.3165 210.8861 8,435.443 84.3544
Scenario 6 —63.2697 —1.1902 —0.3922 —0.2437 0

The detailed calculations of the Jacobian matrix are provided in

the Appendix 8. Here, we present the final result of that calculation:

C_BE() 0 —BS(t) € 0
BF(t) —o BS() 0 0
J=| 0 o —(B+y) 0 0 (23)
0 0 py+é —e §
0 0 (1-py 0 —&]

In order to find the eigenvalues, one must solve the
characteristic equation which is given by:

(29)

]*—M‘:O

where A is the eigenvalue and I is the identity matrix.

Here we let J* be the matrix, where $* and F* are substituted
into S(t) and F(t) respectively.

By substituting the parameter values provided in Table 2
and the analytically derived values for the fixed points, the
eigenvalues of the dynamical system were calculated as described
by Equation 24. While this process can sometimes be challenging,
in our case, the calculation was performed using the MATLAB
command “eig” (The MathWorks, Inc., 2024). It can be seen that
one of the 5 eigenvalues is 0. The other four eigenvalues exhibited
a complex structure and are not shown here. Instead, the values
for each eigenvalue were found individually for each scenario. The
results are displayed in Table 7.

The dynamical system was designed so that the total number
of users remains constant over time, which guarantees that one
eigenvalue equals 0. Mathematically, the rank of the matrix J is
4, meaning the number of non-zero eigenvalues cannot exceed
the rank. From the results in Table 7, we observe that all other
eigenvalues are negative, confirming that the fixed point for each
scenario is stable.

In the context of our model, we conclude that even if the system
experiences slight perturbations, it will naturally return to its fixed
point over time. The stability of the fixed points indicates that the
spread of misinformation will either stabilize at a persistent level
or diminish over time, depending on the scenario. Importantly,
this stability ensures that no uncontrolled growth, divergence, or
oscillations occur in user states.
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TABLE 8 Analytical solutions for EM fixed points across six scenarios, rounded to four decimal places.

s* E* F* A% A* C*
Scenario 1 10 1,490.3497 93.1469 6,520.2797 23.2867 1,862.9371
Scenario 2 1.1111 649.2785 194.7835 2,726.9697 584.3506 5,843.5065
Scenario 3 0.4167 359.8698 335.8785 1,175.5748 1,410.6898 6,717.5704
Scenario 4 5 992.4942 175.146 6,130.111 70.0584 2,627.1904
Scenario 5 0.6333 500.1564 315.8882 2,707.6134 947.6647 5,528.044
Scenario 6 6.3333 497.3276 52.3503 2,094.0108 20.9401 7,329.0379

Additionally, the stability of the system enables effective
interventions, such as increasing user awareness, implementing
fact-checking mechanisms, or enhancing moderation efforts.
These interventions can shift the system to a new equilibrium,
demonstrating that targeted measures can significantly alter the
dynamics of misinformation propagation and mitigate its impact.
The predictable behavior of the model around the fixed points
is crucial for understanding how user actions—such as refraining
from forwarding or engaging in fact-checking—affect the long-
term outcomes of misinformation dissemination.

In summary, the stability of all eigenvalues confirms that the
model represents a controllable system, where the dynamics of
misinformation can reach equilibrium. This provides a robust
framework for analyzing and designing effective intervention
strategies to address the spread of misinformation.

412 EM

. We would like to perform the same analysis above for the
EM and determine the stability of the system. The full details of
the calculation can be found in the Appendix 8. Following the
same logic we are able to show that, similar to the model one, the
model two has only one fixed point under the constraint given by
Equation 1. Therefore, we express S*, E*, A¥, A} and C* in terms
of F*, where the asterisk symbol (x) is used to denote for the fixed

point:
¢ — S+y+0 (25)
T BitB+ Bp
Ef = wp* (26)
o
8
AY = t Y 27)
1—
A= LZPY £ W (28)
0
Cc* = ;F* (29)

Just like in the ASM, using Equations 7-12 and the definition of
the fixed point, one can derive a single equation for F* in terms of
the total user population N, the infection rate j, the reintroduction
rate € the transition rate from exposed to forwarding users, o
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the alert rate for forwarded messages, y and the recovery rate §.
Additionally, B; and B, represent the infection rates on different
platforms, 8, denotes the infection rate due to confirmation bias, 6
is the fact-checking rate and €, accounts for the reintroduction of
fact-checked users.

This equation is given by:

F* — F:;um
= _F*

den

(30)

where

p:um =N — LM (31)
Br+ B2+ By

1— +6 +8406
( p)y+y LY

+1 (32)
1) € o

" 0
Fdenzg—i—

Using the parameters provided in Table 4 we can calculate the
fixed points for each of the variables, Table 8 shows the analytically
calculated fixed points for the 6 scenarios.

The Jacobian matrix for the EM is presented below (refer to the
Appendix 8 for full details):

[—(Bi+ B2+ B)F(t) 0 —(Bi+Ba+B)SH) € 0 &
Br+B+Bp)F(t) —o (Bi+Ba+B)SH) 0 0 0
0 o —8+y+0) 0 0 0
I= 0 0 py +48 —€ 5§ 0 (33)
0 0 1 -py 0 -8 0
L 0 0 0 0 0 —ec|

The eigenvalues for each of the six scenarios are shown in
Table 9. Similar to ASM, one of the eigenvalues is 0, as the rank of
the Jacobian matrix is 5. Since the real parts of all other eigenvalues
are negative, the fixed point is stable for every scenario analyzed.

4.1.3 GIFS

Appendix 8 provides analytical derivation for the expressions of
M*, §*, E*, F*, and A} in terms of A¥, where asterisk denotes fixed
point. Using the constraint in Equation 1 numerical values for A*
were calculated using the “sympy” python library.
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TABLE 9 Eigenvalues for EM across six scenarios, rounded to four decimal places.

A A A3 A4 As A6
Scenario 1 —7.4578 —0.7929 —0.1997 —0.0608 —0.0056 0
Scenario 2 —175.3069 —0.9876 —0.3267 —0.1249 —0.0191 0
Scenario 3 —0.0344 —0.107 —0.7389 — 0.1445i —0.7389 + 0.1445i —604.5822 0
Scenario 4 —29.7793 —0.8414 —0.2945 —0.178 —0.0116 0
Scenario 5 —473.8335 —0.8803 —0.6931 —0.1325 —0.0329 0
Scenario 6 —15.7329 —1.8668 —0.3959 —0.231 —0.0134 0

TABLE 10 Analytical solutions for the stable fixed points of GIFS under six
scenarios, rounded to four decimal places.

Scenario S* E* F* As* Ac*

1 7.0000 | 54.4389 | 1394886 | 9,764.2004 | 34.8721
2 14000 | 172665 | 554.5185 | 7,763.2594 | 1,663.5556
3 04375 | 6.6528 | 1,148.6103 | 4,020.1361 | 4,824.1633
4 35000 | 481138 | 2733073 | 9,565.7559 | 109.3229
5 0.8571 | 147220 | 7942153 | 6,807.5597 | 2,382.6459
6 40000 | 80.8893 | 2394954 | 9,579.8171 | 957982

To assess the stability of the fixed points, considering that

lim;_ oo @2(t) = a, the Jacobian matrix of the GIFS model was
calculated:
—p/t 0 0 1/t 0 1/t
—a;S(t)  —BF(t) — ay M(t) 0 —BS(t) € O
i a1S(t) — aE(t) BF(t) + oy M(t) —o —aM(t) BSE) 0 0 (34)
aE(t) 0 o+aM(t) —§—y 0 0
0 0 0 py+8 —e &
0 0 0 y—py 0 =6

Corresponding fixed points were substituted into S(t), M(t),
F(t) and E(t), and eigenvalues of the Jacobian matrix were
calculated, as previously.

In contrast to the previous models, two fixed points were found
for each scenario. However, one of the fixed points contained
negative values for at least AY. These fixed points turned out to be
unstable. Thus, neither initial conditions, nor temporal dynamics
will lead to the convergence of the system to such fixed points.
The second fixed point always contained meaningful values for
the variables and was stable. The analytically calculated values for
the stable fixed points and corresponding eigenvalues are given in
Tables 10, 11, correspondingly. The same values for unstable fixed
points are provided in Tables 12, 13.

4.2 Numerical simulations

In the previous section, the fixed point of the dynamical system
was calculated analytically, and it was demonstrated that the fixed
point is stable across the six scenarios analyzed.

This section presents the results of the numerical solutions. The
system of differential equations was solved using MATLAB’s ode45
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function (The MathWorks, Inc., 2024), a versatile solver based on
a variable-step Runge-Kutta method that is well-suited for solving
non-stiff differential equations (Butcher, 2008). To avoid artificial
oscillations around the fixed point caused by large step sizes, the
maximum step size was set to 0.001, ensuring precise convergence.

The initial conditions for the variables were chosen as follows:
S(0) 9999, E(0) = 1, and F(0) = A 0) = Ac0) 0.
Additionally, for the EM C(0) = 0, and for GIFS M(0) = 0.
These initial conditions were selected to reflect a realistic starting

scenario where the majority of the population is initially susceptible
S(0), one user is exposed E(0), and no users are actively forwarding
or aware of the misinformation. This setup allows us to model
the early stages of misinformation propagation and observe how
the dynamics evolve over time. It should be noted, that for the
considered 6 scenarios the final state of the dynamical system does
not depend on the initial conditions.

In the following, the results based on numerical simulations are
presented for the proposed three models.

42.1 ASM

Table 14 shows the values to which the variables converged at
t = 1,000. Additionally, Table 15 provides the times f at which all
variables converged to the analytically calculated values presented
in Table 6, defined by an absolute difference of less than 10~°. This
comparison validates the accuracy of the numerical solutions and
confirms their alignment with the analytical results.

The temporal evolution of the variables in Equations 2-6 is
illustrated in Figure 4. The final values to which these variables
converge depend on the selected parameters.

Across all six scenarios, nearly all users are exposed to
misinformation at an early stage, followed by an increase in
the number of forwarding users. Forwarding behavior dominates
only in scenario 3, highlighting the significant role of emotional
or controversial misinformation. Interestingly, we can observe
this transition from A. (aware but continuing to forward) to
A, (aware and stopping forwarding) over time in the simulation
outcomes. Behaviorally, this reflects the natural tendency for users
who initially persist in forwarding misinformation to eventually
cease this behavior. This cessation may result from cognitive
fatigue, diminished emotional engagement, exposure to corrective
information, or shifts in social norms. The recovery rate § in our
model operationalizes this behavioral attrition, ensuring that even
initially resistant users may ultimately stop forwarding and thus
contribute to stabilizing misinformation spread.
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TABLE 11 Eigenvalues corresponding to the stable fixed points of GIFS under six scenarios, rounded to four decimal places.

‘ Scenario Al %) A3 Ag As A6 ‘
1 -14.0567 -1.6671 -0.7267 -0.1941 -0.1079 0.0000
2 -277.3212 -22.4168 -0.7283 -0.1229 -0.1008 0.0000
3 -918.9129 -60.4028 -0.3882 -0.1121 -0.1000 0.0000
4 -54.7170 -3.9205 -0.7166 -0.3010 -0.1026 0.0000
5 -555.9878 -32.3306 -0.6315 -0.1392 -0.1002 0.0000
6 -71.9121 -3.4779 -1.2389 -0.4005 -0.1023 0.0000

TABLE 12 Analytical solutions for the unstable fixed points of GIFS under

six scenarios, rounded to four decimal places.

TABLE 13 Eigenvalues corresponding to the unstable fixed points of GIFS

under six scenarios, rounded to four decimal places.

‘ Scenario S* E* F* As* Ac* ‘ ‘ Scenario A A A3 A4 As A6 ‘
1 7.0000 | 10,279.5611 | -4.0219 | -2815337 & -1.0055 1 -35965 | -0.2497 | -0.0100 | 0.0000 & 04022 | 2.8464
2 14000 | 10,133.8335 | 75130 | -105.1816 | -22.5389 2 -34521 | -03974 | -0.0500 = 0.0000 & 29502 | 3.7563
3 04375 | 10,116.7559 | -13.4705 | -47.1468 | -56.5761 3 -33036 | -0.2597 | -0.1000 | 0.0000 | 3.0638 | 10.7764
4 35000 | 10,388.3862 | -10.7661 | -376.8136 | -4.3064 4 -35774 | -0.4190 | -0.0200  0.0000 & 2.1535 | 2.8968
5 0.8571 | 10,187.9923 | -15.0221 = -128.7610 | -45.0664 5 -3.4033 | -0.3982 | -0.0700 | 0.0000 | 3.0025 | 10.5154
6 40000 | 10,5922536 | -14.4023 | -576.0904 | -5.7609 6 -3.8752 | -0.5557 | -0.0300 | 0.0000 & 2.7332 | 4.3200

For scenarios 1, 4, and 6, only approximately 1.47%, 3.41%,
and 2.95% of users continue forwarding messages (F* 4 A¥) at
the steady state. In comparison, the steady-state forwarding rates
for scenarios 2, 3, and 5 are approximately an order of magnitude
higher, at 19.67%, 56.52%, and 29.47%, respectively. These results
emphasize the influence of parameters like emotional content and
platform-specific dynamics on the propagation of misinformation.

422 EM

In order to model the spread of misinformation closer to the
real-world scenario, more complexity was added to the EM. To
refine the model, we introduced the following elements in EM: the
model differs from ASM by introducing:

e A parameter for the second social media platform f;,
e A parameter to account for confirmation bias f,,
e A variable for fact-checked users C*.

The dynamics of the variables in the EM are illustrated
in Figure 5. Table 16 presents the values to which the variables
converged at t = 2, 000.

Unlike ASM, EM, the steady state is dominated by fact-checked
users in nearly every scenario. The exceptions are scenarios 1
and 4, where the population is primarily composed of users who
stopped forwarding misinformation. The relationships between
other variables at the steady state appear similar across the two
models (as shown in Figures4, 5), but the total number of
forwarding users (F* + A¥) is lower in EM for all scenarios.
Compared to the results above the fraction of forwarding users at
the steady stare are: 1.16%, 7.79%, 17.47%, 2.45%, 12.64%, 0.73%
for scenarios 1-6, respectively.
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TABLE 14 Numerical solutions for ASM fixed points across six scenarios
with t; = 10, 000, rounded to four decimal places.

| S P A ar
Scenario 1 7 1,641.0792 117.2199 8,205.3959 29.305
Scenario 2 1.4 1,147.3803 491.7344 6,884.282 1,475.2033
Scenario 3 0.4375 543.4545 1,086.909 3,804.1814 | 4,565.0177
Scenario 4 3.5 1,135.9659 243.4213 8,519.7443 97.3685
Scenario 5 0.8571 736.7789 736.7789 6,315.2481 2,210.3368
Scenario 6 4 1,265.3165 210.8861 8,435.443 84.3544

As in ASM, nearly all users are exposed to misinformation at
an early stage, followed by an increase in the number of exposed
and forwarding users. However, unlike ASM, EM shows a decline in
the number of users who stopped forwarding messages after seeing
the “forwarded many times” alert. This decline is accompanied by
a rise in fact-checked users, highlighting the critical role of fact-
checking and platform moderation in mitigating the spread of
misinformation. Furthermore, similar to ASM, the population is
dominated by forwarders of misinformation only in scenario 3.

4.2.3 GIFS

Results of the simulation for GIFS model is depicted in Figure 6.
At the end of the simulation the variables converged to the
analytically calculated ones (see Table 10, absolute difference <
107°).

With the chosen parameters, the converged values for the
forwarding users (F and A.) were higher in case of GIFS model,
than for ASM (Tables 6, 10). The increase was 37.8%, 12.8%, 5.7%,

frontiersin.org


https://doi.org/10.3389/fcomp.2025.1570085
https://www.frontiersin.org/journals/computer-science
https://www.frontiersin.org

Jain and Achuthan

10.3389/fcomp.2025.1570085

TABLE 15 Time t at which all variables in ASM converged to the analytically calculated values presented in Table 6 (absolute difference 10~6).

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 N ET X
375.6444 ‘ 168.7374 ‘ 183.0631 ‘ 129.1034 ‘ 152.6698 ‘ 96.0681
Values are rounded to four decimal places.
S(t) E(t) F(t) At) === A1)

Scenario 1

IOgﬂ)ﬂ\lusers)

Scenario 2 Scenario 3

I0910(Nusers)

Scenario 4

IOg10(Nusers)

Scenario 5 Scenario 6

10°
log, (1)

FIGURE 4

reflecting the delayed but eventual impact of user awareness.

log,,(t)

Log-log plot of the ASM model (Equations 2-6), showing the evolution of five user compartments—susceptible (S), exposed (E), forwarding (F),
aware-but-forwarding (Ac), and aware-and-stopped (As)—across six distinct scenarios. All scenarios exhibit rapid exposure and an early rise in
forwarding behavior. Scenario 3 (emotional engagement) shows the highest and most sustained forwarding (see also Table 14), driven by emotionally
resonant content. Scenarios 2 (peer network dynamics) and 5 (source trust) also exhibit elevated forwarding due to peer reinforcement and
perceived credibility. In contrast, scenarios 1 (accurate content), 4 (belief misalignment), and 6 (platform intervention) show limited spread,
highlighting the mitigating effects of factual content, cognitive dissonance, and moderation. Over time, a gradual shift from A to A is observed,

10° 10°
log,4(t)

12.3%, 7.8%, 13.6% for the scenarios 1-6, respectively. Similar trend
is observed for the users who stopped forwarding misinformation
(AY). Increase in the number of F¥, A}, and A} is accompanied with
the drastic reduction of the exposed users (E), with approximately
30-fold reduction for Scenario 1, and 67, 90, 23, 52, 15-fold
reduction for Scenarios 2-6, respectively.

Much larger difference was observed in the maximal number
of the users who forward the misinformation along the simulation
(Table 17). Although the smallest (largest) values were observed
for scenario 4 (scenario 3) in both models, in case of GIFS at
least 60% of the users were forwarding the misinformation at
some point, peaking at 88% for scenario 3, accounting for the
relevant/emotional appeal.

Next, to investigate how the amplitude (a) and time constant
(1/k) influence the number of forwarding users, all parameters were
fixed as described above, and only a and k were varied. Larger k
corresponds to the faster learning rate for the Gen Al 100 linearly
spaced values of a were chosen between 0 and 0.02. Values of k were
selected using a logarithmic scale from 107!% and 102.
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The results are illustrated in Figures 7-10. Figures 7, 8 depict
how the number of forwarding users at the stable state depends on
the parameters a and k. Figures 9, 10 show the same dependency
on the maximal number of forwarding users obtained during
simulations. The color on the heatmaps depicts the number of
forwarding users (F + A.).

For each scenario, for every a > 0 the number of fake-news
forwarding users increases once k exceeds a critical value, on the
order of 107>, Similarly, for larger k, increasing a results in an
increase in the forwarding users. Interestingly, Scenario 6 exhibits
the least steep increase, as illustrated in Figure 8. Since Scenario 6
accounts for early platform moderation, this result underscores the
importance of effective moderation measures.

Similar results were observed for the peak number of
forwarding users within simulations, however, the critical value of k
is several orders larger than one for the steady state. Since the peak
corresponds to transient user activity, and lower values of k indicate
aslower learning rate of the Gen A, the steady state is more affected
than the transient phase when the Gen Al learns more slowly.
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most—but not all—contexts.
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Log-log plots of the EM model (Equations 7-11) showing the evolution of six user compartments—susceptible (S), exposed (E), forwarding (F),
aware-but-forwarding (Ac), aware-and-stopped (As), and fact-checked users (C)—across six distinct scenarios. As with the ASM model, early
exposure to misinformation is rapid across all scenarios, followed by a rise in forwarding activity. However, unlike ASM, the EM model shows a
notable decline in As over time, coinciding with a rise in C, indicating that users are increasingly diverted toward fact-checking rather than passive
awareness. This highlights the impact of platform-based interventions and verification mechanisms. Scenario 3 (emotional engagement) again
exhibits the highest prevalence of forwarding behavior, showing resistance even in the presence of fact-checking (see also Table 16). Scenarios 2
(peer networks) and 5 (source trust) maintain elevated forwarding, while scenarios 1 (factual content), 4 (belief misalignment), and 6 (moderation)
result in lower misinformation spread. These trends emphasize the added resilience fact-checking provides in controlling propagation across

TABLE 16 Numerical solutions for EM fixed points across six scenarios with t; = 20, 000, rounded to 4 decimal places.

S B P s A o
Scenario 1 10 1,490.3509 93.1469 6,520.2918 23.2867 1,862.9236
Scenario 2 1.1111 649.2785 194.7835 2,726.9697 584.3506 5,843.5065
Scenario 3 0.4167 359.8698 335.8785 1,175.5748 1,410.6898 6,717.5704
Scenario 4 5 992.4942 175.146 6,130.111 70.0584 2,627.1904
Scenario 5 0.6333 500.1564 315.8882 2,707.6134 947.6647 5,528.044
Scenario 6 6.3333 497.3276 52.3503 2,094.0108 20.9401 7,329.0379

Overall, the results indicate that generative AI models

can amplify the spread of misinformation. Depending
on the learning rate, they may influence either the
steady state alone or both the steady state and the

transient response.

4.3 Importance of fact-checked users: one
social media without confirmation bias

It is evident from Section 4 that introducing fact-checking users
significantly reduces the spread of misinformation. However, as in
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the EM, several layers of complexity are added, one cannot directly
compare the above-mentioned results between EM and ASM to
make a conclusion about the effect of the fact-checked users on the
population dynamics.

In this section, we examine how the inclusion of fact-checking
users impacts the steady-state solution, with that in mind S, and
By were set to 0. The values for By, €, o, p, y, and § were
chosen to mach those in ASM, with g; = B. This updated model
enables us to examine how fact-checking users affect the spread of
misinformation on a single platform.

Table 18 presents the analytically calculated fixed points for
the six scenarios, derived using Equation 30. The corresponding

frontiersin.org


https://doi.org/10.3389/fcomp.2025.1570085
https://www.frontiersin.org/journals/computer-science
https://www.frontiersin.org

Jain and Achuthan 10.3389/fcomp.2025.1570085

E(t) F(Y) At) —-—- A (1)

-5

I0910(Nusers)
IC‘g1O(Nusers)

-10

Scenario 3

Scenario 1 Scenario 2

10° 102

Scenario 6

Scenario 5

1072 10° 102 102

log (0

FIGURE 6
Log-log plots of the GIFS model (Equations 13-16) showing the evolution of seven user compartments—susceptible (S), exposed (E), forwarding (F),

aware-but-forwarding (Ac), aware-and-stopped (A;), fact-checked users (C), and generative Al activity (M)—across six distinct scenarios. Compared
to the ASM and EM models, the inclusion of generative Al feedback in GIFS leads to higher steady-state values of both forwarding (F) and
aware-but-forwarding (Ac) users in most scenarios (see also Table 10). This amplification effect is particularly notable in scenarios 2 (peer networks),
3 (emotional engagement), and 5 (trusted sources), where M(t) increases in response to user forwarding activity, creating a reinforcing feedback loop.
The As compartment also rises, indicating that some users still disengage over time, but its growth is slower than in the previous models.
Fact-checked users (C) are present but less dominant, as the influence of generative Al (M) accelerates both exposure and forwarding. These results
illustrate the heightened risk and persistence of misinformation in the presence of adaptive, Al-driven content generation.

TABLE 17 Comparison of maximal number of fake-news forwarding users (F + A;) in ASM and GIFS model.

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6
ASM 656.16 3,730.6 7,045.5 1,695.1 5,417 1,379
GIFS 6,045 7,319.1 8,818.2 6,308.6 7,842.9 4,762.6

eigenvalues of the Jacobian matrix for each scenario are provided
in Table 19. As shown, all fixed points were found to be stable.

The numerically calculated values to which the variables
converged are shown in Table 20, and the system’s dynamics are
visualized in Figure 11.

The fractions of total forwarding users (F* + ZZ‘) at the steady
state for the six scenarios are as follows (1) 1.17%, (2) 7.79%,
(3) 17.46%, (4) 2.45%, (5) 12.63%, (6) 0.73%. This demonstrates
a considerable decrease in the fraction of total forwarding users
for each scenario compared to ASM. Interestingly, the fraction of
forwarding users among non-fact-checked users, calculated as:

demonstrate their significant impact on the overall dynamics
of misinformation propagation.

4.3.1 Evaluating pathway contributions in the EM
model

To further disentangle the roles of various misinformation
pathways in the EM model, we conducted targeted simulations
where specific exposure mechanisms were selectively deactivated.
In particular:

e In one configuration, we set f, = 0, removing the

P4 Ax
Tforward = ﬁ (35) confirmation bias effect while retaining both social media

is also smaller than those obtained in ASM: (1) 1.43%, (2) 18.74%,
(3) 53.2%, (4) 3.33%, (5) 28.25%, (6) 2.74%.
These findings highlight the critical role of fact-checked

reducing the of misinformation and

users in spread
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platforms.

e Inanother, we set 8, = 0, effectively eliminating the influence
of the second social media platform, while maintaining
exposure from the primary platform (f;) and confirmation

bias (8p).

frontiersin.org



Jain and Achuthan

10.3389/fcomp.2025.1570085

Scenario 1 Scenario 2 Scenario 3
0.020 0.020 0.020
_— ] 2200 = =z
m m m
0.015 ) 0.015 S 0.015 5900 ¢
2 = 2
3 2100 3 3
o 0.010 160 % © 0.010 g- < 0.010 5800 %
Q Q Q
0.005 g 0.005 E 0.005 §
150 & 2000 3 Sa00: 3
0.000 0.000 0.000
10710 10  10° 1071 10=° 10° 10710 10-%  10°
k k k
Scenario 4 Scenario 5 Scenario 6
0.020 380 0.020 0.020
= = =
= 3150 p= 330 5
0.015 o 0.015 e 0.015 =4
370 2 3100 = =
o o 320 o
o o =%
o 0.010 360 5 < 0.010 3050 5 < 0.010 5
Q Q 310 @
0.005 350 § 0.005 3000 § 0.005 5
@ u 300 &
0.000 0.000 2950 0.000
10710 10  10° 1071 1075  10° 10710 107%  10°
k k k
FIGURE 7
Sensitivity analysis of the GIFS model showing how the number of forwarding users at steady state varies with changes in the generative Al
parameters: amplitude (a) and learning rate (k). All other parameters were held constant as defined in the main text. The amplitude a was varied
linearly between 0 and 0.02, while k was varied logarithmically from 10~ to 102 to capture a wide range of Al learning speeds. For each scenario, the
plots reveal a consistent pattern: when a > 0, the number of forwarding users remains low for small values of k but increases sharply once k exceeds
a critical threshold around 10~°. Additionally, for large k, increasing a further amplifies the number of users spreading misinformation. These results
highlight the compounding effect of both faster Al adaptation and stronger influence strength on misinformation propagation across all six scenarios.

Figures 12, 13 illustrate the time evolution of all compartments
under these two pathway-specific configurations. Tables 21, 22
summarize the steady-state compartment values across all six
scenarios. The results reveal minimal differences compared to the
full EM model, suggesting that the system is structurally robust
even when individual pathways are disabled.

Table 23 compares the forwarding user percentages (F* +
AY) across all scenarios and EM configurations. Forwarding
levels remain remarkably stable when B, or B, is deactivated in
isolation, implying functional redundancy in the misinformation
exposure pathways.

However, in a final simulation where the fact-checking
user compartment C(f) was entirely removed—the percentage
of forwarding users rose significantly across all scenarios. This
contrast reinforces the crucial role of fact-checked users and
platform intervention in mitigating spread of misinformation.

5 Sensitivity analysis

Sensitivity analysis is a crucial step in assessing the robustness of
model predictions, particularly when key parameters are uncertain
or derived from approximate estimates. It helps identify which
parameters most significantly influence model outcomes and
determines whether the conclusions drawn remain stable across a
plausible range of input values (Saltelli et al., 2000).
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Sensitivity analyses are generally classified as either local—
where one parameter is varied at a time while holding others
constant—or global, where all parameters are varied simultaneously
to account for potential interactions and nonlinear effects. Given
the complexity and interdependence of behavioral dynamics in
the ASM, EM, and GIFS models, we adopted a global sensitivity
analysis approach using a Monte Carlo simulation framework.

Although baseline parameters for each scenario were informed
by the literature, many were empirically scaled to represent
hypothetical or platform-specific behaviors. Because precise values
are often unavailable, we defined plausible uncertainty ranges
around each parameter by applying both +10% and +20%
deviations from the scenario-specific baseline. These ranges are
consistent with practices in epidemiological and complex systems
modeling (Marino et al., 2008; Blower and Dowlatabadi, 1994).

For the ASM model, we performed global sensitivity analysis
using Monte Carlo simulations. In each of the six defined scenarios,
six core parameters (B8, o, p, v, &, €) were independently
sampled from uniform distributions within +10% and £+20% of
their baseline values. A total of 1000 simulations were run per
scenario and perturbation level. For each sample, fixed points were
computed analytically to determine the resulting compartment
states, and the outcomes are summarized in Table 24.

In addition to the fixed-point behavior, we analyzed the
percentage of forwarding users as a central outcome metric,
defined as the sum of F* and A} relative to total population N.
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FIGURE 8
Effect of the generative Al amplitude parameter (a) on the number of forwarding users at steady state, with the Al learning rate fixed at k = 1. These
plots correspond to the cross-section of results shown in Figure 7. For all six scenarios, increasing the parameter a leads to a higher number of
forwarding users, illustrating the intensifying effect of stronger generative Al influence. Notably, Scenario 6—representing early platform
moderation—shows the least steep increase, indicating that effective early interventions can significantly buffer the system against the amplifying
effects of generative Al. This result reinforces the role of moderation in mitigating Al-driven misinformation spread, even when the Al influence is
strong.

Table 25 shows both the baseline forwarding percentage and the
robust Monte Carlo estimates (mean and standard deviation) for
each scenario.

Although violin plots for both +10% and £20% parameter
variations are provided to visualize distributional effects under
wider uncertainty, the numerical results in Tables 24, 25 report
the £10% variation case only. This is consistent with established
practices in epidemiological modeling, where £10% perturbations
are often used to represent plausible uncertainty ranges (Marino
et al., 2008).

Despite variations introduced through parameter perturbation,
the underlying trend across scenarios remains consistent: scenarios
characterized by greater emotional amplification or lower user
moderation (such as Scenario 3 and Scenario 5) consistently
lead to higher percentages of forwarding users. This finding is
reinforced by the baseline forwarding rates across scenarios—
Scenario 3 (53.2%) and Scenario 5 (28.25%) remain significantly
higher than more moderated counterparts like Scenario 1
(1.43%) or Scenario 6 (2.74%). Even though scenarios such as
2, 3, and 5 exhibit broader standard deviations under global
sensitivity analysis, the relative ordering of impact remains
intact. This robustness suggests that structural features of each
scenario—such as emotional salience or information friction—
exert a dominant effect on misinformation spread, and these
effects persist even in the presence of uncertainty in behavioral
parameter values.
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Just as we did for the ASM model, we conducted a
global sensitivity analysis for the EM model using Monte Carlo
simulations. The same protocol was applied: six key parameters for
each scenario were perturbed by both £10% and +20%, and fixed
points were computed analytically for each of the 1000 random
samples per scenario. This allowed us to assess the robustness of
equilibrium behaviors under realistic uncertainty bounds.

Table 26 presents the average fixed points of each compartment
+10%
These reflect the stability of EM’s core compartments under

under variation, along with standard deviations.
varying assumptions.

Next, we assessed the percentage of forwarding users, defined as
the sum of F* and A} relative to total population N. Table 27 shows
the baseline values alongside the Monte Carlo mean and standard
deviation for each scenario.

Figures 14, 15 displays the distribution of forwarding
percentages across simulations for each scenario, under both
£10% and +20% parameter variation.

Unlike ASM, the EM model consistently reaches a steady
state dominated by fact-checked users across most scenarios.
Exceptions are seen in Scenarios 1 and 4, where the dominant
compartment consists of users who have stopped forwarding
misinformation. Although the structural relationships between
compartments remain qualitatively similar to ASM (as illustrated in
Figures 14, 15), the overall proportion of forwarding users (F*+A})

is lower in the EM model across all scenarios. At baseline, these
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FIGURE 9
Effect of the generative Al parameters a (influence amplitude) and k (learning rate) on the peak number of forwarding users during the simulation.
The heatmaps display the combined peak population of forwarding (F) and aware-but-forwarding (Ac) users across all six scenarios, with color
intensity indicating the magnitude. As in the steady-state analysis (Figure 7), the number of forwarding users increases sharply for a > 0 once k
exceeds a scenario-dependent critical threshold. However, the critical value of k required to affect the peak is several orders of magnitude larger
than that for the steady state. This suggests that transient forwarding activity is less sensitive to slow Al adaptation, whereas the long-term
(steady-state) behavior is more strongly influenced by even small learning rates.

values are: 1.16%, 7.79%, 17.47%, 2.45%, 12.64%, and 0.73% for
Scenarios 1-6, respectively.

Monte Carlo analysis confirms that while broader parameter
uncertainty increases variability, the overall scenario ranking
The distribution
widths for Scenarios 2, 3, and 5 indicate increased sensitivity,

by forwarding magnitude remains stable.

yet Scenario 3 continues to dominate in forwarding activity,
similar to ASM. The EM dynamics further emphasize the
importance of fact-checking: unlike ASM, the model exhibits
a reduced number of users halting their forwarding behavior
after alerts, and a corresponding increase in fact-checked users.
This suggests that robust moderation mechanisms—not just
user alerting—play a pivotal role in dampening misinformation
spread, particularly in emotionally charged contexts such
as Scenario 3.

Given these insights, we do not repeat the sensitivity analysis
for additional EM variants where (1) 2 = g, = 0, (2)
B2 = 0, 0r (3) B = 0. While the structural dynamics of these
reduced models remain consistent with the full EM framework, the
absence of fact-checking and/or platform intervention consistently
leads to slightly higher steady-state percentages of forwarding
users (F* + A¥), as shown in Table 23. This reinforces the
critical moderating influence of the B, and B, pathways in
dampening misinformation.

Moreover, since our Monte Carlo analysis of the full EM
model demonstrated stable equilibrium behavior across perturbed
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parameter settings—and given that all EM variants yield near-
identical forwarding outcomes—we expect these reduced variants
to exhibit similar sensitivity patterns.

Given that the primary objective of the GIFS model was
to investigate the influence of generative AI on misinformation
spread, we did not conduct a separate global sensitivity analysis
for GIFS. Unlike ASM or EM, where sensitivity analysis provides
crucial insight into how behavioral parameters influence model
stability, the results presented earlier already demonstrate a
consistent amplification of forwarding users across all six scenarios
under the GIFS framework. Importantly, the increase in fake-
news forwarding users—triggered by exceeding a critical learning
rate threshold (on the order of 107°) and further intensified by
rising emotional amplitude a—was observed systematically in each
scenario. Therefore, while the sensitivity structure of GIFS could
be explored in greater detail, doing so would likely not yield
substantially new insights beyond those already derived. The results
already indicate that generative Al's presence consistently leads to
greater misinformation propagation, reaffirming the model’s core
finding across the full scenario space.

6 Discussion

The results of our paper highlight how crucial platform
moderation and fact-checking tools are to halting the spread of
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FIGURE 10
Effect of the generative Al amplitude parameter (a) on the peak number of forwarding users, with the learning rate fixed at k = 1. These plots
correspond to the horizontal slice of the heatmaps shown in Figure 9. For all scenarios, increasing a leads to a rise in the peak number of users
forwarding misinformation (F + Ac). The transient peak is less sensitive to small values of k compared to the steady state, as slower Al learning delays
its influence during early stages. Consequently, the critical threshold of k that affects the peak is significantly higher than that affecting the
steady-state behavior (as shown in Figure 7). Scenario 6 again shows the smallest increase, indicating that early platform moderation can also
dampen transient spikes in misinformation spread.

TABLE 18 Analytical solutions for the fixed point in case of one social
media without confirmation bias.

TABLE 19 Eigenvalues of Jacobi matrix corresponding to the different
scenarios for fixed points in Table 18.

* * * * * *
S E F A A7 C Al A A3 Aq As X6
Scenario 1 8 1,490.6480 | 93.1655 | 6,521.5851 | 23.2914 1,863.31 Scenario 1 —7.4581 —0.7942 —0.1997 | —0.0607 0 —0.0056
Scenario 2 2 649.2208 | 194.7662 | 27,26.7273 | 584.2987 | 5,842.987 Scenario 2 | —175.2927 | —0.9856 —0.3273 | —0.1249 0 —0.0191
Scenario 3| 0.9375| 359.8511 | 335.861 | 1,175.5136  1,410.6163 | 6,717.2205 Scenario 3 | —604.5518 | —0.73844 | —0.7384— —0.107 0 —0.0344
0.1471i 0.1471i

Scenario 4 | 4.25 992.5686 | 175.1592  6,130.571 70.0637 | 2,627.3876

Scenario 4 | —29.7808 —0.8423 —0.2945 | —0.1779 0 —0.0116
Scenario 5| 1.3571 | 500.1202 | 315.8654 | 2,707.4174 @ 947.5961 | 5,527.6439

Scenario 5 | —473.8006 = —0.8738 —0.6982 | —0.1325 0 —0.0329
Scenario 6 | 6.3333 | 497.3276 | 52.3503 | 2,094.0108 = 20.9401 | 7,329.0379

Scenario 6 | —15.7329 —1.8668 —0.3959 —0.231 0 —0.0134

false information on social media. The percentage of forwarding
users at the steady state was considerably lower in both, ASM
and EM models in situations where platform moderation steps in
early (Scenario 6). This demonstrates how well early intervention
techniques, such as content flagging and moderation, work to stop
the spread of false information. These findings are consistent with
other research showing that proactive moderation measures are
essential for reducing the impact and reach of misleading material
(Syed, 2017).

Furthermore, it was shown that the involvement of generative
Al in the spread of misinformation might dramatically affect
user behavior. The results show that the impact of generative Al
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on the number of forwarding users depends on the emotional
amplitude and the ATD’s learning rate, represented by the parameters
a and k, respectively. Moreover, depending on the value of the
learning rate, the number of fake-news forwarding users may be
minimally affected, influenced only at the steady state, or also
significantly altered during the transient phase if the learning rate
is sufficiently high.

When the learning rate of the generative Al is fast enough
to alter the steady state but not sufficient to impact the
transient response, the behavioral dynamics—combined with
natural recovery mechanisms—may limit the AIs sustained
influence, leading to saturation effects over time. Thus, while
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TABLE 20 Case of one social media without confirmation bias.

10.3389/fcomp.2025.1570085

o = = ax ax o
Scenario 1 8 1,490.6492 93.1656 6,521.5972 23.2914 1,863.2966
Scenario 2 2 649.2208 194.7662 2,726.7273 584.2987 5,842.987
Scenario 3 0.9375 359.8511 335.861 1,175.5136 1,410.6163 6,717.2205
Scenario 4 4.25 992.5686 175.1592 6,130.571 70.0637 2,627.3876
Scenario 5 1.3571 500.1202 315.8654 2,707.4174 947.5961 5,527.6439
Scenario 6 6.3333 497.3276 52.3503 2,094.0108 20.9401 7,329.0379
Numerical solutions for the fixed points for 6 scenarios with #; = 20,000. Rounded to 4 decimal places.
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FIGURE 11
Log-log plots of the EM model (Equations 7—-11) showing the evolution of six user compartments—susceptible (S), exposed (E), forwarding (F),

aware-but-forwarding (Ac), aware-and-stopped (As), and fact-checked users (C)—across six scenarios, in a simplified setting involving only one social
media platform and no confirmation bias. Compared to the baseline ASM model (Figure 4), this configuration results in a marked reduction in the
total number of forwarding users (F + Ac) across all scenarios. The presence of fact-checking (C), even without platform heterogeneity or cognitive
bias, contributes significantly to limiting the spread (see also Table 21). These findings emphasize the pivotal role of fact-checked users in
suppressing misinformation and demonstrate that even modest verification efforts can meaningfully alter the dynamics of propagation when

cognitive and structural amplification mechanisms are absent.

generative Al may accelerate the initial outbreak of misinformation,
it may not maintain high forwarding rates indefinitely. This
distinction between transient spikes and steady-state behavior
underscores the urgency of early intervention, before AlI-driven
amplification peaks and becomes more difficult to control.

The findings also highlight how important fact-checking
systems are. Compared to the ASM, the percentage of forwarding
users dropped in all scenarios in the EM, which includes fact-
checking users. This decrease demonstrates how fact-checking
stabilizes user behavior by preventing false information from
taking over. A more trustworthy information flow is ensured by
fact-checking systems, which not only lower the overall number of
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forwarding users but also tip the population balance in favor of fact-
checked people. These results corroborate earlier research showing
how credibility verification can effectively reduce the spread of false
information (Porter and Wood, 2021).

The disproportionate impact of contentious or emotionally
charged misinformation, as seen in Scenario 3, is a significant
finding of this study. In all models, this scenario had the largest
percentage of forwarding users, demonstrating the potent influence
of content that is contentious and emotionally charged in spreading
false information. In line with earlier research showing that
emotionally charged content tends to spread more broadly on
social media sites, our findings support the necessity for focused
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FIGURE 12

Log-log plots of the EM model (Equations 7-12) showing the evolution of six user compartments—susceptible (S), exposed (E), forwarding (F),
aware-but-forwarding (Ac), aware-and-stopped (As), and fact-checked users (C)—across six distinct scenarios, simulated on two social media
platforms with confirmation bias disabled (8, = 0). These results illustrate the temporal dynamics of all user states in a setting where cross-platform
interactions remain but cognitive alignment is removed. Compared to the full EM model (Figure 5), the differences in system behavior are minimal,
indicating that the model's structural dynamics are robust even when individual behavioral pathways like confirmation bias are omitted (see also
Table 22). This suggests that multi-platform structure alone can sustain spread patterns similar to the full model, though at slightly reduced intensity.
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interventions, such as giving moderation of highly emotional or
divisive content top priority (Chen et al., 2015).

Lastly, the study emphasizes how useful user awareness tools
like the “forwarded many times” signal are. This feature plays a dual
role in mitigating misinformation: it not only raises user awareness
to persuade individuals to cease sharing false information—
especially when the content is less trustworthy or emotionally
charged (e.g., Scenarios 1, 4, and 6)—but also introduces technical
restrictions that directly reduce forwarding capacity. On platforms
like WhatsApp, once a message is labeled as “forwarded many
times,” users are limited to forwarding it to only one chat
at a time, significantly increasing the friction of propagation.
Therefore, the alert acts through both psychological mechanisms—
encouraging users to reconsider forwarding—and platform-
enforced technical barriers that slow dissemination. This dual
mechanism is captured in our model through the stop-forwarding
probability parameter p (representing behavioral responses) and
the alert rate y (representing exposure to moderation signals),
aligning with empirical evidence on the alerts efficacy. Taken
together, these findings show that trustworthiness-enhancing
technologies can greatly slow the spread of false information,
making them a crucial component of any comprehensive strategy
to counteract misinformation. When considered holistically, these
insights provide platform designers and policymakers with a
solid basis for developing effective, scalable interventions to
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combat disinformation across diverse social media environments
(Amazeen and Muddiman, 2018).

Beyond the technical and behavioral insights, this study raises
important ethical and policy questions, especially regarding the
simulation of misinformation dynamics and the role of generative
AL While modeling the spread of misinformation is vital for
understanding and mitigating its impact, there is a risk that
such simulations may inadvertently reveal mechanisms that could
be exploited by malicious actors. For example, by exposing
how emotional amplitude or learning rates influence forwarding
behavior, bad-faith agents might tailor misinformation to maximize
virality (Achuthan et al, 2025). This dual-use dilemma—where
tools designed for protective purposes can also be weaponized—
necessitates ethical guardrails in both publication and platform
implementation (Boyd and Crawford, 2012).

Moreover, the use of generative Al in misinformation modeling
introduces additional concerns related to algorithmic amplification
and synthetic content generation. Policymakers must grapple with
the fact that Al systems can both spread and detect misinformation,
sometimes simultaneously. This paradox highlights the urgent
need for governance frameworks that ensure transparency in Al
behavior, accountability in design, and safeguards against misuse
(Raman et al,, 2023). In particular, regulatory approaches should
address the deployment of Al systems capable of learning from
and adapting to user behavior in real time, as such features raise
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FIGURE 13

Log-log plots of the EM model (Equations 7-12) showing the evolution of six user compartments—susceptible (S), exposed (E), forwarding (F),
aware-but-forwarding (Ac), aware-and-stopped (As), and fact-checked users (C)—across six distinct scenarios, in a setting with a single social media
platform and confirmation bias enabled. This configuration isolates the impact of cognitive alignment without multi-platform amplification. The
results closely resemble those of the full EM model (Figure 5), with only minor reductions in the forwarding population. This indicates that
confirmation bias alone can sustain misinformation spread patterns comparable to those produced by multi-platform dynamics, highlighting its
significant role in the propagation process. The structural robustness of the system persists even with partial pathway removal.
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TABLE 21 Numerical solutions for the fixed point in case of two social
media platforms without confirmation bias.

TABLE 22 Numerical solutions for the fixed point in case of social media
platforms with confirmation bias.

Scenario = S§* E* F* A A c* Scenario  §* E* F* A Al c*

1 727 | 149591 | 9350 | 657346 | 2338 | 180649 1 6.66 | 149600 | 93.50 | 657384 = 2338 | 1,806.61
2 143 | 64928 | 19479 | 2,727.08 | 58436 | 5843.06 2 L11 | 64930 | 19479 | 2,727.17 | 58438 | 5843.24
3 0.54 | 359.87 | 33587 | 117556 | 141067 | 671749 3 0.58 | 359.86 | 33587 | 117556 | 1410.67 | 6717.46
4 3.86 | 992.82 | 17520 | 6,134.09 | 70.08 | 2,623.93 4 340 | 99287 | 17521 | 613438 | 7009 | 2,624.06
5 0.86 | 500.14 | 31588 | 2707.55 & 947.64 | 5527.92 5 079 | 50015 | 31588 | 270757 | 947.65 | 5527.96
6 543 | 49798 | 5242 | 2,098.90 | 2097 | 7,324.30 6 475 | 49802 | 5242 | 2,099.04 | 2097 | 7,324.80

profound questions about manipulation, autonomy, and digital
consent (Brundage et al., 2018; Raman et al., 2025). Integrating
ethical foresight into misinformation modeling can help anticipate
misuse and guide the development of responsible Al tools that serve
the public good.

While our models are grounded in classical epidemiological
frameworks, the specific compartmentalization into A, (users who
stop forwarding after awareness) and A, (users who continue
forwarding despite awareness) represents a behavioral refinement
that introduces qualitatively new insights. Unlike previous models
that assume uniform reaction to awareness interventions (Rai et al.,
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2025), our split enables analysis of differential user compliance—
capturing, for instance, how platform labeling may inadvertently
reinforce belief or spread among skeptical users. This fine-grained
structure mirrors real-world digital behavior more closely, where
not all users respond to fact-checks or labels similarly.
Furthermore, our GIFS model introduces a dynamic feedback
loop in which Al-generated misinformation adapts to user
forwarding behavior, modeling an evolving misinformation
ecosystem. This responsive AI mechanism—where the model
learns from user behavior and adjusts its output—has not been
widely explored in existing compartmental rumor or fake news
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TABLE 23 Percentage of forwarding users across EM model variants for each scenario.

Scenario Full EM model

1 1.16% 1.17% 1.17% 1.17% 1.47%
2 7.79% 7.79% 7.79% 7.79% 19.67%
3 17.47% 17.46% 17.46% 17.46% 56.52%
4 2.45% 2.45% 2.46% 2.45% 3.41%
5 12.64% 12.63% 12.64% 12.64% 29.47%
6 0.73% 0.73% 0.73% 0.73% 2.95%

TABLE 24 Fixed points for ASM compartments in scenarios 1—6 (baseline vs. Monte Carlo averages, +10% variation).

Scenario Baseline fixed points Monte Carlo avg fixed points
S* E* E* F*

Scenario 1 | 7.00 | 1,641.08 = 117.22 | 820540 | 2930 | 7.03(£0.52) | 1,643.13(£116.54) | 117.04 (+7.80) | 8203.95 (4 120.78) |  28.85 (& 15.56)
Scenario 2 140 | 1,147.38 | 49173 | 6,884.28 | 147520 | 1.41(£0.10) | 1,15145 (£75.17) | 492.25(432.00) | 6,876.02 (4 162.00) | 1,478.88 (& 129.33)
Scenario 3 | 0.44 | 54345 | 1,086.91 | 3,804.18 | 4,565.02 @ 0.44 (£0.03) | 544.28 (+38.03) | 1,088.15 (& 63.56) | 3,808.42 (4 184.87) | 4,558.71 (& 198.91)
Scenario4 | 3.50 | 1,135.97 | 243.42 | 851974 | 97.37 | 351(+£0.24) | 1,137.13(£80.45) | 242.98(+1587) | 8519.47 (4 92.50) 96.91 (+ 16.05)
Scenario5 | 0.86 | 73678 | 73678 | 631525 | 2,210.34 | 0.86 (£0.07) | 74034 (£50.46) | 738.53 (£42.59) | 6,308.76 (£ 171.79) | 2,211.51 (& 154.52)
Scenario 6 | 4.00 | 1,26532  210.89 | 843544 | 8435 | 4.01(£0.29) | 126592 (+£87.81) | 210.25(+13.25) | 843533 (& 99.13) 84.49 (£ 20.98)

models, and it underscores the compounding risk posed by
generative Al in real-time social systems.

7 Limitations and future work

While the proposed ASM, EM, and GIFS models
provide a versatile framework to explore the theoretical
dynamics of misinformation spread, several limitations merit
further discussion.

First, our models assume a well-mixed population, where all
users are equally likely to interact—an assumption that neglects
explicit network structure. In reality, social media interactions
are governed by complex network topologies such as scale-free,
small-world, or community-based graphs. While we conceptually
acknowledge the role of network effects, incorporating explicit
network structure in future extensions would allow us to better
capture clustering, peer reinforcement, and echo chambers—
factors that strongly influence the propagation of misinformation.

Second, the transition rates in our current framework are
held constant within each scenario. This design allows us to
isolate the effects of specific parameters across comparative
conditions; however, it does not capture dynamic shifts in behavior
or the impact of external events (e.g., news cycles, real-time
platform interventions, or content moderation policies). A natural
extension would involve introducing time-varying transition rates
or exogenous shocks to simulate event-driven behavior and
adaptive user responses.

Third, in the GIFS model, the role of generative AI is
captured through a dynamic variable M(t), which evolves in
response to the number of forwarding users, and a time-dependent
influence coefficient a,(¢) that models the adaptive nature of AI
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TABLE 25 Comparison of forwarding users percentage across scenarios
(baseline vs. robust average from Monte Carlo).

Scenario Forwarding % Forwarding %
(baseline) (Mean, SD)
Scenario 1 1.47% (1.29%, 1.63%)
Scenario 2 19.67% (18.33%, 21.02%)
Scenario 3 56.52% (54.60%, 58.39%)
Scenario 4 3.41% (3.16%, 3.68%)
Scenario 5 29.47% (27.82%, 31.18%)
Scenario 6 2.95% (2.68%, 3.20%)

systems. This formulation introduces a basic feedback mechanism,
allowing the AT’s influence to grow over time as it “learns” from
user behavior. While this represents an important step toward
modeling adaptive misinformation dynamics, the framework
still simplifies the multifaceted nature of generative AI. Future
work could extend this component to account for specific Al
capabilities such as content generation speed, realism or deception
potential, targeting specificity, and platform evasion tactics.
Incorporating these mechanisms would enable more faithful
simulation of advanced strategies like microtargeting, hyper-
realistic misinformation synthesis, and adversarial adaptation to
moderation efforts.

Additionally, while our stability analysis characterizes the
system’s long-term behavior, it is important to note that stability
does not imply desirability. A system may converge to a stable
equilibrium that reflects high levels of misinformation, as observed
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TABLE 26 Fixed points for EM compartments in scenarios 1—6 (baseline vs. Monte Carlo averages, +10% variation).

S E* F* A% A* C*
Scenario 1 10.02 (& 0.55) 1,493.03 (£ 96.28) 92.84 (£ 5.03) 6,516.79 (& 184.86) 22.76 (& 12.19) 1,864.56 (= 155.05)
Scenario 2 1.11 (& 0.06) 649.50 (= 46.72) 194.81 (& 10.53) 2,738.27 (4 194.72) 584.31 (£ 58.44) 5,832.00 (& 241.65)
Scenario 3 0.42 (4 0.02) 359.97 (+ 24.50) 335.00 (+ 19.87) 1,173.16 (+ 96.88) 1,409.29 (+ 126.51) 6,722.16 (& 211.38)
Scenario 4 5.01 (+0.27) 995.68 (= 65.80) 175.62 (4 9.14) 6,117.66 (4 218.95) 70.87 (£ 11.16) 2635.15 (+ 208.61)
Scenario 5 0.63 (& 0.03) 502.25 (+ 34.66) 315.51 (+ 16.30) 2,709.22 (4 192.88) 950.53 (= 86.69) 5,521.85 (4 253.03)
Scenario 6 6.34 (£ 0.31) 499.80 (= 38.83) 52.39 ( 3.28) 2,102.32 (& 171.01) 20.93 (£ 5.41) 7,318.22 (4 191.61)

in Scenario 3 of the GIFS model. Moreover, transient dynamics—
particularly peak misinformation levels prior to convergence—
can have substantial societal consequences. These short-term
behaviors are critical to capture, especially in the presence of
rapid amplification mechanisms like generative AL Future work
will further explore how to mitigate undesirable stable states and
dampen transient surges.

Moreover, as indicated throughout the manuscript, the current
study is analytical and simulation-driven. Empirical validation
using real-world data is a critical next step. This would involve
calibrating model parameters (e.g., infection rate f, recovery rate
8, fact-checking rate 0) using social media diffusion datasets—
such as misinformation cascades from platforms like Twitter,
WhatsApp, or Reddit—through parameter estimation techniques
like maximum likelihood estimation or nonlinear least squares
fitting. Model performance could then be assessed by comparing
simulated dynamics to observed data using error metrics such as
RMSE or MAPE.

Although the primary objective of this work is to establish a
flexible theoretical foundation, we fully recognize the importance
of empirical grounding. Future efforts will focus on fitting the
models to misinformation spread datasets related to topics like the
COVID-19 infodemic, election misinformation, or generative Al-
driven deception. Such efforts will enhance both the realism and
the predictive capacity of the proposed framework.

8 Summary and conclusions

This study analyzed three models for the spread of
misinformation across All' models
were constructed using systems of differential equations,

six distinct scenarios.
with scenario-specific parameter sets (Tables2, 4) capturing
different dynamics.

The ASM focused on the spread of misinformation within a
single social media platform and categorized users into five types:
(1) susceptible, (2) exposed, (3) forwarding users who had not seen
the “forwarded many times” message, (4) forwarding users who
continued despite seeing the message, and (5) users who stopped
forwarding after seeing the message.

The EM extended this
fact-checking wusers, a second social media platform, and
confirmation bias.

The GIFS extended the ASM model by accounting for the
generative Al facilitating the spread of the misinformation.

framework by incorporating
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TABLE 27 Comparison of forwarding users percentage across scenarios
in EM (baseline vs. Monte Carlo).

Scenario Forwarding % Forwarding %
(baseline) (Mean, SD)
Scenario 1 1.16% (1.04%, 1.31%)
Scenario 2 7.79% (7.17%, 8.47%)
Scenario 3 17.47% (16.17%, 18.96%)
Scenario 4 2.45% (2.29%, 2.62%)
Scenario 5 12.64% (11.69%, 13.57%)
Scenario 6 0.73% (0.60%, 0.80%)

Analytical results revealed that the system of differential
equations in all models has a single stable fixed point when the
total number of users is constant. The fixed point was stable across
all conditions and scenarios analyzed, ensuring predictable and
controllable outcomes for the spread of misinformation.

At equilibrium, the smallest proportion of users forwarding
misinformation was observed in scenarios 1, 4, and 6. Conversely,
the largest proportion of forwarding users was found in scenario
3, where highly emotional or controversial misinformation
dominates the population. For all presented models, the
population was only dominated by forwarding users in scenario
3, highlighting the significant influence of emotionally charged
content.

A comparison between ASM and the case
only one social media platform was considered in EM
(Section 4.3) demonstrated that the
checking users

where

inclusion of fact-

significantly reduces the proportion of
forwarding users. This finding emphasizes the effectiveness
of fact-checking interventions in mitigating the spread of
misinformation.

Comparison between ASM and GIFS demonstrated that
involvement of the generative Al can dramatically increase the
number of users sharing misinformation. The result emphasizes the
importance of developing measures that will counteract or identify
the news constructed by generative Al models.

In summary, the results of this study highlight the critical
role of platform moderation and fact-checking users in reducing
the spread of misinformation. Additionally, they underscore the
disproportionate impact of highly emotional or controversial

content on the dynamics of misinformation propagation,
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FIGURE 14

Violin plots showing the distribution of forwarding user percentages across 1,000 Monte Carlo simulations for each of the six ASM scenarios,
conducted under global sensitivity analysis. (@) Corresponds to +10% variation in model parameters, while (b) applies +20% variation. Red lines
indicate the mean and standard deviation for each scenario. Scenario 3 (emotional engagement) consistently shows the highest percentage of
forwarding users, indicating high vulnerability to misinformation spread. In contrast, Scenarios 1 (factual content), 4 (belief misalignment), and 6
(platform moderation) demonstrate greater robustness and containment. Despite increasing parameter uncertainty, the overall trend across
scenarios remains stable: scenarios driven by emotional amplification or limited moderation—such as Scenarios 3 and 5—consistently result in a
higher spread of misinformation. This reinforces the reliability of scenario-specific insights even under parameter perturbation.
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FIGURE 15

Violin plots showing the distribution of forwarding user percentages across 1,000 Monte Carlo simulations for each of the six EM scenarios,
conducted under global sensitivity analysis. (a) Corresponds to +10% variation in model parameters, while (b) applies £20% variation. Red lines
indicate the mean and standard deviation for each scenario. Scenarios 3 and 5, characterized by emotional resonance and minimal intervention,
consistently yield the highest proportions of forwarding users, reflecting elevated susceptibility to misinformation propagation. Conversely, Scenario
6 (strong moderation and fact-checking) exhibits the most robust containment, maintaining low forwarding rates across uncertainty levels. Despite

increased parameter variation, the relative performance of scenarios remains consistent, underscoring the reliability of their behavioral distinctions
under uncertainty.

reinforcing the need for targeted interventions to address such
scenarios effectively.
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