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Digital citizenship in Colombia is a strategic priority to modernize public services through secure, transparent, and citizen-centered interactions. The national model combines Digital Authentication, the Digital Citizen Folder, a Digital Wallet, and Digital Signature under the regulatory framework led by the Ministry of ICT. Yet adoption has been limited by mistrust, especially concerns about information security, identity theft, and limited control over personal data. This article is a narrative Mini-review that offers a curated synthesis of recent literature on blockchain for digital identity, authentication, and citizen data management, drawing on representative studies indexed in Scopus, ScienceDirect, and Google Scholar. Prior work suggests that distributed ledgers can enhance immutability, auditability, and data sovereignty, and that Self-Sovereign Identity (SSI) with verifiable credentials and decentralized identifiers can enable selective disclosure and stronger user control. However, persistent challenges include scalability and cost, governance and interoperability with legacy systems, and regulatory alignment, which temper expectations. Taken together, the literature indicates that blockchain can be a viable complement to Colombia’s digital government ecosystem when implemented through permissioned or hybrid designs, aligned with open standards and embedded in robust legal and institutional frameworks. Under these conditions, blockchain-based approaches may help rebuild trust and foster broader adoption of citizen-oriented digital services.
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1 INTRODUCTION
Colombia’s digital transformation strategy emphasizes digital identity, interoperability, and online citizen services. Accordingly, the Ministry of Information and Communications Technologies (MinTIC) defines digital citizenship as the outcome of citizens’ digital and productive evolution, highlighting blockchain’s capacity to ensure traceability and immutability of personal data. However, as of 29 December 2022, only 1,101,133 digital ID cards were issued, revealing obstacles such as fragmented authentication mechanisms, non-intuitive user interfaces, and distrust regarding data security (Misión de Observación Electoral, 2023).
By comparison, Chile’s ClaveÚnica platform supports over 14.4 million users and 1,730 procedures, while Uruguay’s national digital ID provides a standardized authentication framework. Moreover, adoption models like TAM and UTAUT demonstrate that perceived security, ease of use, and digital literacy critically influence citizens’ intentions to engage with online government services. In Colombia, significant segments of the population report inadequate training for digital procedures, underscoring gaps in digital skills (Gobierno de UruguayAGESIC, 2023; Gobierno de ChileMinisterio Secretaría General de la Presidencia, 2022).
Internationally, systems such as the European Digital Identity (EUDI) Wallet, India’s Aadhaar, and Estonia’s X-Road illustrate large-scale digital identity infrastructures (not necessarily blockchain). In parallel, blockchain-based, SSI-oriented pilots explore verifiable credentials, decentralized identifiers, and selective disclosure to enhance security, portability, and user control in specific contexts. A synthesis of 103 digital government studies (2003–2020) reports failure rates of approximately 60%–85%, often due to gaps between architectural design and implementation (Baheer et al., 2020). Accordingly, assessing Colombia’s progress should triangulate scientific evidence, international best practices, and local user considerations; regional experiences such as Uruguay’s national digital ID illustrate feasibility at scale (Gobierno de UruguayAGESIC, 2023).
1.1 Legal framework
Colombia bases its digital citizenship model on a solid legal framework. First, Law 527 of 1999 recognized the validity of electronic communications and signatures, thereby establishing the principles of integrity and non-repudiation in digital environments (Congreso de Colombia, 1999). Next, Law 962 of 2005 and Decree 2364 of 2012 granted qualified electronic signatures full legal equivalence to handwritten signatures, while defining cryptographic security requirements and their evidentiary value (Congreso de Colombia, 2005; Presidencia de la República de Colombia, 2012). Subsequently, Decree 1078 of 2015 unified all ICT regulations in a single compendium, setting common standards for digital identity, electronic signatures, and online public services (Presidencia de la República de Colombia, 2015). More recently, Decree 767 of 2022 formally introduced the concept of the digital citizen and articulated the principles of interoperability, security, privacy, and data sovereignty that govern Digital Authentication, the Digital Citizen Folder, the Digital Wallet, and the Digital Signature (Presidencia de la República de Colombia, 2022).
To operationalize these services, Decree 620 of 2020 laid down detailed technical guidelines for security, encryption, and identity management, guaranteeing access control and transaction traceability for Digital Authentication and the Citizen Folder (Presidencia de la República de Colombia, 2022). Moreover, Resolution 2160 of 2020 specified interoperability standards for the Citizen Folder, while Resolution 1254 of 2021 established assurance levels and risk management criteria for strong online user authentication (MinTIC, 2020; MinTIC, 2025). Taken together, this comprehensive set of regulations safeguards integrity, confidentiality, informed consent, and auditability, thereby strengthening citizen trust and fostering the widespread adoption of digital citizenship in Colombia.
1.2 Digital citizenship
Considering the previously presented definition by the Ministry of Information and Communications Technologies (MinTIC), first, it justifies the concept of digital citizenship as the result of citizens’ digital and productive transformation in response to the challenges of the digital economy, with the ultimate goal of accelerating that transformation in the coming years (MinTIC, 2025). Moreover, this vision is explicitly framed by the National Policy on Digital Citizen Services (Decree 767 of 2022), whose primary objective is to establish an effective digital identity architecture as the fundamental infrastructure that enables secure interaction between the State and its citizens (Presidencia de la República de Colombia, 2022).
Unlike broader, more theoretical definitions, the MinTIC proposal explicitly links digital citizenship to tangible service transformation processes: it integrates Digital Authentication, the Digital Wallet, the Digital Citizen Folder, and the Digital Signature as interconnected mechanisms that foster a more secure, transparent, and citizen-controlled experience (Barrios Tao and Díaz Pérez, 2025; Ministerio de Tecnologías de la Información y las Comunicaciones, 2025a). In particular, it underscores the productive and technological empowerment of citizens. To that end, incorporating blockchain into this ecosystem emerges as a strategic way to overcome current challenges of interoperability and public trust. Indeed, the transparency, decentralization, and tamper-resistance that blockchain offers reinforce the Ministry’s principles of data sovereignty and personal data control. Consequently, citizens could retain full control over their digital credentials, while enjoying secure validation by both public and private actors (Barrios Tao and Díaz Pérez, 2025).
Historically, the notion of digital citizenship has evolved alongside Information and Communication Technologies (ICT), shifting from traditional physical credentials to digital certificates and biometric authentication (Barrios Tao and Díaz Pérez, 2025; MinTIC, 2023b). This shift responds to rising demands for security, globalization, and service digitalization, which collectively imposes the need for new identity models. Therefore, recognizing the digital citizen entails not only proactive participation in these digital spheres but also the cultivation of digital skills and the exercise of rights within a secure online environment, all in alignment with the current regulatory framework.
1.3 Blockchain
Blockchain technology consists of a distributed database in which transactions are recorded in blocks linked by cryptographic techniques. Specifically, it offers record immutability, decentralized information storage, and end-to-end transaction traceability (Ministerio de Tecnologías de la Información y las Comunicaciones, 2023a; Cagigas et al., 2021). Consequently, networks based on distributed trust can complement and, in some cases, replace traditional centralized systems, thereby reducing risks of fraudulent tampering and single-point failures. In the public sector, recent reviews show that blockchain can boost operational efficiency, auditability, and inter-agency coordination; however, significant challenges persist around technical scalability and network governance models (Cagigas et al., 2021; Pauletto, 2021).
Moreover, combining blockchain with the Self-Sovereign Identity (SSI) model enables users to control their personal credentials directly, without relying on a single central authority. Thus, each citizen decides what information to share and with whom (Stockburger et al., 2021; Wang and De Filippi, 2020; Guggenberger et al., 2023). For instance, Estonia’s X-Road (a non-blockchain data exchange layer) illustrates secure, large-scale digital public services; in parallel, blockchain-based, SSI-oriented pilots have been explored in other contexts. Additionally, several studies document SSI pilots in domains such as European public transport and commercial KYC processes, where credentials are automatically validated via smart contracts (Stockburger et al., 2021; Guggenberger et al., 2023; Lan and Jiang, 2024).
In Colombia, the State Blockchain Reference Guide identifies the technology as a strategic resource for ensuring transparency, traceability, and data integrity, specifically recommending permissioned blockchains to balance openness with the protection of sensitive data (Ministerio de Tecnologías de la Información y las Comunicaciones, 2023a; MinTIC, 2023c). Furthermore, national policy stresses that blockchain adoption must be accompanied by clear interoperability standards and a supportive legal framework, particularly Law 1581 on personal data protection and the digital verification mechanisms introduced by Decree 767 of 2022 (Congreso de Colombia, 2005; Presidencia de la República de Colombia, 2022). Despite the early stage of Colombian blockchain initiatives, the existing regulatory environment already offers concrete opportunities to prototype digital authentication services, citizen wallets, and digital portfolios, thereby positioning blockchain as a central enabler of the country’s digital citizenship ecosystem.
2 BACKGROUND AND THEMATIC FOCUS
2.1 Focus on blockchain
Over recent decades, digital identity has evolved from password-based systems and security questions to advanced solutions that use biometrics and encryption (Robles Carrillo, 2024). This shift occurs because the rapid expansion of electronic commerce and the digitalization of public services defmand stronger security safeguards (Pauletto, 2021).
Established models such as eIDAS in the European Union and Aadhaar in India already demonstrate that large-scale digital systems can provide secure access to governmental and financial procedures (Pauletto, 2021). However, both still depend on centralized infrastructures that create single-point failures, making them susceptible to cyberattacks and to conflicts with personal data protection regulations (Karasek and Wojciechowicz, 2021; Anand and Brass, 2021).
In Colombia, initiatives such as the Digital Identity Card and Digital Citizen Services aim to improve identification efficiency and reduce fraud, yet they face two major limitations:
	• First, limited interoperability between state and private platforms complicates cross-validation of identities (Karasek and Wojciechowicz, 2021).
	• Second, continued reliance on centralized servers heightens vulnerability to fraud and identity theft (Anand and Brass, 2021).

Consequently, these shortcomings have encouraged exploration of alternative technologies, notably blockchain, which offers a more secure and decentralized approach to digital identity management (Schlatt et al., 2022).
Blockchain is a technology that stores information in distributed, immutable ledgers managed by multiple independent nodes, thereby reducing the risk of a single-point failure (Pinto et al., 2022). Moreover, its key properties are immutability, which prevents unauthorized alteration of stored data (Pinto et al., 2022); decentralization, which distributes custody of information among independent nodes and reduces failure risk; and traceability, which enables complete and secure audits of every recorded operation (Secinaro et al., 2021). Consequently, these features have been shown to significantly reduce fraud and operational costs in processes such as Know Your Customer (KYC) (Schlatt et al., 2022).
2.1.1 About self-sovereign identity (SSI)
The blockchain-based SSI model enables users to control their digital credentials directly, without intermediaries, and to decide what information to share and with whom (Hünseler and Pöll, 2023). Specifically, its advantages are twofold: selective privacy, where the user reveals only the attributes required for each transaction, thereby preserving privacy (Hünseler and Pöll, 2023); and portability, where a single credential can serve multiple domains, including government, finance, and healthcare, so repetitive registration is no longer necessary (Schlatt et al., 2022). Blockchain has been piloted and applied across multiple domains:
	• Government: Estonia’s X-Road (a non-blockchain data-exchange layer) demonstrates secure, large-scale digital public services; in parallel, blockchain-based SSI pilots have been explored in specific contexts (Secinaro et al., 2021).
	• Financial sector: Smart-contract-supported KYC has been reported to streamline verification and reduce fraud in specific deployments (Schlatt et al., 2022).
	• Healthcare: Pilot projects explore privacy-preserving access to medical records and border-control scenarios (Xu, 2023).

These examples illustrate the potential of blockchain to enhance security and transparency in digital identity management, while real-world adoption remains contingent on governance, interoperability, and cost.
	• Challenges: Despite these advantages, several hurdles remain.
	• Scalability. Public blockchains tend to slow down and become costly when transaction volumes surge (Mishra et al., 2022).
	• Regulation. A clear, harmonized legal framework for blockchain and digital identity is still lacking (Anand and Brass, 2021).
	• Interoperability. Integrating blockchain networks with legacy platforms and databases is complex (Karasek and Wojciechowicz, 2021).

For instance, blockchain’s inherent immutability can clash with regulations such as the European Union’s “right to be forgotten” under the General Data Protection Regulation (Anand and Brass, 2021).
In Colombia, blockchain deployment remains at an early stage; nevertheless, experts recommend hybrid or permissioned models governed jointly by public bodies, private firms, and academia (Schlatt et al., 2022). Domestic pilots exploring decentralized KYC and SSI solutions already signal growing interest within Colombia (Schlatt et al., 2022; Pava Díaz et al., 2023).
2.2 Focus on digital citizenship and citizen identity
The evolution of digital government infrastructures continues to show persistent gaps between theory and practice. For instance, Baheer et al. reviewed 103 studies published from 2003 to 2020 and found little consensus on architectural concepts; as a result, between 60 percent and 85 percent of digital government projects fail because of shortcomings in planning and ICT infrastructure (Baheer et al., 2020). In the identity domain, Hilowle et al. surveyed 203 Australian users under the theory of planned behavior and revealed that limited security trust and low cybersecurity awareness are critical barriers to mass adoption of digital identity systems (Hilowle et al., 2024). Meanwhile, Ruiu et al. assessed the use of biometric data in eIDAS and emphasized the need for robust regulatory frameworks, namely GDPR and eIDAS itself, plus cross-national interoperability to safeguard fundamental rights (Ruiu et al., 2024). Locally, López Solano and Castañeda documented collaboration between the National Civil Registry and IDEMIA, noting innovations such as the electronic identity card and digital wallets, yet warning about risks of technological dependency and disputes over data sovereignty (López Solano and Castañeda, 2024). Taken together, these studies underscore the importance of approaches that integrate technological, human, and regulatory factors, illustrating how public-private partnerships can inform blockchain-based digital citizenship design in Colombia (Stockburger et al., 2021; Semenzin et al., 2022).
Recently, scholarship has shifted toward Self-Sovereign Identity (SSI) and blockchain solutions. For example, Stockburger et al. showed with a European public-transport prototype that SSI improves interoperability among operators, replacing multiple cards and enhancing security and transparency (Stockburger et al., 2021). Moreover, Cagigas et al. observed that although 61.2 percent of blockchain publications in 2019 focused on cryptocurrencies, later work highlights public-service applications that deliver efficiency, traceability, and better inter-institutional coordination, even though scalability and regulatory uncertainty remain challenging (Cagigas et al., 2021). Similarly, Wang and De Filippi demonstrated that SSI reduces exposure of sensitive data through selective credential disclosure, thereby advancing economic inclusion in projects such as Kiva in Sierra Leone and Building Blocks in Jordan (Wang and De Filippi, 2020). In addition, Semenzin et al. analyzed the Estonian experience, noting tensions between public and permissioned blockchains and stressing the need for strong legal foundations (Semenzin et al., 2022). At the European level, Guggenberger et al. reported that only half of EU member states use compliant eIDs; they estimated a pan-European SSI system would cost more than 600 million euros and proposed design principles to enhance scalability, interoperability, and privacy (Guggenberger et al., 2023).
From a technical standpoint, Lan and Jiang presented a blockchain algorithm that cut computational cost by 55.5 percent and raised the security index from 12.5 to 22 (Lan and Jiang, 2024), whereas Abu Bakar et al. introduced the “digital pheromone,” achieving 100 percent uniqueness for smartphone user identities (Abu Bakar et al., 2024). Cases beyond Europe, such as Aadhaar in India, show gains in inclusion and service access (Mira et al., 2020) but also highlight privacy and social-exclusion risks (Addo and Senyo, 2021). Latin American experiences, notably Uruguay’s Digital ID, confirm the feasibility of unique credentials at national scale (Gobierno de UruguayAGESIC, 2023). Methodologies employed range from perception surveys (Tan et al., 2023) and structural-equation models of adoption (Addo, 2022) to blockchain simulations of efficiency and security (Zulkifli and Abidin, 2025). Looking ahead, prospective SSI systems for Colombia must secure citizen autonomy (Xin et al., 2022), comply with both local and international regulations (He, 2022), ensure interoperability across public and private entities, and foster digital inclusion that avoids marginalizing vulnerable groups (Robles Carrillo, 2024).
3 DISCUSSION
International experiences in digital identity point to convergent design principles: minimal data on-chain, robust revocation, and standardized verifiability. These principles are transferable to Colombia because they are consistent with the country’s legal and policy frameworks on digital identity and public services. Reference implementations and policy trajectories in the European Digital Identity initiative and regional programs illustrate feasibility at scale (Table 1), while the high failure rates documented in digital government projects underscore the need to close the design–implementation gap through governance and evaluation (Baheer et al., 2020; European Commission, 2025; Gobierno de UruguayAGESIC, 2023).
TABLE 1 | Integration of blockchain in citizen identity.	Project/country	Architecture (Type)	Primary Purpose	Data sovereignty and privacy implications	Relevance for Colombia
	Aadhaar (India)	Centralized national eID (non-blockchain)	Social inclusion and access to services	Inclusion at scale, but privacy and state-control concerns (Mira et al., 2020; Addo and Senyo, 2021)	Not aligned with SSI; limited replicability under Colombia’s data-protection approach (MinTIC, 2020)
	Digital ID (Uruguay)	Federated system	Access with unique credentials	Strong governance and interoperability via national platform (Gobierno de UruguayAGESIC, 2023)	Viable with integration into state services (Ministerio de Tecnologías de la Información y las Comunicaciones, 2025a)
	Sovrin/SSI (Europa/Global)	Blockchain + SSI (DID/VC)	Total user control over credentials	High data protection through decentralization and selective disclosure (Stockburger et al., 2021; Wang and De Filippi, 2020)	Promising model with local regulatory adjustments (MinTIC, 2023b)
	Estonia	Non-blockchain data-exchange layer (government interoperability; X-Road)	Efficient public administration	Limited transparency, high interoperability (Semenzin et al., 2022)	Reference for interoperability infrastructure, but centralized (MinTIC, 2023a)
	Building Blocks (UN/WFP)	Permissioned blockchain (Ethereum)	Beneficiary verification and traceability	Protection and auditability in humanitarian contexts (Wang and De Filippi, 2020)	Applicable in vulnerable and social sectors (MinTIC, 2020)


Reconciling blockchain immutability with rights to erasure and correction requires a minimal-on-chain architecture aligned with Colombian regulation. Personally identifiable information should remain off-chain in institutional repositories or user wallets, with the ledger storing only non-invertible references such as salted hashes, credential identifiers, and content-addressable pointers. Lifecycle controls should prioritize revocation lists or status registries over block editing; selective disclosure and privacy-preserving proofs can limit data exposure and correlation risks. These safeguards are coherent with data-protection and sectoral requirements and can be operationalized within permissioned or hybrid networks under clearly assigned controller and processor roles and auditable processes (He, 2022; Karasek and Wojciechowicz, 2021; Presidencia de la República de Colombia, 2012; Presidencia de la República de Colombia, 2015; MinTIC, 2020).
On the scale, self-sovereign identity (SSI) introduces organizational, and human-factors risks. Evidence highlights consumer concerns and adoption frictions, the importance of responsible innovation governance, and the role of human-centered cybersecurity practices for national ID systems. In Colombia, inclusion and digital literacy remain salient and should be addressed through assisted issuance and verification, recovery options, and multilingual usability testing (Hünseler and Pöll, 2023; Anand and Brass, 2021; Hilowle et al., 2024; Barrios Tao and Díaz Pérez, 2025; MinTIC, 2025).
Governance and architecture choices should therefore emphasize permissioned, or hybrid ledgers governed by a public consortium with a regulator or auditor node, interoperable with open conformance profiles used internationally. Initial domains with clear public value include education and health or social-program attestations, which can be implemented with personal data off-chain and verifiable status on-chain. Evaluation should prioritize operational metrics such as verification latency, uptime, revocation timeliness, and cost per verification over aggregate adoption claims (Schlatt et al., 2022; Pinto, Ferreira da Silva and Moro, 2022; European Commission, 2025).
This review is narrative and prioritizes conceptual and regulatory relevance over exhaustiveness. The literature remains uneven across technical, legal, and socioeconomic strands, and several deployments are reported as pilots without longitudinal evaluation, which motivates further comparative and field research on performance, cost, recovery flows, and fairness outcomes in the Colombian context (Secinaro et al., 2021; Pava Díaz, Páez Méndez and Niño Vásquez, 2023).
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